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| ntroduction

Why this document was written

Wel, | found abig empty space in the HOWTO's out there lacking in information about the iptables
and neffilter functionsin the new Linux 2.4.x kernes. Among other things, I'm going to try to answer
questions that some might have about the new possibilities like state matching. Isit possble to dlow
passve FTP to your server, but not alow outgoing DCC from IRC as an example? | will build thisdll
up from an example rcfirewal.txt filethat you canuseinyour/ et ¢/ r c. d/ stipts. Yes, thisfile
was origindly based upon the masquerading HOWTO for those of you who recognize it.

Also, therésa smdl script that | wrote just in case you screw up as much as | did during the
configuration available as rc.flush-iptables.txt.
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How It was written

I've placed questions to Marc Boucher and others from the core netfilter team. A big thanks going out
to them for their work and for their help on this tutorid that | wrote and maintain for boingworld.com.
This document will guide you through the setup process step by step, hopefully make you understand
some more about the iptables package. | will base mogt of the stuff here on the example rc.firewdl file
gnce | find that example to be a good way to learn how to use iptables. | have decided to just follow
the basic chains and from there go down into each and one of the chains traversed in each due order.
Thistutorid hasturned alittle bit harder to follow thisway but a the same timeit is more logical.
Whenever you find something that's hard to understand, just consult this tutorid.

About the author

I'm someone with too many old computers on my hands, stting with my own LAN and wanting them
al to be connected to the Internet, at the same time having it fairly secure. The new iptablesis a good
upgrade from the old ipchainsin this regard. Before, you could make afairly secure network by
dropping al incoming packages not destined to certain ports, but this would be a problem with things
like passive FTP or outgoing DCC in IRC, which assigns ports on the server, tells the client about it,
and then lets the client connect. There was some child diseasesin the iptables code that | ran into in the
beginning, and in some respects | found the code not quite ready for release in full production. Today,
I'd recommend everyone who uses ipchains or even older ipfwadm etc to upgrade unless they're happy
with what their current code is capable of and if it does what they need it to.

Dedications

Firg of dl | would like to dedicate this document to my wonderful girlfriend Nindl. She has supported
me more than | ever can support her to any degree. | wish | could make you just as happy as you
make me.

Second of dl, I would like to dedicate this work to dl of the incredibly hard working Linux developers
and maintainers. It is people like those who makes this wonderful operating system possible.

Preparations

This chapter isaimed at getting you started and to help you understand the role netfilter and iptables
play in Linux today. This chapter should hopefully get you set up and finished to go with your
experimentation and inddlation of afirewal which should hopefully run smoathly in the future,
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Whereto get iptables

Theiptables userspace package can be downloaded from the netfilter homepage. Theiptables
package dso makes use of kernd space facilities which can be configured into the kernd during make
configure. The necessary pieces will be discussed a bit further down in this document.

Kernel setup

To run the pure basics of iptables you need to configure the following options into the kernd while
doing make config or one of it's related commands:

CONFI G_PACKET - Thisoption alows gpplications and programs that needs to work directly to
certain network devices. An example would be tcpdump or snort.

CONFI G_NETFI LTER - Thisoption isrequired if you're going to use your computer as afirewall
or gateway to the internet. In other words, thisis most definitely required if for anything in thistutoria
towork at dl. | assume you'll want this Snce you're reading this a dl.

And of course you need to add the proper drivers for your interfaces to work properly, ie. Ethernet
adapter, PPP and SLIP interfaces. The above will only add some of the pure basicsiniptables. You
won't be able to do anything to be pretty hones, it just adds the framework to the kernel. If you want
to use the more advanced optionsin IPTables, you need to set up the proper configuration optionsin
your kernel. Here we will show you the options availablein abasic 2.4.9 kernd and a brief explanation

CONFI G_|I P_NF_CONNTRACK - This moduleis needed to make connection tracking.
Connection tracking is used by, among other things, NAT and Masguerading. If you need to firewall
machines on aLAN you most definitely should mark this option. For example, this module is required
by therc.firewall.txt to work.

CONFI G_| P_NF_FTP - Thismoduleisrequired if you want to do connection tracking on FTP
connections. Since FTP connections are quite hard to do connection tracking on in normal cases
conntrack needs a so caled helper, this option compiles the helper. If you don't add this module you
won't be able to FTP through afirewal or gateway properly.

CONFI G_| P_NF_I PTABLES - Thisoption isrequired if you want do any kind of filtering,
masquerading or NAT. It adds the whole iptables identification framework to kernel. Without this you
won't be able to do anything at al with iptables.

CONFI G_ | P_NF_MATCH LI M T - Thismodule isn't exactly required but it's used in the
examplerc.firewall.txt. This option provides the LIMIT match, that adds the possibility to control
how many packets per minute that's supposed to be matched with a certain rule. For example, -m
limit --limit 3/minute would match amaximum of 3 packets per minute. This module can aso be used
to avoid certain Denid of Service attacks.
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CONFI G_| P_NF_MATCH_MAC - Thisdlows us to match packets based on MAC addresses.
Every Ethernet adapter hasit'sown MAC address. We could for instance block packets based on
what MAC address used and block a certain computer pretty well since the MAC address don't
change. We don't use thisoption in the rc.firewall.txt example or anywhere dse.

CONFI G_| P_NF_MATCH_MARK - Thisalows usto useaM ARK match. For example, if we
usethetarget M ARK we could mark a packet and then depending on if this packet is marked further
on in the table, we can match based on this mark. This option is the actua maich M ARK, and further
down we will describe the actua target MARK.

CONFI G_| P_NF_MATCH_MULTI PORT - This module alows us to match packets with awhole
range of degtination ports or source ports. Normally this wouldn't be possible, but with thismatch it is.

CONFI G_| P_NF_MATCH_TOS - With this match we can match packets based on their TOS
fidd. TOS stands for Type Of Service. TOS can aso be set by certain rulesin the mangle table and
viathe ip/tc commands.

CONFI G_| P_NF_MATCH_TCPMSS - This option adds the possibility for usto match TCP
packets based on their MSS fidd.

CONFI G_| P_NF_MATCH_STATE - Thisisone of the biggest newsin comparison to ipchains.
With this module we can do stateful matching on packets. For example, if we've dready seen treficin
two directionsin a TCP connection, this packet will be counted as ESTABLISHED. Thismoduleis
used extengvdy in therc.firewall.txt example.

CONFI G_| P_NF_MATCH_UNCLEAN - This module will add the possihility for usto meatch 1P,
TCP, UDP and ICMP packets that |ooks strange or are invalid. We could for example drop these
packets, but we never know if they are legitimate or not. Note that this match is fill experimental and
might not work perfectly in al cases.

CONFI G_| P_NF_MATCH_OWNER - This option will add the possibility for usto do matching
based on the owner of a socket. For example, we can alow only the user root to have Internet access.
This module was origindly just written as an example on what could be done with the new iptables.
Note that this match is till experimental and might not work for everyone.

CONFI G_| P_NF_FI LTER - Thismodule will add the basic filter table which will enable you to do
basc filtering. In thefilter table youll find the INPUT, FORWARD and OUTPUT chans. This module
isrequired if you plan to do any kind of filtering on packets that you receive and send.

CONFI G_| P_NF_TARGET_REJECT - Thistarget dlows usto specify that an ICMP error
message should be sent in reply to incoming packets ingtead of plainly dropping them deed to the floor.
Mind you that TCP connections are dways reset or refused with a TCP RST packet.

CONFI G_| P_NF_TARGET_M RROR - This alows packets to be bounced back to the sender of
the packet. For example, if we set up aMIRROR target on destination port HTTP on our INPUT
chain and someone tries to access this port we would plainly bounce his packets back to himself and
findly he would see his own homepage.
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CONFI G_I P_NF_NAT - Thismodule dlows network address trandation, or NAT, init's different
forms. With this option we can do port forwarding, masquerading etc. Note that this option isis not
required for firewaling and masguerading of aLAN, but modtly is, unlessyou are able to provide
unique IP addresses for dl hosts. Hence, this option is required for the examplerc.firewall.txt to
work properly, and most definitely on your network if you do not have the ability to add unique IP
addresses as specified above.

CONFI G_I P_NF_TARGET_MASQUERADE - This module adds the M ASQUERADE target.
For ingance if we don't know what |P we have to the Internet this would be the preferred way of
getting the IP ingtead of usng DNAT or SNAT. In other words, if we use DHCP, PPP, SLIP or some
other connection that dynamically assgns us an IP, we need to use thistarget instead of SNAT.
Masquerading gives adightly higher load on the computer than NAT does, but will work without us
knowing the IP in advance.

CONFI G_| P_NF_TARGET_REDI RECT - Thistarget is ussful together with proxies for example.
Instead of letting a packet pass right through, we remap them to go to our loca box instead. In other
words, we have the possibility to make a transparent proxy thisway.

CONFI G_| P_NF_TARGET_LOG- Thisaddsthe LOG target to iptables and the functiondity of
it. We can use this module to log certain packets to sydogd and hense see the packet further on. This
could be useful for forendcs or debugging a script you're writing.

CONFI G_| P_NF_TARGET_TCPMSS - This option can be used to overcome Internet Service
Providers and servers who block ICMP Fragmentation Needed packets. This can result in webpages
not getting through, small mails getting through while larger mails don't get through, ssh works but scp
dies after handshake, etcetera. We can then use the TCPM SS target to overcome this by clamping our
MSS (Maximum Segment Size) to the PMTU (Path Maximum Transmit Unit). Thisway, well be able
to handle what the authors of neffilter themself cal "criminaly braindead 1SPs or servers' in the kerndl
configuration help.

CONFI G_| P_NF_COWPAT _| PCHAI NS - Adds a compatibility mode with the old ipchains. Do
not look a thisas any red long term solution for solving migration from Linux 2.2 kernelsto 2.4
kernds sinceit may well be gone with kernd 2.6.

CONFI G_| P_NF_COWPAT _| PFWADM- Compatibility mode with old ipfwadm. Do absolutely
not look at thisas ared long term solution.

Asyou can see, there isahegp of options. | have briefly explained what kind of extra behaviours you
can expect from each module here. These are only the options avalable in avanillaLinux 2.4.9 kerndl.
If you would like to get alook a more options, | suggest you look at the patch-o-matic functionsin
netfilter userland which will add hegps of other optionsin the kernd. POM fixes are additions that are
supposed to be added in the kernel in the future but has not quite reached the kerndl yet. These
functions should be added in the future, but has not quite madeit in yet. This may be for various
reasons such as the patch not being stable yet, to Linus Torvads being unable to keep up or not
wanting to let the paich in to the maindream kernd yet sinceit is sill experimentd.

Y ou will need the following options compiled into your kernel, or as modules, for therc.firewall.txt

script to work. If you need help with the options that the other scripts needs, ook at the example
firewal scripts section.
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® CONFIG_PACKET

® CONFIG_NETFILTER

* CONFIG_CONNTRACK

* CONFIG_IP_NF FTP

* CONFIG_IP_NF_IRC

e CONFIG_IP_NF_IPTABLES

e CONFIG_IP_NF FILTER

* CONFIG_IP_NF_NAT

* CONFIG_IP_ NF_ MATCH_STATE

e CONFIG_IP_NF TARGET LOG

® CONFIG_IP_NF MATCH_LIMIT

* CONFIG_IP NF TARGET MASQUERADE
The above will be required at the very least for the rc.firewall.txt script. In the other example scripts|

will explain what requirements they have in their respective section. For now, letstry to stay focused on
the main script which you should be studying now.

userland setup

Firg of dl, let'slook at how we compile the iptables package. This compilation goes quite alot hand
in hand with the kerndl configuration and compilation S0 you are aware of this. Certain digtributions
comes with the iptables package preinstalled, one of these are Red Hat 7.1. However, in Red Hat 7.1
it isdisabled per default. We will check closer on how to enable it on this, and other distributions
further on in this chapter

Compiling the userland applications

First of dl unpack the iptables package. Here, we have used the iptables 1.2.3 package and avanilla
249 kerndl. Unpack as usud, using bzip2 -cd iptables-1.2.3.tar .bz2 | tar -xvf - (thiscan aso be
accomplished with the tar -xjvf iptables-1.2.3.tar.bz2, which should do pretty much the same asthe
first command. However, this may not work with older versions of tar). Hopefully the package should
now be unpacked properly into adirectory namedi pt abl es- 1. 2. 3. For more information read
thei pt abl es- 1. 2. 3/ I NSTALL filewhich contains pretty good information on compiling and
getting the program to run.
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After this, there isthe option to ingtal extra modules and options etceterato the kernd. The step
described here will only check patches that are pending for inclusion to the kernel, there are some even
more experimental patches further dong, which may only be available when you do some other steps.

Some of these are highly experimenta and may not be a very good ideato ingall.
However, there are hegps of extremdly interesting matches and targets in this
ingalation step so don't be afraid of at least looking at them. To do this step we do
something like this from the root of the iptables package:

make pending-patches KERNEL DIR=/usr/src/linux/

The variable KERNEL _ DI R should point to the actua place that your kernel sourceislocated at.
Normdly thisshouldbe/ usr/ src/ | i nux/ but thismay vary, and most probably you will know
yourself where the kernd sourceisavailable.

This only asks about certain patches that are just about to enter the kernel
anyways. There might be more patches and additions that the devel opers of
netfilter are about to add to the kernd, but is a bit further away from actualy
getting there. One way to ingd| these are by doing the following:

make most-of-pom KERNEL _DIR=/usr/src/linux/

The above command would ask about ingaling parts of what in netfilter world is caled patch-o-
matic, but still skip the most extreme patches that might cause havoc in your kerndl. Note that we say
ask, because that's what these commands actualy do. They ask you before anything is changed in the
kernd source. To be ableto ingdl all of the patch-o-matic suff you will need to run the following
command:

make patch-o-matic KERNEL _DIR=/usr/src/linux/

Don't forget to read the help for each patch thoroughly before doing anything. Some patches will
destroy other patches while others may destroy your kernd if used together with some patches from
patch-o-matic etc.

Y ou may totdly ignore the above steps if you don't want to patch your kernd, it is
in other words not necessary to do the above. However, there are some redly
interesting things in the patch-o-matic that you may want to look at so therée's
nothing bad in just running the commands and see what they contain.

After thisyou are finished doing the patch-o-matic parts of ingdlation, you may ether compile anew
kernd making use of the new patches that you have added to the source. Don't forget to configure the
kernel again since the new patches probably are not added to the configured options and so on. You
may wait with the kernd compilation until after the compilation of the userland program iptables if you
fed likeit, though.
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Continue by compiling the iptables userland gpplication. To compile iptables you issueasmple
command that looks like this:

make KERNEL _DIR=/usr/src/linux/

The userland application should now compile properly, if not, you're on your own, or possibly try the
netfilter malling lig who might help you with your problems. Thereis afew things that might go wrong
with the indtdlation of iptables so don't panic if it won't work, try to think logicaly about it and find out
what'swrong or get someone to help you.

If everything has worked smoothly, you're ready to ingtdl the binaries by now. To do this, you would
issue the fallowing command to ingdl them:

make install KERNEL _DIR=/usr/src/linux/

Hopefully everything should work in the program now. To use any of the changesin theiptables
userland gpplications you should definitely recompile and reingal your kernd by now if you haven't
done s0 before. For more information about ingtaling the userland applications from source, check the
| NSTALL filein the source which contains excellent information on the subject of ingalation.

| nstallation on Red Hat 7.1

Red Hat 7.1 comes preinstalled with a 2.4.x kernel that has netfilter and iptables compiledin. It dso
contains al the basic userland programs and configuration files that is needed to run it, however, they
have disabled the whole thing by usng the backwards compatible ipchains module. Annoying to say
the leadt, and alot of people are asking different mailing liss why iptables don't work. So, let'stake a
brief 1ook a how to turn the module off and how to ingal iptables instead.

The default Red Hat 7.1 ingtdlation today comes with an utterly old version of the
userspace gpplications so you might want to compile anew verson of the
aoplications aswell asingdl anew and homecompiled kernd before fully
explaiting iptables.

Firg of al you will need to turn off the ipchains modules so it won't start in the future. To do this, you
will need to change some filenamesinthe/ et ¢/ r c. d/ directory-gtructure. The following command
should doit:

chkconfig --level 0123456 ipchains off

By doing this we move al the soft links that pointsto the red script to K92ipchains. Thefird letter
which per default would be Stells the initscripts to start the script. By changing thisto K wetdl it to
Kill the service ingtead, or to not runiit if it was not previoudy started. Now the service won't be
darted in the future,

However, to stop the service from actudly running right now we need to run another command. Thisis
the ser vice command which can be used to work on currently running services. We would then issue
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the following command to stop the ipchains service:
serviceipchains stop

Findly, to gart theiptables sarvice. Firg of dl, we need to know which runlevelswe want it to run in.
Normally thiswould bein runlevel 2, 3 and 5. These runlevels are used for the following things:

® 2. Multiuser without NFS or the same as 3 if thereis no networking.

e 3. Full multiuser mode, ie. the norma runleve to runiin.

e 5. X11. Thisisusad if you automatically boot into Xwindows.
To make iptables run in these runlevels we would do the following commands:
chkconfig --level 235 iptableson

The above commands would in other words make the iptables servicerun in runlevel 2, 3and 5. If
you'd like the iptables service to run in some other runlevel you would have to issue the same
command in those. However, none of the other runlevels should be used, so you should not really need
to activate it for those runlevels. Leve 1 isfor angle user mode, ie, when you need to fix a screwed up
box. Level 4 should be unused, and level 6 isfor shutting the computer down.

To activate the iptables service, we just run the following command:
service iptables start

Of course, thereis no rulesin theiptables script. To add rulesto an Red Hat 7.1 box, thereistwo
common ways. Firg of dl, you chould editthe/ et c/rc. d/init.d/i ptabl es sript. This
would have the bad effect that the rules would be deleted if you updated the iptables package by
RPM. The other way would be to load the ruleset and then save them with the iptables-save
command and then have it loaded automatically by the rc.d scripts.

First we will describe the possibility of doing the set up by cut and paste to the iptables init.d script.
To add rules that should be run when the computer starts the service, you add them under the Start)
section, or in the gtart() function. Note, if you add the rules under the start) section don't forget to stop
the start() function from running in the start) section. Also, don't forget to edit a the stop) section either
which tdlls the script what to do when the computer is going down for example, or when we are
entering arunleve that don't require iptables to run. Also, don't forget to check out the restart section
and condrestart. Note that this set up may be automaticaly erased if you have, for example, Red Hat
Network automatically updating your packages. It may aso be erased by updeating from the iptables
RPM package.

The second way of doing the set up would require the following steps to be taken. Firgt of al, make
and write arulest in afile, or directly with iptables, that will meet your requirements, and don't forget
to experiment a bit. When you find a set up that works without problems or bugs as you can see, use
the iptables-save command. Y ou could ether use it normdly, such asiptables-save > /etc/
sysconfig/iptables which would save the ruleset to thefile/ et ¢/ sysconf i g/ i pt abl es.
Thisfileisautomaticaly used by theiptables rc.d script to restore the ruleset in the future. The other
way to save the script would be to use service iptables save which would save the script
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automaticdly to thisfile. When you reboot the computer in the future, the iptables rc.d script will use
the command iptables-restore to restore the ruleset from the save-file/ et ¢/ sysconfi g/

i pt abl es. Do not intermix this and the previous set up ingtruction since they may heavily damage
eachother and render each and one usdless.

When dl of these steps are finished we can deingtd| the currently ingtaled ipchains and iptables
packages. We do this since we don't want the system to mix up the new iptables userland gpplication
with the old preingtaled iptables applications. This step isonly necessary if you will ingdl iptables
from the source package. It's not unusud that the new and the old package get's mixed up since the
rpm based ingtdlation ingtals the package in non-standard places and won't get overwritten by the
ingdlation for the new iptables package. To do the deingtdlation, do asfollows:

rpm -eiptables

And of course, why keep ipchains lying around when it is of no use? That is done the same way as
with the old iptables binaries, etc:

rpm -eipchains
After dl thisis done you are finished to update the iptables package from source according to the

source indalation ingructions. None of the old binaries, libraries or include files etc should be lying
around any more.

How aruleisbuilt

This chapter will discussin legth how to build your rules. A rule could be described as the pure rules
the firewall will follow when blocking different connections and packetsin each chain. Each lineyou
write that's inserted to a chain should be considered arule. We will aso discuss the basic matches that
gr available and how to use them aswdll asthe different targets and how we can make new targetsto
use (ie, new subchains).

Basics

Asweve dready explained each ruleis aline that the kernd looks at to find out what to do with a
packet. If dl the criterias, or matches, are met, we perform the target, or jump, instruction. Normally
we would write a rule something like this

iptables[-tt abl e] command [match] [target/jump]
There is nothing that says that the target ingtruction must be last in the ling, however, you would do this
normaly to get a better readability. Also, we have used thisway of writing rules Snceit isthe most

usua way of writing them. Hence, if you read someone dses script you'll most likely recognise the way
of writing arule and understand it quickly.
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If you want to use another table than the standard table, you could insert the table specification where
[table] is specified. However, it is not necessary to pecify it explicitly dl the time since iptables per
default uses thefilter table to implement your commands on. It is not required to put the table
specification at thislocation, ether. It could be set pretty much anywhere in the rule, however, it is
more or less standard to put the table specification at the beginning of the commandline.

One thing to think about though; the command should dways be firgt, or directly after the table
gpecification. Thistdls the iptables command what to do. We will enter thisabit further on. We use
thisfirg variable to tell the program what to do, for example to insert arule or to add arule to the end
of the chain, or to deletearule.

The match is the part which we send to the kernd that says what a packet must 1ook like to be
matched. We could specify what 1P address the packet must come from, or which network interface
the packet must come from etc. Thereis a hegp of different matches that we can use that we will ook
closer a further on in this chapter.

Finaly we have the target of the packet. If dl the matches are met for a packet wetdll the kerndl to
perform this action on the packet. We could tell the kernel to send the packet to another chain that we
create oursdlf, which must be part of this table. We could tell the kerndl to drop this packet dead and
do no further processing, or we could tell kernel to send a specified reply to be sent back. Aswith the
rest of the content in this section, well look closer a them further on in the chapter.

Tables

The -t option specifies which table to use. Per default, the filter table is used. The following options are
avallable to the -t command:

Table 1. Tables
Table Explanation
nat The nat table isused mainly for Network Address Trandation. Packetsin a stream

only traverse thistable once. Thefirst packet of astream is alowed, we presume.
The rest of the packetsin the same stream are automatically NAT'ed or
Masqueraded etc, in case they are supposed to have those actions taken on them.
The rest of the packetsin the stream will in other words not go through this table
agan, but instead they will automaticaly have the same actions taken to them asthe
first packet in the dream. Thisis one reason why you should not do any filtering in
thistable, as we will discuss morein length further on. The PREROUTING chainis
used to dter packets as soon as they get in to the firewall. The OUTPUT chainis
used for dtering locally generated packets (ie, on the firewall) before they get to the
routing decison. Note that OUTPUT is currently broken. Findly we have the
POSTROUTING chain which is used to ater packets just as they are about to
leave the firewall.
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mangle Thistable is used mainly for mangling packets. We could change different packets
and how their heeders look among other things. Examples of thiswould be to
changethe TTL, TOS or MARK. Note that the M ARK isnot redly a changeto
the packet, but amark for the packet is set in kernel space which other rules or
programs might use further on in the firewal to filter or do advanced routing on with
tc as an example. The table congsts of two built in chains, the PREROUTING and
OUTPUT chains. PREROUTING is used for dtering packets just as they enter the
firewdl and before they hit the routing decison. OUTPUT is used for changing and
atering localy generated packets before they enter the routing decison. Note that
mangle can not be used for any kind of Network Address Trandation or
Masguerading, the nat table was made for these kinds of operations.

filter The filter table should be used for filtering packets generaly. For example, we could
DROP, LOG, ACCEPT or REJECT packets without problems asin the other
tables. There are three chain built in to thistable. The first oneis named
FORWARD and isused on al non-locally generated packets that are not destined
for our localhogt (the firewdll, in other words). INPUT is used on al packets that
are destined for our local hogt (the firewall) and OUTPUT isfindly used for dl
locally generated packets.

Thelisting above has hopefully explained the basics about the three different tables that are available.
They should be used for totdly different things, and you should know whet to use each chain for. If you
do not understand their usage you may well fdl into a pit once someone finds the hole you have
unknowingly placed in the firewal yourself. We will discuss the tables and chains morein the
Traversing of tables and chains chapter.

Commands

In this section we will bring up dl the different commands and what can be done with them. The
command tellsiptables what to do with the rest of the commandline that we send to the program.
Normaly we want to either add or delete something to some table or another. The following
commands are available to iptables:

Table 2. Commands

Command

Example

Explanation

-Al --appmd
iptables-A INPUT ...

This command gppends the rule to the end of the chain. The rule will will in other words aways be
put last in the ruleset in comparison to previoudy added rules, and hence be checked last, unlessyou
gppend or insert more rules later on.
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-D, --delete
iptables-D INPUT --dport 80 -j DROP, iptables-D INPUT 1

This command deletes arule in achain. This could be done in two ways, ether by specifying aruleto
meatch with the -D option (asin thefirst example) or by specifying the rule number that we want to
match. If you use the first way of deleting rules, they must match totaly to the entry in the chain. If
you use the second way, the rules are numbered from the top of each chain, and thetop ruleis
number 1.

-R, --replace
iptables-R INPUT 1-s192.168.0.1 -j DROP

This command replaces the old entry at the specified line. It works in the same way asthe --delete
command, but ingtead of totally deleting the entry, it will replace it with anew entry. This might be
good while experimenting with iptables mainly.

1, -insert
iptables-1 INPUT 1 --dport 80 -] ACCEPT

Insert arule somewherein achan. Theruleisinserted at the actuad number that we give. In other
words, the above example would be inserted a place 1 in the INPUT chain, and hence it would be
the absolutdly fird rule in the chain from now on.

L, list
iptables-L INPUT

Thiscommand ligs al the entriesin the specified chain. In the above case, we would list al the
entriesin the INPUT chain. It'saso legd to not specify any chain a al. In the last case, the
command would ligt dl the chains in the specified table (To specify atable, see the Tables section).
The exact outpuit is affected by other options sent to the program, for example the -n and -v options,
efcetera

F, -flush
iptables -F INPUT

This command flushes the specified chain from dl rules and is equivaent to deleting each rule one by
one but is quite a bit faster. The command can be used without options, and will then ddete dl rules
in al chains within the specified table.

-Z, --7Z&r0

iptables-Z INPUT

This command tells the program to zero dl countersin aspecific chain or in dl chains. If you have
used the -v option with the -L. command, you have probably seen the packet counter in the beginning
of each fidd. To zero this packet counter, use the -Z option. This option works the same as -L
except that -Z won' ligt therules. If -L and -Z is used together (which islegd), the chainswill first be
listed, and then the packet counters are zeroised.

-N, --new-chain
iptables-N allowed
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This command tells the kernel to create a new chain by the specified name in the specified table. In
the above example we create a chain caled allowed. Note that there must be no target of the same
name previoudy to creating it.

-X, --delete-chain
iptables-X allowed

This command deletes the specified chain from the table. For this command to work, there must be
no rulesthat are referring to the chain that is to be deleted. In other words, you would have to
replace or delete dl rules referring to the chain before actudly deleting the chain. If this command is
used without any options, al chainsthat are not built in will be deleted from the specified table.

-P, --policy
iptables-P INPUT DROP

This command tells the kernd to set a specified default target, or policy, on achain. All packets that
don't match any rule will then be forced to use the policy of the chain. Legd targetsare: DROP,
ACCEPT and REJECT (There might be more, mail meif o)

-E, --rename-chain
iptables -E allowed disallowed

The -E command tells iptables to rename the first name of achain, to the second name. In the
example above we would, in other words, change the name of the chain from al | owed to
di sal | owed. Note that thiswill not affect the actud way the table will work. It is, in other
words, just a cosmetic change to the table.

A command should aways be specified, unless you just want to list the built-in help for iptables or get
the verson of the command. To get the version, use the -v option and to get the help message, use the
-h option. As usud, in other words. Here comes afew options that can be used together with afew
different commands. Note that we tell you with which commands the options can be used and what
effect they will have. Also note that we do not tell you any options here that is only used to affect rules
and matches. The matches and targets are instead looked upon in alater section of this chapter.

Table 3. Options

Option

Commands used with

Explanation

-v, --verbose

--ligt, --append, --insert, --delete, --replace

This command shows a verbose output and is mainly used together with the --list command. If used
together with the --list command it makes the output from the command include the interface
address, rule options and TOS masks. The --list command will aso include a bytes and packet
counter for each ruleif the --ver bose option is set. These counters uses the K (x1000), M
(x1,000,000) and G (x1,000,000,000) multipliers. To overcome this and to get exact output, you
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could use the -x option described later. If this option is used with the --append, --insert, --delete or
--replace commands, the program will output detailed information on what happens to the rules and
if it wasinserted correctly etcetera.

-X, --exact

--list

This option expands the numerics. The output from --list will in other words not contain the K, M or
G multipliers. Instead we will get an exact output of how many packets and bytes that has matched
the rule in question from the packets and bytes counters. Note that this option is only usablein the --
list command and isn't redly relevant for any of the other commands.

-n, --nuMmeric

--list

This option tellsiptables to output numerica vaues. |P addresses and port numbers will be printed
by using their numerica vaues and not hosthames, network names or gpplication names. This option
isonly gpplicable to the --list command. This option overrides the default of resolving dl numericsto
hosts and namesiif possible.

--lineenumbers

--list

The --line-numbers command is used to output line numbers together with the --list command.
Each rule is numbered together with this option and it might be easer to know which rule haswhich
number when you're going to insert rules. This option only works with the --list command.

-C, --Set-counters

--insert, --append, --replace

This option is used when cregting arule in some way or modifying it. We can then use the option to
initidize the packets and bytes counters of the rule. The syntax would be something like --set-
counters 20 4000, which would tdll the kerndl to set the packet counter to 20 and byte counter to
4000.

--modprobe
All

The --modprobe option is used to tell iptables which command to use when probing for modules to
the kernd. It could be used if your modprobe command is not somewhere in the searchpath etc. In
such cases it might be necessary to specify this option so the program knows whet to do in case a
needed module is not loaded. This option can be used with al commands.

M atches

This section will talk a bit more about the matches. I've chosen to split down the matches into five
different subcategories here. Firgt of al we have the generic matches which are generic and can be
used in dl rules. Then we have the TCP matches which can only be applied to TCP packets. We have
UDP matches which can only be applied to UDP packets and | CMP matches which can only be
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used on ICMP packets. Findly we have specia matches such as the state, owner and limit matches
and so on. These final matches has in turn been split down to even more subcategories even though
they might not necessarily be different maiches at dl. | hope thisis areasonable breskdown and that all
people out there can understand this breskdown.

Generic matches

This section will ded with Generic matches. A generic match isakind of match that is dways
available whatever kind of protocol we are working on or whatever match extensions we have loaded.
No specid parameters are in other words needed to load these matches at dl. | have also added the --
protocol match here, even though it is needed to use some protocol specific matches. For example, if
we want to use an TCP match, we need to use the --pr otocol match and send TCP as an option to
the match. However, --protocol isin itsef a match, too, Snce it can be used to match specific
protocols. The following maiches are dways available.

Table 4. Generic matches

Command

Example

Explanation

-p, --protocol
iptables-A INPUT -p tcp

This match is used to check for certain protocols. Examples of protocols are TCP, UDP and ICMP.
Thislig can vary abit a the sametime snceit usesthe/ et ¢/ pr ot ocol s if it can not recognise
the protocol itsdlf. First of dl the protocol match can take one of the three aforementioned protocols,
aswedl as ALL, which meansto match al of the previous protocols. The protocol may aso take a
numeric vaue, such as 255 which would mean the RAW IP protocol. Findly, the program knows
about al the protocolsinthe/ et ¢/ pr ot ocol s file aswe dready explained. The command may
aso take acommadeimited list of protocols, such as udp,tcp which would metch al UDP and TCP
packets. If this maich is given the numeric vaue of zero (0), it means ALL protocols, which inturnis
the default behaviour in case the --protocol match is not used. This match can dso be inversed with
the! 9gn, so --protocol ! tcp would mean to match the ICM P and UDP protocols.

-S, --9'C, --Sour ce

iptables-A INPUT -s192.168.1.1

Thisis the source match which is used to match packets based on their source IP address. The main
form can be used to match single IP addresses such as 192.168.1.1. It could be used with a netmask
in abitsform. Oneway isto do it with an regular netmask in the 255.255.255.255 form (ie,
192.168.0.0/255.255.255.0), and the other way is to only specify the number of ones (1's) on the
left Sde of the network mask. This means that we could for example add /24 to use a
255.255.255.0 netmask. We could then match whole I P ranges, such as our loca networks or
network segments behind the firewdl. The line would then look something like, for example,
192.168.0.0/24. Thiswould match al packetsin the 192.168.0.x range. We could dso inverse the
match with an ! just as before. If we would in other words use amatch in the form of --source!
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192.168.0.0/24 we would match al packets with a source address not coming from within the
192.168.0.x range. The default isto match dl |P addresses.

-d, --ds<t, --destination
iptables-A INPUT -d 192.168.1.1

The --destination match is used to match packets based on their destination address or addresses.
It works pretty much the same as the --sour ce match and has the same syntax, except that it
matches based on where the packets are going. To match an IP range, we can add a netmask either
in the exact netmask form, or in the number of ones (1's) counted from the | eft Sde of the netmask
bits. It would then look like ether 192.168.0.0/255.255.255.0 or like 192.168.0.0/24 and both
would be equivaent to each other. We could dso invert the whole match withan ! sign, just as
before. --destination ! 192.168.0.1 would in other words match all packets except those not
destined to the 192.168.0.1 | P address.

-, —-in-interface
iptables-A INPUT -i ethO

This match is used to match based on which interface the packet came in on. Note that this option is
only legd inthe INPUT, FORWARD and PREROUTING chains and will render an error message
when used anywhere else. The default behaviour of this match, in case the match is not specified, is
to assume adring value of +. The + vaue is used to match a tring of letters and numbers. A single +
would in other words tell the kernel to match dl packets without congdering which interface it came
inon. The + string can aso be used at the end of an interface, and eth+ would in other words match
al ethernet devices. We can dso invert the meaning of this option with the help of the ! sgn. Theline
would then have a syntax looking something like -i ! ethO, which would mean to match dl incoming
interfaces, except ethO.

-0, --out-interface
iptables-A FORWARD -0 ethO

The --out-interface match is used to maich packets depending on which interface they are leaving
on. Note that this match is only avalable inthe OUTPUT, FORWARD and POSTROUTING
chains, in oppodite of the --in-inter face match. Other than this, it works pretty much the same asthe
--in-interface match. The + extenson is understood so you can match al eth deviceswith eth+ and
s0 on. To inverse the meaning of the match, you can usethe ! sgn in exactly the same sense asin the
--in-inter face match. Of course, the default behaviour if this match isleft out isto match al devices,
regardless of where the packet is going.

-f, --fragment
iptables-A INPUT -f

Thismatch is used to match the second and third part of a fragmented packet. The reason for thisis
that in the case of fragmented packets, there is no way to tell the source or destination ports of the
fragments, nor |CM P types, among other things. Also, fragmented packets might in rather specia
cases be used to compile attacks against computers. Such fragments of packets will not be matched
by other rules when they look like this, and hence this match was created. This option can aso be
used in conjunction with the ! sign, however, in this case the ! sgn must precede the match, like this!
-f. When this match is inversed, we match al head fragments and/or unfragmented packets. What
this meansis that we match dl the first fragments of a fragmented packets, and not the second, third,
and so on, fragments. We aso match al packets that has not been fragmented during the transfer.
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Als0 note thet there are defragmentation options within the kernd that can be used which are redly
good. As asecondary note, in case you use connection tracking you will not see any defragmented
packets snce they are dealt with before hitting any chain or table in iptables.

Implicit matches

This section will describe the matches that are loaded implicitly. Implicit matches are loaded
automaticaly when wetdl iptables thet this rule will match for example TCP packets with the --
protocol match. There are currently three types of implicit matches that are loaded automatically for
three different protocols. These are TCP matches, UDP matches and ICMP matches. The TCP
based matches contain a set of different matches that are available for only TCP packets, and UDP
based matches contain another set of matches that are available only for UDP packets, and the same
thing for ICMP packets. Thereis dso explicitly loaded matches that you must load explicitly with the -
m or --match option which we will go through later on in the next section.

TCP matches

These matches are protocol specific and are only available when working with TCP packets and
streams. To use these matches you need to specify --protocol tcp on the command line before trying
to use these matches. Note that the --protocol tcp match must be to the Ieft of the protocol specific
matches. These matches are loaded implicitly in asense, just asthe UDP and ICMP matches are
loaded implicitly. The other matches will be looked over in the continuation of this section, after the
TCP match section.

Table5. TCP matches

Match

Example

Explanation

--§port, --sour ce-port
iptables-A INPUT -p tcp --sport 22

The --sour ce-port match is used to match packets based on their source port. This match can either
take a service name or a port number. If you specify a service name, the service name must be in the
[ etc/services fileanceiptables usesthisfileto look up the service namein. If you specify
the port by port number, the entry of the rule will be dightly faster anceiptables don't have to check
up the service name, however, it could be alittle bit harder to read in case you specify the numeric
vaue. If you are writing aruleset congsting of a 200 rules or more, you should definitely do this by
port numbers since you will be able to notice the difference(On a dow box, this could make as much
as 10 seconds if you are running alarge ruleset congsting of 1000 rules or s0). The --sour ce-port
match can aso be used to match awhole range of portsin this fashion --sour ce-port 22:80 for
example. This example would match al source ports between 22 and 80. If we omit the first port
specification, the port 0 is assumed to be the one we mean. --sour ce-port :80 would then maich
port O through 80. And if the last port specification is omitted, port 65535 is assumed. If we would
write --sour ce-port 22: we would in turn get a port specification thet tells us to match dl ports from
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port 22 through port 65535. If we inversed the port specification in the port range so the highest port
would be firgt and the lowest would be lagt, iptables automaticaly reverses the inverson. If a source
port definition looked like --sour ce-port 80:22, it would be understood just the same as --sour ce-
port 22:80. We could dso invert amatch by adding a! sgn like --sour ce-port ! 22 which would
mean that we want to match al ports but port 22. The inversion could also be used together with a
port range and would then look like --sour ce-port ! 22:80, which in turn would mean that we want
to match al ports but port 22 through 80. Note that this match does not handle multiple separated
ports and port ranges. For more information abouit this, look at the multiport match extension.

--dport, --destination-port
iptables-A INPUT -p tcp --dport 22

This match is used to match TCP packets depending on its destination port. It uses exactly the same
syntax asthe --sour ce-port match. It understands port and port range specifications, aswell as
inversons. It does a0 reverse high and low portsin a port range specification if the high port went
into the first spot and the low port into the last spot. The match will dso assume the values of O or
65535 if the high or low port isleft out in a port range specification. In other words, exactly the same
as --sour ce-port in syntax. Note that this match does not handle multiple separated ports and port
ranges. For more information about this, ook at the multiport match extension.

--tcp-flags
iptables -p tcp --tcp-flags SYN,ACK,FIN SYN

This match is usaed to match depending on the TCP flagsin a packet. Firgt of al the maich tekesalist
of flags to compare (amask) and second it takes list of flags that should be set to 1, or turned on.
Both lists should be comma-ddlimited. The match knows about the SYN, ACK, FIN, RST, URG,
PSH flags but it aso recognizes the words ALL and NONE. ALL and NONE is pretty much sef
describing, ALL meansto use dl flags and NONE means to use no flags for the option it is st. --
tcp-flags ALL NONE would in other words mean to check dl of the TCP flags and match if none
of the flags are set. This option can aso be inverted with the ! sgn. Also note that the comma
ddlimitation should not include spaces. The correct syntax could be seen in the example above.

__wn
iptables-p tcp --syn

The --syn match ismore or less an old rdlic from the ipchains days and is il there out of
compatibility reasons, and for ease of traversing from one to the other. This match is used to match
packetsif they have the SYN hit set and the ACK and FIN bits unset. This command would in other
words be exactly the same as the --tcp-flags SYN,ACK ,FIN SYN match. Such packets are used
to request new TCP connections from aserver mainly. If you block these packets, you should have
effectively blocked dl incoming connection attempts, however, you will not have blocked the
outgoing connections which alot of exploits today uses (for example, hack alegit service and then
make a program or such make the connect to you instead of setting up an open port on your host).
This match can dso be inverted with the ! Sgninthis ! --syn, way. Thiswould tdll the match to
meatch al packet with the FIN or the ACK hits s&t, in other words packetsin an dready established
connection.

--tcp-option

iptables -p tcp --tcp-option 16

Thismatch is used to match packets depending on their TCP options.
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UDP matches

This section describes matches that will only work together with UDP packets. These matches are
implicitly loaded when you specify the --protocol UDP match and will be available after this
specification. Note that UDP packets are not connection oriented, and hence there is no such thing as
different flags to set in the packet to give data on what the datagram is supposed to do, such as open
or closing a connection, or if they are just smply supposed to send data. UDP packets do not require
any kind of acknowledgement either. If they arelogt, they are Smply lost (Not taking ICMP error
messaging etceterainto account). This meansthat thereis quite alot less matches to work with on a
UDP packet than there is on TCP packets. Note that the state machine will work on dl kinds of
packets even though UDP or ICMP packets are counted as connectionless protocols. The state
meachine works pretty much the same on UDP packets as on TCP packets. There will be more about
the state machine in a future chapter.

Table 6. UDP matches

Match

Example

Explanation

--sport, --sour ce-port

iptables-A INPUT -p udp --sport 53

This match works exactly the same as its TCP counterpart. It is used to perform matches on packets
based on their source UDP ports. It has support for port ranges, single ports and port inversions with
the same syntax. To make a UDP port range you could do 22:80 which would match UDP ports 22
through 80. If the first value is omitted, port O is assumed. If the last port is omitted, port 65535 is
assumed. If the high port comes before the low port, the ports switch place with eachother
automaticaly. Single UDP port matches look as in the example above. To invert the port match, add
a! ggninthis --source-port ! 53 fashion. This would match al ports but port 80. Of course, the
match can understand service names aslong asthey are availableinthe/ et c/ ser vi ces file
Note that this match does not handle multiple separated ports and port ranges. For more information
about this, look at the multiport match extension.

--dport, --destination-port
iptables-A INPUT -p udp --dport 53

The same goes for this match as for the UDP verson of --sour ce-port, it is exactly the same asthe
equivaent TCP match, but will work with UDP packets instead. The match is used to match packets
based on their UDP destination port. The match handles port ranges, Sngle ports and inversions. To
meatch a single port we do --destination-port 53, to invert this we could do --destination-port ! 53.
Thefirg would match dl UDP packets going to port 53 while the second would match packets but
those going to the destination port 53. To specify aport range, we would do --destination-port
22:80 for example. This example would match al packets destined for UDP port 22 through 80. If
thefirst port is omitted, port O is assumed. If the second port is omitted, port 65535 is assumed. If
the high port is placed before the low port, they automatically switch place so the low port winds up
before the high port. Note that this match does not handle multiple ports and port ranges. For more
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information about this, look at the multiport match extension.

ICMP matches

These are the ICMP matches. These packets are even worse than UDP packets in the sense that they
are connectionless. The ICMP protocol is mainly used for error reporting and for connection
controlling and such features. ICMP is not a protocol subordinated to the IP protocol, but more of a
protocol beside the | P protocol that helps handling errors. The headers of al CMP packet are very
samilar to those of the IP headers, but contains differences. The main feature of this protocal is the type
header which tells us what the packet is to do. One exampleisif we try to access an unaccessible IP
adress, wewould get an | CMP host unr eachabl e inreturn.For acompleteliging of ICMP
types, see the ICMP types gppendix. There is only one | CM P specific match available for ICMP
packets, and hopefully this should suffice. This match isimplicitly loaded when we use the --pr otocol

| CM P match and we get accessto it automaticaly. Note that al the generic matches can aso be used,
S0 we can know source and destination adress too, among other things.

Table7. ICMP matches

M atch

Example

Explanation

--icmp-type

iptables-A INPUT -p icmp --icmp-type 8

This match is used to specify the ICMP type to match. ICMP types can be specified ether by their
numeric vaues or by their names. Numerica vaues are specified in RFC 792. To find acomplete
liging of the ICMP name vaues, do aiptables--protocol icmp --help, or check the ICMP types
appendix. This match can aso be inverted with the ! Sgninthis, --icmp-type! 8, fashion. Note that
some ICMP types are obsolete, and others again may be "dangerous’ for a smple host since they
may, among other things, redirect packets to the wrong places.

Explicit matches

Explicit matches are matches that must be specificaly loaded with the -m or --match option. If we
would like to use the state matches for example, we would have to write -m state to the left of the
actual match using the state matches. Some of these matches may be specific to some protocols, or
was created for testing/experimenta use or plainly to show examples of what could be accomplished
with iptables. Thisin turn meansthat al these matches may not aways be useful, however, they should
mostly be useful sinceit dl depends on your imagination and your needs. The difference between
implicitly loaded matches and explicitly loaded onesis that the implicitly loaded matches will
autométicaly be loaded when you, for example, maich TCP packets, while explicitly loaded matches
will not be loaded automatically in any case and it is up to you to activate them before usng them.
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MAC match

Table 8. MAC match options

M atch

Example

Explanation

--mac-sour ce
iptables-A INPUT --mac-sour ce 00:00: 00:00:00:01

This match is used to match packets based on their MAC source address. The MAC address
specified must be in the form XOX: XX: XX: XX: XX: XX, dseit will not be legd. The match may be
reversed with an ! sgn and would look like --mac-sour ce ! 00:00:00:00:00:01. Thiswould in other
words reverse the meaning of the match so dl packets except packets from thisMAC address
would be matched. Note that snce MAC addresses are only used on ethernet type networks, this
meatch will only be possible to use on ethernet based networks. This match isaso only valid in the
PREROUTING, FORWARD and INPUT chains and nowhere else.

Limit match

The limit match extension must be loaded explicitly with the -m limit option. This maich is excellent to
use to do limited logging of specific rules etcetera. For example, you could use this to match al packets
that goes over the edge of a certain chain, and get limited logging of this. What this means, is that when
we add this match we limit how many times a certain rule may be matched in a certain timeframe. This
isits main usage, but there are more usages, of course. The limit match may aso be inversed by
adding a! flag in front of the limit match explicit loading, it would then look like -m ! limit. Thismeans
that al packets will be matched after they have broken the limit.

Table 9. Limit match options

M atch

Example

Explanation

--limit

iptables-A INPUT -m limit --limit 3/hour

This sets the maximum average matching rate of the limit match. This match is specified with a
number and an optiona time specifier. The following time specifiers are currently recognised: /

second /minute /hour /day. The default value hereis 3 per hour, or 3/hour. Thistdls the limit
meatch how many timesto let this match run per timeunit (ie/minute).

--limit-burs
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iptables-A INPUT -m limit --limit-burst 5

Thisisthe setting for the burst limit of the limit match. It tdls iptables the maximum initid number
of packets to match. This number gets recharged by one every time the limit specified is not reached,
up to this number. The default valueis 5. (If anyone got a good/better and smpler explanation than
this, send me amail and I'll try to make this more understandable).

Multiport match
The multiport match extension can be used to specify more destination ports and port ranges than

one, which would sometimes mean you would have to make severd rules looking exactly the same just
to match different ports.

Table 10. Multiport match options

Match

Example

Explanation

--S0ur ce-port

iptables-A INPUT -p tcp -m multiport --sour ce-port 22,53,80,110

This match matches multiple source ports. A maximum of 15 separate ports may be specified. The
ports must be comma delimited, as you can see in the example. This match may only be used in
conjunction with the -p tcp or -p udp matches. It is mainly an enhanced verson of the norma --
sour ce-port match.

--destination-port
iptables-A INPUT -p tcp -m multiport --destination-port 22,53,80,110

This match is used to match multiple destination ports. It works exactly the same way as the source
port match mentioned just above, except that it matches destination ports. It has a maximum
specification of 15 ports and may only be used in conjunction with -p tcp and -p udp.

--port
iptables-A INPUT -p tcp -m multiport --port 22,53,80,110

This match extension can be used to match packets based both on their destination port and their
source port. It works the same way as the --sour ce-port and --destination-port matches above. It
can take amaximum of 15 ports specified to it in one argument. 1t can only be usad in conjunction
with -p tcp and -p udp. Note that this meansthat it will only match packets that comes from, for
example, port 80 to port 80 and if you have specified port 80 to the --port match.

Mark match

The mark match extension is used to match packets based on the marks they have set. A mark isa
gpecid fied only maintained within the kerndl thet is associated with the packets as they travel through
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the computer. They may be used by different kernel routines for such tasks as traffic shaping and
filtering. As of today, thereis only one way of setting amark in Linux, namdy the M ARK targetin
iptables. Thiswas previoudy done with the FWM ARK target in ipchains, thisis why people ill
refer to FWM ARK in advanced routing aress. The mark field is currently set to an unsigned integer,
hence the limit of 65535 possible marks to use within your ruleset. In other words, you are probably
not going to run into this limit in quite sometime.

Table 11. Mark match options

Match

Example

Explanation

-—-mark

iptables-t mangle-A INPUT -m mark --mark 1

This match is used to match packets that have previoudy been marked. Marks can be set with the
MARK target which wewill discuss abit more later on in the next section. All packets traveling
through netfilter gets a specid mark field associated with them. Note that this mark field does not in
any way travel outsde, with or without the packet, the actua computer itself. If this mark fidd
matches the mark meatch it isamatch. The mark fidd is an unsgned integer, hence there can bea
maximum of 65535 different marks. Y ou may aso use amask with the mark. The mark specification
would then look like, for example, --mark /1. If amask is specified, it islogicaly ANDed with the
mark specified before the actual comparison.

Owner match

The owner match extension is used to match packets based on who created them. This extension was
origindly written as an example on what iptables might be used for. This match only works within the
OUTPUT chain asit looks today, for obvious reasons. It is pretty much impossible to find out any
information about who sent a packet on the other end, or if we where an intermediate hop to the redl
dedtination. Even within the OUTPUT chain it is not very reliable since certain packets may not have an
owner. Notorious packets of that sort is different |CM P responses among other things. ICMP
responses will, hence, never match.

Table 12. Owner match options

Match

Example

Explanation

--uid-owner

iptables-A OUTPUT -m owner --uid-owner 500
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This packet match will match if the packet was created by the given User | D (UID). Thiscould
be used to match outgoing packets based on who created them. One possible use would be to block
any other user than root to open new connections outside your firewal, or another possible use could
be to block everyone but the httpuser from creating packets from HTTP.

--gid-owner
iptables-A OUTPUT -m owner --gid-owner O

This match is used to match al packets based on their G- oup | D (GID). This means that we
match al packets based on what group the user creating the packets arein. This could be used to
block al but the users part of the "network™ group from getting out onto the internet, or as described
above to only alow "httpgroup™ to be able to create packets going out on the HT TP port.

--pid-owner
iptables-A OUTPUT -m owner --pid-owner 78

This match is used to match packets based on their Pr ocess | D (PID) and which PID created
the packets. This match is abit harder to use, but one example would be to only alow PID 94 to
send packets on the HT TP port, or we could write asmall script that grabs the PID from a ps output
for a specific daemon and then adds arule for it. (If anyone has actualy used this match for a
production server, | would love to hear what they used it for and how they did it).

--sid-owner
iptables-A OUTPUT -m owner --sid-owner 100

This match is used to match packets based on their Sessi on | Dandthe Sessi on | Dusd
by the program in question. If anyone have an idea for the usage of this match, plesse give me anote
of it and of other possible uses.

State match

The state match extenson is used in conjunction with the connection tracking code in the kernd and
alows access to the connection tracking state of the packets. This dlows usto know in what state the
connection is, and works for pretty much al protocols, including statel ess protocols such as ICMP and
UDP. In al cases, there will be adefault timeout for the connection and it will then be dropped from
the connection tracking database. This match needsto be loaded explicitly by adding a-m state
gatement to the rule. Y ou will then have access to one new match. This concept will be more deeply
introduced in afuture chapter Snceit issuch alarge area.

Table 13. State matches

Match

Example

Explanation

--state
iptables-A INPUT -m state --state RELATED,ESTABLISHED
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This match option tells the state match what states the packets must bein to be matched. Thereis
currently 4 statesthat can be used. INVALID, ESTABLISHED, NEW and RELATED.
INVALID means that the packet is associated with no known stream or connection and that it may
contain faulty data or headers. ESTABLISHED means that the packet is part of an aready
established connection that has seen packets in both directions and is fully valid. NEW means that
the packet has or will start a new connection, or that it is associated with a connection that has not
seen packets in both directions. Findly, RELATED meansthat the packet is starting a new
connection and is associated with an dready established connection. This could for example mean an
FTP data transfer, or an ICMP error associated with an TCP or UDP connection for example. Note
that the NEW state does not look for SYN hitsin TCP packets trying to start a new connection and
should, hence, not be considered very good in cases where we have only one firewal and no load

ba ancing between different firewalls. However, there may be times where this could be useful. For
more information on how this could be used, read in the future chapter on the state machine.

Unclean match

The unclean match takes no options and requires no more than explicit loading when you want to use
it. Note that this option is regarded as experimenta and may not work at adl times, nor will it take care
of al unclean packages or problems. This match tries to match packets which seems maformed or
unusua, such as packets with bad headers or checksums and so on. This could be used to DROP
connections and to check for bad streams etcetera, however you should be aware that this may break
legal connections too.

TOS match

The TOS match can be used to match packets based on their TOSfidd. TOS stands for Type Of
Service, conggts of 8 bits, and is located in the IP header. This match isloaded explicitly by adding -m
tos to therule. TOS is normally used to tell intermediate hosts the preceeding of the stream, and what
kind of content it hag(not redly, but it tells usif there is any specific requirements for this stream such as
that it needsto be sent asfast as possible, or it needs to be able to send as much payload as possible).
How different routers and people ded with these values depends. Most do not care at dl, while others
try their best to do something good with the packetsin question and the data they provide.

Table 14. TOS matches

M atch

Example

Explanation

--tos
iptables-A INPUT -p tcp -m tos --tos 0x16

This match is used as described above, it can match packets based on their TOS field and ther
vaue. This could be used for, among other things, to mark packets for later usage together with the
iproute2 and advanced routing functions in linux. The match takes an hex or numeric vaue as an
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option, or possibly one of the names given if you do an iptables -m tos -h. At the time of writing it
contained thefollowing named vdues M ni m ze- Del ay 16 (0x10),Maxim ze-

Thr oughput 8 (0x08),Maxi m ze-Reliability 4 (0x04),Mnim ze-
Cost 2 (0x02),andNormal - Service 0 (0x00).M ni m ze- Del ay meansto
minimize the delay for the packets, example of standard protocols thet thisincludes are telnet, SSH
and FTP-control. Maxi m ze- Thr oughput meansto find a path that alows as big throughput
as possible, a standard protocol would be FTP-data. Maxi m ze- Rel i abi | i t y meansto
maximize the rdligbility of the connection and to use lines that are as reliable as possible, some good
protocols that would fit with this TOS vaues would be BOOTP and TFTP. M ni mi ze- Del ay
means to minimize the delay until the packets gets through dl the way to the dient/server, iefind the
fastest route. Some good protocols that would use this would be RTSP (Red Time Stream Control
Protocol) and other streaming video/radio protocols. Nor mal - Ser vi ce would findly mean any
normal protocol that has no specia needs for their transfers,

TTL match

The TTL match is used to match packets based on their TTL (Time To Live) field resding inthe IP
header. The TTL fidd contains 2 bits and is decremented once every time it is processed by an
intermediate host between the client and host. If the TTL reaches 0, an ICMP type 11 code O (TTL
equas 0 during trangit) or code 1 (TTL equas O during reassembly) is transmitted to the party sending
the packet and telling about the problem. This match is only used to match packets based on their
TTL, and not to change anything. Thisistrue here, aswdl asin dl kinds of matches. To load this
match, you need to add an -m ttl to therule.

Table15. TTL matches

Command

Example

Explanation
--ttl
iptables-A OUTPUT -m ttl --ttl 60

This match option is used to pecify which TTL vaue to match. It takes an numeric vaue and
meatches based on this value. Thereis no inverson and there is no other specificsto this match. This
target could be used for debugging your loca network, for example hosts which seemsto have
problems connecting to hosts on the internet, or to find possible infestations of trojans etcetera. The
usage is pretty much limited, however, it is only your imagination which stops you. One example, as
described above, would be to find hosts with bad TTL vaues set as default (may be due to badly
implemented TCP/IP stack, or due to a maconfiguration).

TargetsJumps

The target/jumps tells the rule what to do with a packet that is a perfect match with the match section
of therule. Thereisafew basc targets, the ACCEPT and DROP targets which we will dedl with first
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of dl targets. However, before we do that, let us have a brief look a how ajump is done.

The jJump specification is done exactly the same as the target definition except thet it requiresachan
within the same table to jump to. To jump to a specific chain, it is required that the chain has dready
been created. Aswe have dready explained before, achain is created with the -N command. For
example, let's say we cregte achain in thefilter table caled tcp_packets likethis iptables -N
tcp_packets. We could then add ajump target to it like this: iptables-A INPUT -p tcp -
tcp_packets. We would then jump from the INPUT chain to thetcp_packets chain and sart
traversing that chain. WherVIf we reach the end of that chain, we get dropped back to the INPUT
chain and the packet starts traversing from the rule one step below where it jumped to the other chain
(tcp_packetsin this case). If a packet is ACCEPT 'ed within one of the subchains, it will autometicaly
be ACCEPT'ed in the superset chain dso and it will not traverse any of the superset chains any further.
However, do note that the packet will traverse dl other chainsin the other tablesin a normd fashion.
For more information on table and chain traversng, see the Traversing of tables and chains chapter.

Targets on the other hand specify an action to take on the packet in question. We could for example,
DROP or ACCEPT the packet depending on what we want to do. There is aso a number of other
actions we may want to take which we will describe further on in this section. Targets may dso end
with different results one could say, some targets will make the packet stop traversing the specific chain
and superset chains as described above. Good examples of such rulesare DROP and ACCEPT.
Rulesthat are stopped, will not pass through any of the rules further on in the chain or superset chains.
Other targets, may take an action on the packet and then the packet will continue passing through the
rest of the rules anyway, a good example of thiswould bethe LOG, DNAT and SNAT targets.
These packets may be logged, Network Address Trandationed and then be passed on to the other
rulesin the same chains. This may be good in cases where we want to take two actions on the same
packet, such as both mangling the TTL and the TOS vaue of a specific packet/stream. Some targets
will aso take options that may be necessary (What address to do NAT to, what TOS value to use
etcetera) while others have options not necessary, but available in any case (log prefixes, masquerade
to ports and so on). We will try to answer dl these questions as we go in the descriptions. Let us have
alook at what kinds of targets there are.

ACCEPT target

This target takes no specid optionsfirst of al. When a packet is perfectly matched and thistarget is
s, it is accepted and will not continue traversing the chain where it was accepted in, nor any of the
cdling chains. Do note, that packets that was accepted in one chain will till travel through any
subsequent chains within the other tables and may be dropped there. There is nothing specid about this
target whatsoever, and it does not require, or have the possibility, to add options to the target. To use
this target, we specify it like-j ACCEPT.

DROP target

The DROP target does just what it says, it drops packets dead to the ground and refuses to process
them anymore. A packet that matches arule perfectly and then has this action taken on it will be
blocked and no further processing will be done. Note that this action may be a bit bad in certain cases
snceit may leave dead sockets around on the server and client. A better solution would be to use the
REJECT target in those cases, epecidly when you want to block certain portscanners from getting to
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much information, such asfiltered ports and so on. Also note that if a packet hasthe DROP action
taken on them in a subchain, the packet will not be processed in any of the above chainsin the
dructure ether. The target will not send any kind of informetion in either direction, either to tdl the
client or the server astold previoudy.

QUEUE target

Table 16. QUEUE target

Option

Example

Explanation

Option
Example

Explanation

RETURN target

The RETURN target will make the current packet stop travelling through the chain where it hit the
rule. If it isasubchain to another chain, the packet will continue to travel through the above chainsin
the structure asif nothing had happened. If the chain is the main chain, for example the INPUT chain,
the packet will have the default policy taken on it. The default policy isnormdly set to ACCEPT or
DROP or something the like.

For example, lets say a packet entersthe INPUT chain and then hitsarule that it matches and that
givesit --jump EXAMPLE_CHAIN. The packet will then gart traversng the EXAMPLE_CHAIN,
and dl of a sudden it matches a specific rule which hasthe --jump RETURN target set. It will then
jump back to the previous chain, which in this case would be the INPUT chain. Another example
would beif the packet hit a--jump RETURN ruleinthe INPUT chain. It would then be dropped to
the default policy as previoudy described, and no more actions would be taken in this chain.

L OG target

The LOG target is specialy made to make it possible to log snippets of information about packets that
may beillegd, or for pure bughunting and errorfinding. The LOG target will log specific information
such asmog of the IP headers and other interesting information via the kernd logging facility. This
information may then be read with dmesg or syslogd and likely programs and applications. Thisisan
excellent target to use while you are debugging your rulesets to see what packets go where and what
rules are gpplied on what packets. Also note that it may be aredly great ideato usethe LOG target
ingtead of the DROP target while you are testing a rule you are not 100% sure about on a production
firewdl since this may otherwise cause severe connectivity problems for your users. Also note that the
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UL OG target may be interesting in case you are getting heavy logs, since the UL OG target has
support for logging directly to MySQL databases and such.

Note that it isnot aiptables or neffilter problem in case you get your logs to the consoles or likely, but
ingtead a problem of your sydogd configuration which you may findin/ et ¢/ sysl og. conf .
Read morein man sysog.conf for information about these kind of problems.

The LOG target currently takes five options that may be interesting to use in case you have specific
needs for more information, or want to set different options to specific vaues. They are dl listed below.

Table 17. LOG target options

Option

Example

Explanation

--log-level
iptables-A FORWARD -p tcp -j LOG --log-level debug

Thisisthe option that we can useto tel iptables and syslog which log leve to use. For acomplete
ligt of loglevelsread thesy sl og. conf manud. Normaly there are the following log levels, or
priorities as they are normdly referred to: debug, info, notice, warning, warn, err, error, cit, dert,
emerg and panic. The keyword error isthe same as err, warn is the same as warning and panic isthe
same as emerg. Note that all three of these are deprecated, in other words do not use error, warn
and panic. The priority defines the severity of the message being logged. All messages are logged
through the kernd facility. In other words, setting kern.=info/ var / 1 og/ i pt abl es inyour
sydog.conf file and then letting dl your LOG messages in iptables use log leve info, would make dl
messages appear inthe/ var / | og/ i pt abl es file Note that there may be other messages
here as wdll from other parts of the kernd that uses the info priority. For more information on logging
I recommend you to read the syslog and sy sl og. conf manpages aswell as other HOWTO's
etcetera

--log-pr efix
iptables-A INPUT -p tcp -j LOG --log-prefix " INPUT packets'

Thisoption tellsiptables to prefix dl 1og messages with a specific prefix which may then be very
good to use together with, for example, gr ep and other tools to distinguish specific problems and
outputs from specific rules. The prefix may be up to 29 letters long, including whitespace and those
kind of symbols.

--log-tcp-sequence

iptables-A INPUT -p tcp -j LOG --log-tcp-sequence

This option will log the TCP Sequence numbers together with the log message. The TCP Sequence
number are specia numbers that identify each packet and where it fitsinto a TCP sequence and how
the stream should be reassembled. Note that this option is a security risk if the log is readable by any
users, or by the world for that matter. Any log that is, which may contain logging messages from
iptables.
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--log-tcp-options
iptables-A FORWARD -p tcp -j LOG --log-tcp-options

The --log-tcp-options option will log the different options from the TCP packets header. These may
be vauable when trying to debug what may go wrong and what has gone wrong. This option takes
no varigble fields or anything like thet, just as mogt of the LOG options.

--log-ip-options
iptables-A FORWARD -p tcp -j LOG --log-ip-options

The --log-ip-options option will log most of the IP packet heeder options. This works exactly
thesame as the --log-tcp-options option, but instead works on the | P options. These logging
messages may be vauable when trying to debug or finding out specific culprits and what goes wrong,
just the same as the previous option.

MARK target

The M ARK target is used to set netfilter mark vaues that are associated with specific packets. This
target isonly vaid in the mangle table, and will not work outside there. The M ARK vaues may be
used in conjunction with the advanced routing capabilitiesin Linux to send different packets through
different routes and to tell them to use different queue disciplines (qdisc), etcetera. For more
information on advanced routing, check out the LARTC HOWTO. Note that the mark valueis not set
within the actud package, but is an value that is associated within the kernel with the packet. In other
words, you may not set aM ARK for a package and then expect the M ARK to till be there on
another computer. If thisis what you want, you will be better off with the TOS target which will mangle
the TOS value in the | P header.

Table 18. MARK target options

Option

Example

Explanation

--set-mark
iptables -t mangle-A PREROUTING -p tcp --dport 22 -j MARK --set-mark 2

The--set-mark option is required to set amark. The --set-mar k match takes an integer value. For
example, we may set mark 2 to a specific stream of packets, or on al packets from a specific host
and then do advanced routing on that hogt, limiting or unlimiting their network speed etcetera

REJECT target

The REJECT target works basicdly the same as the DROP target, but it aso sends back an error
message to the host sending the packet that was blocked. The REJECT target is as of today only
vdid inthe INPUT, FORWARD and OUTPUT chain or subchains of those chains, which would aso
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be the only chains where it would make any sense to put thistarget in. Note that the chains that uses
the REJECT target may only be cdled upon by the INPUT, FORWARD, and OUTPUT chains, dse
they won't work. There currently is only one option which controls the nature of how this target works,
which in turn may take a huge set of variables. Mogt of them are fairly easy to understand if you have a
basic knowledge of TCP/IP.

Table 19. REJECT target

Option

Example

Explanation

--rgect-with
iptables-A FORWARD -p TCP --dport 22 -] REJECT --rgect-with tcp-reset

Thisoption tellsthe REJECT target what response to send to the host that sent the packet that we
found to be a match. Once we get a packet that matches a specific rule and we specify thistarget,
the target will first of dl send the specified reply, and then the packet is dropped dead to the ground,
just the same as with the DROP target. There are currently the following reject types that can be
used: i cnp- net - unr eachabl e, i cnp- host - unr eachabl e, i cnp- port -

unr eachabl e,i cnp- prot o- unr eachabl e, i cnp- net - pr ohi bi t ed and

i cnmp- host - pr ohi bi t ed. Thedefault error message isto send an port-unreachable to the
hogt. All of the above are ICMP error messages and may be set as you wish, and you may get some
more information by looking in the appendix |CMP types. Thereis aso an option caled echo-reply,
but this option may only be used in conjunction with rules which would match ICMP ping packets.
Findly, thereis one more option caled tcp-r eset which may only be used together with the TCP
protocol. the tcp-reset option will tell REJECT to send an TCP RST packet in reply to the sending
host. TCP RST are used to close open connections gracefully. For more information about the TCP
RST read RFC 793 - Transmission Control Protocol. As stated in the iptables man page, thisis
mainly useful for blocking ident probes which frequently occur when sending mail to broken mall
hosts, which won't accept your mail otherwise.

TOStarget

The TOS target is used to set the Type of Service fidd within the |P header. The TOSfidd congsts of
8 bits which are used to route packets. Thisis one of the few fields that can be used within iproute2
and its subsystem to route packets. Also note that if you handle severd separate firewalls and routers,
thisis the only way to propagate routing information between these routers and firewalls within the
actud packet. As noted before, the M ARK target which setsaM ARK associated with a specific
packet is only available within the kernel, and can not be propagated with the packet. If you fed a
need to propagate routing information on how to do routing for a specific packet or stream, you should
hence set the TOS fidd which was developed for this. There are currently alot of routers on the
internet which does a pretty bad job at this so it may be abit usdess as of now to do any TOS
mangling before sending the packets on to the internet. At best the routers will do nothing with the TOS
fidd, and they will not even look at them. At worgt, they will look at the TOS fidd and do the wrong
thing based on the information. As stated previoudy, however, thereis most definitely a good useif you
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have alarge WAN or LAN with severd routers and actualy have the possibility to give packets
different routes and preference depending on their TOS vaue, a least within your own network.

Note that thistarget is only vaid within the mangle table and can not be used outside it. Also note that
some old versions (1.2.2 or below) of iptables provided a broken implementation of this target which
would not fix the packet checksum upon mangling, and hence rendered the packets bad and in need of
retransmission, which in turn most probably would be mangled and the connection would never work.

The TOS target only takes one option as described below.

Table 20. TOS tar get

Option

Example

Explanation

--set-tos
iptables-t mangle-A PREROUTING -p TCP --dport 22 -j TOS --set-tos 0x10

The --set-tos option tels the TOS mangler what TOS vaue to set on packets that are matched. The
option takes anumeric value, either in hex or in decima vaue. Asthe TOS vaue consists of 8 hits,
the value may be 0-255, or in hex 0x00-OxFF. Note that most of these values will never be used by
anyone on the internet so you may be better of by using the named vaues available (which should be
more or less standardized). ThesevauesareM ni nm ze- Del ay (decimd vaue 16, hex vdue
0x10), Maxi m ze- Thr oughput (decimd vaue 8, hex vaue 0x08), Maxi m ze-

Rel i abi | ity (decimd vdue4, hex vdue 0x04), M ni m ze- Cost (decimd vaue 2, hex
0x02) or Nor mal - Ser vi ce (decima vaue O, hex vaue 0x00). The default vaue on most
packets are Nor mal - Ser vi ce, or 0. Note that you can, of course, use the actual names instead
of the actua hex valuesto set up the TOS vaue, and it should generdly be recommended since the
va ues behind the names may be changed if you are unlucky. For acomplete listing of the "descriptive
vaues', do an iptables-j TOS-h. Thisligting is complete as of iptables 1.2.5 and should hopefully
be so for another period of time.

MIRROR target

The MIRROR target is an experimental demonstration target only, and you should be warned of
using thissince it may result in redlly bad loops, hence resulting in abad kind of Denid of Service,
among other things. The MIRROR target is used to invert the source and destination fiddsin the IP
header, and then to retransmit the packet. This resultsin some redly funny things, and | would be quite
sure that someone has had a good laugh at some cracker or another that has cracked his own box via
thistarget by now. Theresult of thistarget isredly ample. Lets say we set upaMIRROR target for
port 80 at computer A. If computer B would be coming from yahoo.com, and tried to access the
HTTP server at computer A, the MIRROR target would make so computer B got the webpage at
yahoo.com back (since thisis where he came from).
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Note that the MIRROR target isonly vdid within the INPUT, FORWARD and PREROUTING
chains, and any user-defined chains which are only called from those chains. Also note that the
outgoing packets created by the MIRROR target is not seen by any of the normd chainsin thefilter,
NAT or mangle tables to avoid loops and other problems. However, this does not make the target free
of any likely problems. One thing would for example be to send a spoofed packet to a host that uses
the MIRROR command witha TTL of 255, and seeto it that the packet is spoofed so it looks asiif it
comes from another host that usesthe M IRROR command. The packet will then bounce back and
forth ahuge set of times, depending on how many hops there is between them. If thereis only 1 hop,
the packet will jump back and forth 240-255 times. Not bad for a cracker in other words to send
1500 bytes of data, and eat up 380 kbyte of your connection. Note that thisis abest case scenario for
the cracker or scriptkiddie, whichever we want to cal them.

SNAT target

The SNAT target is used to do Source Network Address Trandation, which means that this target will
rewrite the Source IP address in the | P header of the packet. For example, thisis good when we want
severa computers to share an internet connection. We could then turn on ip forwarding in the kernd,
and then set an SNAT rule which would trandate dl packets from our loca network to the sour ce | P
of our own internet connection. Without doing this, the outside world would not know where to send
reply packets, since our local networks should use the IANA specified | P addresses which are
alocated for LAN networks. If we forwarded these packets as is, noone on the internet would know
that they where actudly from us. The SNAT target does dl the trandation needed to do this kind of
work, letting al packets leaving our LAN look asif they came from a single hogt, which would be our
firewdl.

The SNAT target isonly valid within the nat table, within the POSTROUTING chain. Thisisin other
words the only place that you may do SNAT in. If the first packet in aconnection is mangled in this
fashion, then dl future packets in the same connection will also be SNAT 'ed and, also, no further
processing of rulesin the POSTROUTING chain will be commenced on the packets in the same
sream.

Table 21. SNAT target

Option

Example

Explanation

--to-source

iptables-t nat -A POSTROUTING -0 ethO -j SNAT --to-sour ce 194.236.50.155-
194.236.50.160: 1024-32000

The --to-sour ce option is used to specify which source the packets should use. This option, &t it
smplest, takes one | P address to which we should transform al the sour ce | P addressesin the | P
header. If we want to balance between several 1P addresses we could use an range of |P addresses
separated by a hyphen, it would then look like, for example, 194.236.50.155-194.236.50.160 as
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described in the example above. The source 1P would then be set randomly for each stream that we
open, and a single stream would adways use the same | P address for packets within that stream.
There may also be an range of ports specified that should only be used by SNAT. All the source
ports would then be mapped to the ports specified. This would hence look as within the example
above, :1024-32000 or something dike. iptables will awaystry to not make any port dterationsif it
ispossible, but if two hosts tries to use the same ports, iptables will map one of them to another port.
If no port range is specified, then all source ports below 512 will be mapped to other ports below
512 if needed. Those between source ports 512 and 1023 will be mapped to ports below 1024. All
other ports will be mapped to 1024 or above. As previoudy stated, iptables will dwaystry to
maintain the source ports used by the actua workstation making the connection. Note that this has
nothing to do with destination ports, so if aclient tries to make contact with an HTTP server outside
the firewal, it will not be mapped to the FTP control port.

DNAT target

The DNAT target is used to do Destination Network Address Trandation, which meansthat it is used
torewritetheDest i nati on | P addressof apacket. If apacket is matched, and thisisthe target
of the rule, the packet, and al subsequent packets in the same stream will be trandated, and then
routed on to the correct device, host or network. Thistarget can be extremely useful, for example,
when you have an host running your webserver indgde aLAN, but no red [P to giveit that will work on
the internet. Y ou could then tdll the firewdl to forward al packets going to itsown HTTP port, on to
the red webserver within the LAN. We may aso specify awhole range of destination |P addresses,
and the DNAT mechanism will choose the destination |P address a random for each stream. Hence,
we will be able to ded with akind of load balancing by doing this.

Note that the DNAT target is only available within the PREROUTING and OUTPUT chainsin the nat

table, and any of the chains called upon from any of those listed chains. Note that chains containing
DNAT targets may not be used from any other chains, such as the POSTROUTING chain.

Table 22. DNAT target

Option

Example

Explanation

--to-destination

iptables-t nat -A PREROUTING -p tcp -d 15.45.23.67 --dport 80 -] DNAT --to-destination
192.168.1.1-192.168.1.10

The --to-destination option tells the DNAT mechanism which Destination |P to set in the IP header,
and where to send packets that are matched. The above example would send on al packets destined
for P address 15.45.23.67 to arange of LAN IP's, namely 192.168.1.1 through 10. Note, as
described previoudy, that a single stream will dways use the same hogt, and that each stream will
randomly be given an IP address that it will dways be Destinated for, within that stream. We could
aso have specified only one I P address, in which case we would aways be connected to the same
host. Also note that we may add an port or port range to which the traffic would be redirected to.
Thisis done by adding, for example, an :80 statement to the | P addresses to which we want to
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DNAT the packets. A rule could then look like --to-destination 192.168.1.1:80 for example, or
like --to-destination 192.168.1.1:80-100 if we wanted to specify a port range. Asyou can see, the
gyntax is pretty much the same for the DNAT target, asfor the SNAT target even though they do
two totdly different things. Do note that port specifications are only valid for rules that pecify the
TCP or UDP protocols with the --protocol option.

MASQUERADE target

The MASQUERADE target is used basicaly the same asthe SNAT target, but it does not require
any --to-sour ce option. The reason for thisisthat the M ASQUERADE target was made to work
with, for example, didup connections, or DHCP connections, which gets dynamic | P addresses when
connecting to the network in question. This means that you should only usethe MASQUERADE
target with dynamically assgned | P connections, which we don't know the actud address of at dl
times. If you have a gatic IP connection, you should instead use the SNAT target.

When you masguerade a connection, it means that we set the | P address used on a specific network
interface instead of the --to-sour ce option, and the | P address is automatically grabbed from the
information about the specific interface. The M ASQUERADE target d o has the effect that
connections are forgotten when an interface goes down, which is extremely good if we, for example,
kill a specific interface. If we would have used the SNAT target, we may have been left with alot of
old connection tracking data, which would be lying around for days, swalowing up worthful connection
tracking memory. Thisisin generd the correct behaviour when dedling with didup linesthet are
probable to be assgned a different IP every timeit is up'ed. In case we are assigned a different IP, the
connection islost anyways, and it is more or lessidiotic to keep the entry around.

It isdtill possible to usethe M ASQUERADE target instead of SNAT even though you do have an
datic IP, however, it is not favorable since it will add extra overhead, and there may be inconsstencies
in the future which will thwart your exigting scripts and render them "unusable’.

Note that the M ASQUERADE target is only vaid within the POSTROUTING chain in the nat table,
just asthe SNAT target. The M ASQUERADE target takes on option specified below, which is

optiond.

Table 23. MASQUERADE tar get

Option

Example

Explanation

--to-ports
iptables-t nat -A POSTROUTING -p TCP -j MASQUERADE --to-ports 1024-31000

The --to-ports option is used to set the source port or ports to use on outgoing packets. Either you
can specify asingle port like --to-ports 1025 or you may specify a port range as --to-ports 1024-
3000. In other words, the lower port range delimiter and the upper port range delimiter separated
with a hyphen. This dtersthe default SNAT port-selection as described in the SNAT target section.
The --to-ports option isonly valid if the rule match section specifies the TCP or UDP protocols with
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| the--protocol metch.

REDIRECT target

The REDIRECT target is used to redirect packets and streams to the machine itsdf. This means that
we could for example REDIRECT 4l packets destined for the HTTP portsto an HTTP proxy like
squid, on our own host. Localy generated packets are mapped to the 127.0.0.1 address. In other
words, this rewrites the destination address to our own host for packets that are forwarded, or
something dike. The REDIRECT target is extremely good to use when we want, for example,
trangparent proxying, where the LAN hosts do not know about the proxy at al.

Note that the REDIRECT target isonly vaid within the PREROUTING and OUTPUT chains of the
nat table. It isaso vaid within user-defined chains that are only caled from those chains, and nowhere
else. The REDIRECT target takes only one option, as described below.

Table 24. REDIRECT target

Option

Example

Explanation

--to-ports
iptables-t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080

The --to-ports option specifies the destination port, or port range, to use. Without the --to-ports
option, the destination port is never dtered. Thisis specified, as above, --to-ports 8080 in case we
only want to specify one port. If we would want to specify an port range, we would do it like --to-
ports 8080-8090, which tdlsthe REDIRECT target to redirect the packets to the ports 8080
through 8090. Note that this option is only avallable in rules specifying the TCP or UDP protocol
with the --pr otocol matcher, since it wouldn't make any sense anywhere else.

TTL target

The TTL target is used to modify the Time To Live field in the IP header. One ussful gpplication of this
isto change dl Time To Live vaues to the same vaue on al outgoing packets. One reason for doing
thisisif you have abully 1SP which don't alow you to have more than one machine connected to the
sameinternet connection, and who actively pursuethis. Setting dl TTL vauesto the same vaue, will
effectivdly make it alittle bit harder for them to notify that you are doing this. We may then reset the
TTL vdue for dl outgoing packets to a tandardized value, such as 64 as specified in Linux kernd.

For more information on how to set the default value used in Linux, read the ip-sysctl.txt, which you
may find within the Other resources and links appendix.

The TTL target isonly vaid within the mangle table, and nowhere else. It takes 3 options as of writing
this, al of them described below in the table.
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Table25. TTL target

Option

Example

Explanation

--ttl-set
iptables -t mangle-A PREROUTING -0 ethO - TTL --ttl-set 64

The --ttl-set option tellsthe TTL target which TTL value to set on the packet in question. A good
vaue would be around 64 somewhere. It's not too long, and it is not too short. Do not set this vaue
too high, Snceit may affect your network and it isabit immora to set this vaue to high, snce the
packet may start bouncing back and forth between two misconfigured routers, and the higher the
TTL, the more bandwidth will be esten unnecessary in such acase.

--ttl-dec
iptables -t mangle-A PREROUTING -0 ethO-j TTL --ttl-dec 1

The --ttl-dec option telsthe TTL target to decrement the Time To Live vaue by the amount
Specified after the --ttl-decoption. In other words, if the TTL for an incoming packet was 53 and we
had set --ttl-dec 3, the packet would leave our host with a TTL vaue of 49. The reason for thisis
that the networking code will autometicaly decrement the TTL vaue by 1, hence the packet will be
decremented by 4 steps, from 53 to 49 in other words. IF ANYONE HAS A GOOD USAGE
FOR THIS OPTION, NOTIFY ME

--ttl-inc
iptables-t mangle-A PREROUTING -oethO-j TTL --ttl-inc 1

The --ttl-inc option tellsthe TTL target to increment the Time To Live vaue with the vaue specified
to the --ttl-inc option. This means that we should raise the TTL vaue with the vaue specified in the -
-ttl-inc option, and if we specified --ttl-inc 4, a packet entering with a TTL of 53 would leave the
host with TTL 56. Note that the same thing goes here, as for the previous example of the --ttl-dec
option, where the network code will automatically decrement the TTL vaue by 1, which it dways
does. Thismay be used to make our firewdl abit more stedlthy to traceroutes among other things.
By setting the TTL one vaue higher for al incoming packets, we effectively make the firewal hidden
from traceroutes. Traceroutes are aloved and hated thing, since they provide excellent information
on problems with connections and where it happens, but at the same time, it gives the hacker/cracker
some good information about your upstreams if they have targeted you. For a good example on how
this could be used, see the til-inc.txt script.

ULOG target

The ULOG target is used to provide userspace logging of matching packets. If a packet is matched
and the ULOG target is set, the packet information is multicasted together with the whole packet
through a netlink socket. One or more userspace processes may then subscribe to various multicast
groups and receive the packet. Thisisin other words a more complete and more sophisticated logging
facility that is only used by iptables and neffilter so far, and it contains much better facilities for logging
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packets. Thistarget enables us to log information to MySQL databases, and other databases, making
it much smpler to search for specific packets, and to group log entries etcetera.

Table 26. ULOG target

Option

Example

Explanation

--ulog-nigroup
iptables-A INPUT -p TCP --dport 22 -j ULOG --ulog-nigroup 2

The --ulog-nigroup option tells the UL OG target which netlink group to send the packet to. There
are 32 netlink groups, which are smply specified as 1-32. If we would like to reach netlink group 5,
we would smply write --ulog-nlgroup 5. The default netlink groupd used is 1.

--ulog-prefix
iptables-A INPUT -p TCP --dport 22 -j ULOG --ulog-prefix " SSH connection attempt: "

The --ulog-pr efix option works just the same as the prefix value for the standard L OG target. This
option prefixes al log entries with a userspecified log prefix. It can be 32 characterslong, and is
definitedly mogt useful to digtinguish different logmessages and where they came from.

--ulog-cprange
iptables-A INPUT -p TCP --dport 22 -j ULOG --ulog-cprange 100

The --ulog-cprange option tells the UL OG target how many bytes of the packet to send to the
userspace daemon of UL OG. If we specify 100 as above, we would copy 100 bytes of the whole
packet to userspace, which would include the whole header hopefully, plus some leading datawithin
the actua packet. If we specify 0, the whole packet will be copied to userspace, regardless of the
packets size. The default valueis 0, so the whole packet will be copied to userspace.

--ulog-gthreshold
iptables-A INPUT -p TCP --dport 22 -j ULOG --ulog-qgthreshold 10

The --ulog-qthreshold option tellsthe UL OG target how many packets to queue insde the kernel
before actualy sending the data to userspace. For example, if we set the threshold to 10 as above,
the kernd would firgt accumulate 10 packets inside the kernel, and then tranamit it outside to the
userspace as one single netlink multipart message. The default vaue hereis 1 because of backwards
compatibility, the usergpace daemon did not know how to handle multipart messages previoudly.

Traversing of tables and chains

This chapter will talk about how packets traverse the the different chains and in which order. Also we
will speak about in which order the tables are traversed. Thisis extremely vauable information later on
when you write your own specific rules. We will dso look a which points certain other parts that dso
are kerne dependant gets in the picture. With this we mainly mean the different routing decisons and
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s0 on. Thisis especidly needed if you want to write rules with iptables that chould change how
different packets get routed, good examples of thisisDNAT and SNAT and of course the TOS hits.
General
When apacket firgt entersthe firewall, it hits the hardware and then get's passed on to the proper
device driver in the kernd. Then the packet starts to go through a series of sepsin the kernel before it
is either sent to the correct application (localy), or forwarded to another host or whatever happens to
it. In this example, we're assuming that the packet is destined for another host on another network. The
packet goes through the different steps in the following fashion:
Table 1. Forwarded packets

Step Table Chain Comment

1 On the wire(ie, internet)

2 Comesin on the interface(ie, eth0)

3 mange | PREROUTING This chain is normally used for mangling packets, ie,
changing TOS and so on.

4 net PREROUTING Thischain isused for Destination Network Address
Trandation mainly. Source Network Address
Trandation is done further on. Avoid filtering in this
chain snce it will be passed through in certain cases.

5 Routing decision, ie, is the packet destined for our
localhogt or to be forwarded and where.

6 filter FORWARD The packet got routed onto the FORWARD chain,
only forwarded packets go through here, we do dl
thefiltering here. Note that dll traffic that's
forwarded goes through here (not only in one
direction), so you need to think about it when
writing your ruleset.

7 net POSTROUTING This chain should first and foremost be used for
Source Network Address Trandation, avoid doing
filtering here since certain packets might pass this
chain without ever hitting it. Thisisaso where
Masguerading is done.

8 Goes out on the outgoing interfece (ie, ethl).

9 Out on the wire again (ie, LAN).

Asyou can see, theré's quite alot of steps to pass through. The packet can be stopped at any of the
iptables chains, or anywhere dsein case it is malformed, however, we are mainly interested in the
iptables agpect of thislot. Do note that there is no specific chains or tables for different interfaces or
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anything like that. FORWARD is dways passed by al packets that are forwarded over this firewall/
router. Now, let us have alook at a packet that is destined for our own localhogt. It would pass
through the following steps before actudly being delivered to our gpplication to receveit:

Table 2. Destination localhost

Step Table Chain Comment

1 Onthewire (ie, Internet)

2 Comesin on the interface(ie, eth0)

3 mange | PREROUTING This chain is normaly used for mangling packets, ie,
changing TOS and so on.

4 net PREROUTING Thischain is used for Destination Network Address
Trandation mainly. Avoid filtering in this chain ance
it will be passed through in certain cases.

5 Routing decision, ie, is the packet destined for our
localhost or to be forwarded and where.

6 filter INPUT Thisiswhere we do filtering for dl incoming traffic
destined for our localhost. Note thet al incoming
packets destined for this host passes through this
chain, no matter what interface and so on it came
from.

7 Loca process/application (ie, server/client program)
Note that this time the packet was passed through the INPUT chain ingtead of the FORWARD chain.
Quitelogica. Mogt probably the only thing that's redly logica about the traversing of tables and chains
in your eyesin the beginning, but if you continueto dig init, | think it gets clearer with time. | think.
Finaly we look at the outgoing packets from our own localhost and what steps they go through.
Table 3. Source localhost

Step Table Chain Comment

1 Loca process/application (ie, server/client

program)

2 Magle |OUTPUT Thisis where we mangle packets, it is suggested
that you do not filter in this chain Snce it can have
Sdesffects.

3 Nat OUTPUT Thisis currently broken, could someone tel me
when thiswill be fixed? Please?

4 Filter OUTPUT Thisis where we filter packets going out from

loca hogt.
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5 Routing decison. Thisiswhere we decide where
the packet should go.
6 Nat POSTROUTING Thisis where we do Source Network Address

Trandation as described earlier. It is suggested that
you don't do filtering here Snce it can have
Sdeffects, and certain packets might dip through
even though you set a default policy of DROP.

7 Goes out on some interface (ie, eth0Q)

8 On thewire (ie, Internet)

We have now seen how the different chains are traversed in three separate scenarios. If we would
figure out agood map of dl this, it would look something like this:
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Hopefully you got aclearer picture of how the packets traverses the built in chains now. All comments
welcome, this might till be wrong or it might change in the future. If you fed that you want more
information, you could use the rc.test-iptables.txt script. Thistest script should give you the necessary

rules to test how the tables and chains are traversed.
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Mangletable

This table should as we've dready noted mainly be used for mangling packets. In other words, you
may fregly use the mangle matches etc that could be used to change TOS (Type Of Service) fidds and
so on.

It isstrongly adviced that you don't use this table to do any filtering in, nor will any
DNAT, SNAT or Masguerading work in thistable.

Target'sthat only vdid in the mangle table:
* TOS
e TTL
* MARK

The TOS target is used to set and/or change the Type of Servicefidd in the packet. This could be
used for setting up policies on the network regarding how a packet should be routed and so on. Note
that this has not been perfected and is not redlly implemented on the internet and most of the routers
don't care about the vaue in thisfidd, and sometimes, they act faulty on what they get. Don't set thisin
other words for packets going to the internet unless you want to do routing decisons on it with
iproute2.

The TTL target isused to changethe TTL (Time To Live) field of the packet. We could tell packetsto
only have aspecific TTL and so on. One good reason for this could be that we don't want to give
oursdf away to nosy Internet Service Providers. Some Internet Service Providers does not like users
running multiple computers on one single connection, and there are some Internet Service Providers
known to look for a Single host generating many different TTL vaues, and takes this as one of many
ggns of multiple computers connected to a single connection.

The MARK target is used to set special mark values to the packet. These marks could then be
recognised by the iproute2 programs to do different routing on the packet depending on what mark
they have, or if they don't have any. We could aso do bandwidth limiting and Class Based Queuing
based on these marks.

Nat table

Thistable should only be used for NAT (Network Address Trandation) on different packets. In other
words, it should only be used to trand ate packets source field or destination field. Note that, aswe
have said before, only the first packet in astream will hit this chain. After this, the rest of the packets
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will automaticaly have the same action taken on them asthe first packet. The actua targets that does
these kind of things are:

* DNAT
® SNAT
* MASQUERADE

The DNAT (Dedtination Network Address Trandation) target is mainly used in cases such as when
you have one I P and want to redirect accesses to the firewd| to some other host on aDMZ for
example. In other words, we change the destination address of the packet and reroute it to some other
host.

SNAT (Source Network Address Trandation) is mainly used for changing the source address of
packets. Thisis mainly doneto hide our loca networks or DMZ, etcetera. A good example when this
isvery good iswhen we have afirewal that we know the outsde | P address of, but need to change
our loca networks [P numbers to the same of the IP of our firewal. The firewal will with this target
automaticaly SNAT and De-SNAT the packets, hence making it possible to make connections from
the LAN to the Internet. If you're network uses 192.168.x.x netmask for example, the packets would
never get back from the Internet because these networks are regulated to be used in LAN's by IANA.

The MASQUERADE target is used in exactly the same way as SNAT, but the MASQUERADE
target takes alittle bit more overhead to compute. The reason for thisisthat each time that the
MASQUERADE target gets hit by a packet, it automaticaly checks for the |P address to use, instead
of doing asthe SNAT target does and just use an | P address submitted while the rule was parsed. The
MASQUERADE target will on the other hand work properly with Dynamic | P addresses that you
may be provided when you connect to the Internet with, for example PPP, SLIP or DHCP.

Filter table

Thefilter tableis, of course, mainly used for filtering packets. We can match packets and filter them
however we want, and there is nothing specid to this chain or specid packets that might dip through
because they are maformed, etc. Thisis the place that we actualy take action againgt packets and
look at what they contain and DROP/ACCEPT depending on their payload. Of course we may do
filtering earlier too, however, thisisthe place that was designed for it. Almost dl targets are usable in
this chain, however, the targets discussed previoudy in this chapter are only usable in their respective
tables. We will not go into deeper discussion about this table though, as you dready know, thisis
where we (should) do the main filtering.

rc.firewall file

This chapter will dedl with an example firewall setup and how the script file could look. We have used
one of the basic setups and dug deeper into how it works and what we do in it. This should be used to
get abasic idea on how to solve different problems and what you may need to think about before
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actualy putting your scriptsinto work. It could be used as is with some changes to the variables, but is
not suggested since it may not work perfectly together with your network setup. Aslong asyou have a
very basic setup however, it will very likely run quite smooth with just afew fixestoit.

note that there might be more efficient ways of making the ruleset, however, the
script has been written for readability so that everyone can understand it without
having to know too much BASH scripting before reading this

examplerc.firewall

Ok, s0 you have everything set up and are ready to check out an example configuration script. You
should & least be if you have come this far. This example rcfirewal.txt (also included in the Example
scripts codebasegppendix) isfairly large but not alot of commentsin it. Instead of looking for
comments, | suggest you read through the script file to get a basic hum about how it looks, and then
you return here to get the nitty gritty about the whole script.

explanation of rc.firewall

Configuration options

The firg section you should note within the example rc.firewdl.txt isthe configuration section. This
should aways be changed since it contains the information that is vital to your actua configuration. For
example, your |P address will dways change, henceit isavailable here. The SINET _| P should dways
be afully vaid IP address, if you got one (if not, then you should probably look closer at the
rc.DHCP. firewall.txt, however, read on since this script will introduce alot of interesting stuff
anyways). Also, the SINET _I FACE variable should point to the actua device used for your internet
connection. This could be ethO, ethl, pppo0, trO, etceterajust to name afew possible device names.

This script does not contain any specia configuration options for DHCP or PPPoE, hence these
sections are empty. The same goes for al sections that are empty, they are however |eft there so you
can spot the differences between the scripts in amore efficient way. If you need these parts, then you
could dways create amix of the different scripts, or (hold yoursdf) create your own from scratch.

The Local Area Network section contains most of the configuration options for your LAN, which are
necessary. For example, you need to specify the | P address of the physicd interface connected to the
LAN aswell asthe IP range which the LAN uses and the interface that the box is connected to the
LAN through.

Also, asyou may seethereisaLocahost configuration section. We do provide it, however you will
with 99% certainty not change any of the vaues within this section snce you will dmost dways use the
127.0.0.1 IP address and the interface will amost certainly be named lo. Also, just below the
Locahost configuration, you will find a brief section that pertains to the iptables. Mainly, this section
only consgts of the $IPTABLES variable, which will point the script to the exact location of the
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iptables gpplication. This may vary abit, and the default location when compiling the iptables package
by handis/ usr/ | ocal / sbi n/ i pt abl es. However, many distributions put the actua
gpplication in ancther location such as/ usr / sbi n/ i pt abl es and soon.

Initial loading of extra modules

Firg, we seeto it that the module dependenciesfiles are up to date by issuing an /shbin/depmod -a
command. After thiswe |oad the modules that we will require for this script. Always avoid loading
modules that you do not need, and if possible try to avoid having modules lying around & al unless you
will be using them. Thisisfor security reasons, Snceit will take some extra effort to make additiond
rules thisway. Now, for example, if you want to have support for the LOG, REJECT and
MASQUERADE targets and don't have this compiled gtaticaly into your kernel, we load these
modules as follows:

/shinfinamod ipt_ LOG
/sbinfinsmod ipt REJECT
/sbinvinsmod ipt MASQUERADE

Next istheoptiontoload i pt _owner module, which could for example be used to only alow
certain users to make certain connections, etcetera. | will not use that module in this example but
bascdly, you could dlow only root to do FTP and HTTP connections to redhat and DROP 4l the
others. You could also disdllow all users but your own user and root to connect from your box to the
Internet, might be boring for others, but you will be a bit more secure to bouncing hacker attacks and
attacks where the hacker will only use your host as an intermediate host. For more information about
the ipt_owner match, look at the Owner match section within the How a ruleis built chapter.

We may dso load extramodules for the state matching code here. All modules that extend the Sate
matching code and connection tracking code are called ip_conntrack_* and ip_nat_*. Connection
tracking hel pers are specid modules that tells the kernel how to properly track the specific
connections. Without these so cdled helpers, the kernel would not know what to look for when it tries
to track specific connections. The NAT helpers on the other hand, are extensions of the connection
tracking helpers that tdlls the kernel what to ook for in specific packets and how to trandate these so
the connections will actualy work. For example, FTPisacomplex protocol by definition, and it sends
connection information within the actua payload of the packet. So, if one of your hosts NAT'ed boxes
connect to a FTP server on the internet, it will send its own loca network | P address within the
payload of the packet, and tells the FTP server to connect to that IP address. Since this loca network
addressis not valid outside your own network, the FTP server will not know what to do with it and
hence the connection will bresk down. The FTP NAT helpersdo dl of the trandations within these
connections so the FTP server will actualy know where to connect. The same thing applies for DCC
file transfers (sends) and chats. Creating these kind of connections requires the | P address and portsto
be sent within the IRC protocol, which in turn requires some trandation to be done. Without these
helpers, some FTP and IRC stuff will work no doubt, however, some other things will not work. For
example, you may be able to receive files over DCC, but not be able to send files. Thisis due to how
the DCC darts a connection. Firg off, you tdll the receiver that you want to send afile and where he
should connect to. Without the hel pers, the DCC connection will look asif it wants the receiver to
connect to some host on the receivers own loca network. In other words, the whole connection will be
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broken. However, the other way around, it will work flawlesdy since the sender will (most probably)
give you the correct address to connect to.

As of thiswriting, thereis only the option to load modules which add support for the FTP and IRC
protocols. For along explanation of these conntrack and nat modules, read the Common problems
and guestionmar ksppendix. There are aso H.323 conntrack hel pers within the patch-o-matic, as
well as some other conntrack helpers. To be able to use these hel pers, you need to use the patch-o-
matic and compile your own kernel. For a better explanation on how thisis done, read the

Preparationshapter.

Note that you need to load theip_nat_irc and ip_nat_ftp if you want Network
Adress Trandation to work properly on any of the FTP and IRC protocols. You
will aso need to load the ip_conntrack irc and ip_conntrack _ftp modules before
actualy loading the NAT modules. They are used the same way as the conntrack
modules, but it will make it possble for the computer to do NAT on these two
protocols.

proc set up

At this point we gtart the IP forwarding by echoingalto/ pr oc/ sys/ net /i pv4/
i p_f orward inthisfasion:

echo" 1" > /proc/sygnet/ipv4/ip_forward

It may be worth athought where and when we turn on the IP forwarding. In this
script and dl others within the tutoria, we turn it on before actualy creating any
kind of 1P filters (ie, iptables rulesets). Thiswill lead to a brief period of time
where the firewal will accept forwarding any kind of traffic for everything between
amillisecond to a minute depending on what script we are running and on what
box. This may give mdicious people asmdl timeframe to actudly get through our
firewdl. In other words, this option should redly be turned on after cresting dl
firewdl rules, however, | have chosen to turn it on here to maintain consistency
with the script breakdown currently user.

In case you need dynamic | P support, for example if you use SLIP, PPP or DHCP you may enable the
next option, i p_dynaddr by doing thefollowing :

echo" 1" > /proc/sydnet/ipv4/ip_dynaddr

If there is any other options you might need to turn on you should follow that style, there's other
documentations on how to do these things and thisis out of the scope of this documentation. Thereisa
good but rather brief document about the proc system available within the kerndl, which isaso
avalable within the Other resources and links gppendix. Also, it may be worth looking at that
appendix in the future, in case there are possible additiona links added to other and better resources of
information.
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Therc. firewal | .txt script, and al others contained within thistutorid, do
contain asmall section of non-required proc settings. These may be a good Sarters
to look at, however, do not turn these on before actualy knowing what they mean.

Displacement of rulesto different chains

This section will briefly describe my choices within the tutorid regarding user specified chains and some
choices specifictother c. firewal | . t xt script. Some of the paths | have chosen to go here
may be wrong from one or another of aspect. | hope to point these aspects and possible problems out
to you when and where they occur. Also, this section contains a brief 1ook back to the Traversing of
tables and chainshapter. Hopefully, thiswill remind you alittle bit of how the specific tablesand
chainsaretraversed in ared live example.

| have displaced dl the different user-chainsin the fashion | have to save as much CPU as possible but
a the same time put the main weight on security and readability. Instead of |etting a TCP packet
traverse ICMP, UDP and TCP rules, | amply match dl TCP packets and then let the TCP packets
traverse an user specified chain. This way we do not get too much overhead out of it al. The following
picture will try to explain the basics of how an incoming packet traverses neffilter. With these pictures
and explanations, | wish to explain and clarify the goas of this script. We will not discuss any specific
details yet, but ingtead further on in the chapter. Thisisaredly trivid picture in comparison to the one
in the Traversing of tables and chains chapter where we discussed the whole traversd of chains and
tables in depth.

: Routin ;
Incoming —'- DECiSiﬂ?‘l FORWARD Outgoing

Local
Process

Based upon this picture, let's make clear what our goals are. This whole example script is based upon
the assumption that we are looking & a scenario containing one local network, one firewal and an
Internet connection connected to the firewall. This example is aso based upon the assumption that we
have agatic IP to the internet (as opposed to DHCP, PPP and SLIP and others). In this case, we dso
want to alow the firewal to act as a server for certain services on the internet, and we trust our local
network fully and hence we will not block any of the traffic from the local network. Also, this script has
asamain priority to only dlow traffic that we explicitly want to dlow. To do this, we want to set
default policies within the chainsto DROP. Thiswill effectively kill al connections and al packets that
we do not explicitly alow ingde our network or our firewall.

In the case of this scenario, we would aso like to let our loca network do connections to the internet.

Sincethe loca network isfully trusted, we want to alow al kind of traffic from the loca network to the
internet. However, the Internet is most definitely not atrusted network and hence we want to block
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them from getting to our loca network. Based upon these general assumptions, let'slook a what we
need to do and what we do not need to do.

FORWARD
POLICY: DROP

ACCEPT everything
ESTABLISHED or
RELATED

ACCEPT everything
from LAM to Internet _'

Firg of al, we want the local network to be able to connect to the internet, of course. To do this, we
will need to NAT dl packets since none of the local computers have redl |P addresses. Al of thisis
done within the PREROUTING chain, which is created lagt in this script. This means that we will dso
have to do some filtering within the FORWARD chain snce we will otherwise dlow outsders full
access to our loca network. We trust our loca network to the fullest, and because of that we
specificdly dlow dl traffic from our locd network to the internet. Since noone on the Internet should
be alowed to contact our loca network computers, we will want to block al traffic from the Internet
to our loca network except dready established and related connections, which in turn will alow dl
return traffic from the Internet to our loca network.

INPUT
POLICY: DROP

. _ ! udpincoming_ Localhost ESTABLISHED,
icmp_packets —’; tcp_packets | packets _" Localnet _’1RELATED

Asfor our firewal, we may be abit low on funds perhaps, or we just want to offer afew servicesto
people on the internet. Therefore, we have decided to dlow HTTP, FTP, SSH and IDENTD access
to the actud firewdll. All of these protocols are available on the actud firewall, and hence it should be
alowed through the INPUT chain, and we need to alow the return traffic through the OUTPUT chain.
However, we dso trust the loca network fully, and the loopback device and IP address are dso
trusted. Because of this, we want to add specid rulesto dlow al traffic from the local network aswell
as the loopback network interface. Also, we do not want to alow specific packets or packet headers
in specific conjunctions, nor do we want to alow some IP ranges to reach the firewal from the
Internet. For instance, the 10.0.0.0/8 address range is reserved for loca networks and hence we
would normdly not want to dlow packets from such a address range since they would with 90%
certainty be spoofed. However, before we implement this, we must note that certain Internet Service
Providers actually use these address ranges within their own networks. For a closer discussion of this,
read the Common problems and guestionmarks chapter.

Since we have an FTP server running on the server, as wdl as the fact we want to traverse as few rules
as possible, we add arule which lets dl established and related traffic through at the top of the INPUT
chain. For the same reason, we want to split the rules down into subchains. By doing this, our packets
will hopefully only need to traverse as few rules as possible. By traversing less rules, we make the
ruleset less timeconsuming for each packet, and reduce redundancy within the network.
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In this script, we choose to split the different packets down by their protocol family, for example TCP,
UDP or ICMP. All TCP packets traverse a specific chain named tcp_packets, which will contain rules
for al TCP ports and protocols that we want to alow. Also, we want to do some extra checking on
the TCP packets, so we would like to create one more subchain for al packets that are accepted for
using vaid port numbersto the firewdl. This chain we choose to cdl the "alowed" chain, and should
contain afew extra checks before finaly accepting the packet. Asfor ICMP packets, these will
traverse the icmp_packets chain. When we decided on how to create this chain, we could not see any
specific needs for extra checks before dlowing the ICMP packets through if we agree with the type
and code of the ICMP packet, and hence we accept the directly. Findly, we have the UDP packets
which needs to be dealt with. These packets, we send to the udp_packets chain which handles all
incoming UDP packets. All incoming UDP packets should be sent to this chain, and if they are of an
alowed type we should accept them immediately without any further checking.

Since we are running on ardatively small network, this box is adso used as a secondary workstation

and to give some extra levy for this, we want to allow certain specific protocols to make contact with
the firewdl itsdlf, such as spesk fredy and ICQ.

OuUTPUT
POLICY: DROP

ACCEPT evenything 'ACCEF‘Tevemmng 'ACCEF‘Tevemning

from 127.0.0.1 from 192.168.1.2 from 194.236.50.155

Findly, we have the firewals OUTPUT chain. Since we actudly trust the firewdl quite alot, we dlow
pretty much al traffic leaving the firewdl. We do not do any specific user blocking, nor do we do any
blocking of specific protocols. However, we do not want people to use this box to spoof packets
leaving the firewdll itsdlf, and hence we only want to alow traffic from the IP addresses assigned to the
firewdl itsdlf. We would most likely implement this by adding rules that ACCEPT dl packets leaving
the firewdl| in case they come from one of the IP addresses assigned to the firewall, and if not they will
be dropped by the default policy in the OUTPUT chain.

Setting up the different chains used

So, now you got asmdl picture on how the packet traverses the different chains and how they belong
together. Y ou should also have a clear picture of the goals of this script. It is now about time that we
take care of setting up dl the rules and chains that we wish to create and to use, aswell asdl of the
rulessts within the chains.

Firg of dl, we st dl the default policies on the different chains with a quite Smple command.

iptables -P <chain name> <policy>
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The default policy is used every time the packets don't match arule in the chain. After this, we create
the different specid chains that we want to use with the -N command. The new chains are created and
set up with no rulesingde of them. The chainswe will use areicmp_packets, tcp_packets,
udpincoming_packets and the dlowed chain for tcp_packets. Incoming packets on ethO, of ICMP
type, will be redirected to the chain icmp_packets, of TCP type, will be redirected to tcp_packets and
incoming packets of UDP type from ethO go to udpincoming_packets chain.

INPUT chain

The INPUT chain as I've written it uses mostly other chainsto do the hard work. Thisway we don't
get too much load from the iptables, and it will work much better on dow machines which might
otherwise drop packets at high loads.

We do certain checks for bad packets here. If you want to fully understand this, you need to look at
the Appendices regarding state NEW and non-SY N packets getting through other rules. These
packets could be dlowed under certain circumstances but in 99% of the cases we wouldn't want these
packets to get through. Hence, we log them to our logs and then we DROP them.

Fra of dl wematch dl ICMP packetsin the INPUT chain that come on the incoming interface
$INET_IFACE, whichin my caseis eth0, and send thoseto thei cnp_packet s, whichwas
previoudy described. After this, we do the same match for TCP packets on the SINET _|IFACE and
send those to the tcp_packets chain, and after thisal UDP packets get sent to udpincoming_packets
chan.

Findly, we check for everything that comes from our 3L OCALHOST _I P, which would normaly be
127.0.0.1 and ACCEPT 4l incoming traffic from there, do the same for everything to SLAN_IP,
which in my case would be 192.168.0.0/24, and after this, something that some might consider a
security problem, | dlow everything that comes from my own Internet I P thet is ether
ESTABLISHED or RELATED to some connection. Also, we dlow broadcast traffic from our
LAN. some agpplications depend on it such as Samba etc. These gpplications will not work properly
without it.

Before we hit the default policy of the INPUT chain, welog it so we might be able to find out about
possible problems and or bugs. Either it might be a packet that we just dont want to alow or it might
be someone who's doing something bad to us, or findly it might be a problem in our firewall not
dlowing traffic that should be dlowed. In ether case we want to know about it S0 it can be dedlt with.
Though, we don't log more than 3 packets per minute as to not getting flooded with crap al over the
log files, dso we set a prefix to dl log entries so we know where it came from.

Everything that haan't yet been caught will be DROP'ed by the default policy on the INPUT chain. The
default policy was set quite some time back, as you might remember.

The TCP allowed chain

If a packet comesin on ethO andisof TCP type, it travels through the tcp_packets chan, if the
connection is againg an alowed port, we want to do some fina checks oniit to seeif we actualy do
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want to dlow it or not.

Firg of dl, we create the chain the same way as dl the others. After that, we check if the packetisa
SYN packet. If itisaSYN packet, it ismogt likely to be the first packet in a new connection o, of
course, we dlow this. Then we check if the packet comesfrom an ESTABLISHED or RELATED
connection, if it does, then we, again of course, dlow it. An ESTABLISHED connectionisa
connection that has seen traffic in both directions, and since weve got a SYN packet, and areply to
thisSYN packet, the connection then must be in stlate ESTABLISHED. Thelad rule in this chain will
DROP everything dse. In this case this pretty much means everything that hasn't seen traffic in both
directions, ie, we didn't reply to the SYN packet, or they are trying to start the connection with anon
SYN packet. Thereisno practical use of not starting a connection with aSYN packet, except to
portscan people pretty much. There is no currently available TCP/I1P implementation that supports
opening a TCP connection with something sethan aSYN packet to my knowledge, hence, DROP
the crap since it's 99% sure to be a portscan.

Thel CMP chain

Thisis where we decide what ICMP typesto alow. If apacket of ICMP type comesin on ethO on the
INPUT chain, wethen redirect it tothei cnp_packet s chain as explained before. Here we check
what kind of ICMP typesto dlow. Asitisnow, | only dlow incoming ICMP Echo Replies,
Destination unreachable, Redirect and Time Exceeded.

The reason that | alow these ICMP packets are as follows, Echo Repliesis what you get for example
when you ping another hog, if we don't dlow this, we will be unable to ping other hosts.

Dedtination Unreachableis used if a certain host is unreachable, so for example if wesend aHTTP
request, and the host is unreachable, the last gateway that was unable to find the route to the host
replies with a Destination Unreachable telling us that it was unable to find it. This way we won't have to
wait until the browser's timeouts kicks in after some 60 seconds or more.

Time Exceeded, is dlowed in the case where we might want to traceroute some host or if a packet
getsits Time To Live set to 0, we will get areply about this. For example, when you traceroute
someone, you start out with TTL = 1, and it gets down to O at the first hop on the way out, and aTime
Exceeded is sent back from the first gateway en route to the host we're trying to traceroute, then TTL
= 2 and the second gateway sends Time Exceeded, and so on until we get an actud reply from the
host we findly want to get to.

For acompleteliging of al ICMP types, see the appendix ICMP types. For more information on
|CMP types and their usage, | suggest reading the following documents and reports :

® The Internet Control Message Protocol ICMP

® RFC 792 - Internet Control Message Protocol by J. Postel.

Asasdenote, | might be wrong in blocking some of these ICM P types for you, but in my case,
everything works perfectly while blocking dl the other ICMP typesthat | don't alow.
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The TCP chain

So now we reach TCP connections. This specifies what ports that are dlowed to use on the firewall
from the Internet. Though, there is still more checks to do, hence we send each and one of them on to
alowed chain, which we described previoudy.

-A tcp_packets tdlsiptables in which chain to add the new rule, the rule will be added to the end of
the chain. -p TCP telsit to match TCP packets and -s 0/0 matches al source addresses from 0.0.0.0
with netmask 0.0.0.0, in other words all sources addresses, thisis actudly the default behaviour but
I'm using it for brevity in here. --dport 21 means destination port 21, in other words if the packet is
destined for port 21 they aso match. If al the criteria are matched, then the packet will be targeted for
the allowed chain. If it doesn't match any of the rules, they will be passed back to the origina chain that
sent the packet to the tcp_packets chain.

Asitisnow, | dlow TCP port 21, or FTP control port, which is used to control FTP connections and
later on | dso dlow dl RELATED connections, and that way we dlow PASSIVE and PORT
connections sncetheip_conntrack_ftp moduleis, hopefully, loaded. If we don't want to dlow FTP at
al, we can unload the ip_conntrack_ftp module and delete the $IPTABLES -A tcp_packets -p TCP
-s0/0 --dport 21 -j allowedlinefromther c. fi rewal | . t xt file

Port 22 is SSH, much better than alowing telnet on port 23, if you want to alow anyone from the
outsdeto use ashdl on your box &t al. Note that you are deding with afirewadl. It is dways abad
ideato give others than yoursdlf any kind of access to these kind of boxes. Firewadls should dways be
kept to a bare minimum and not more.

Port 80 isHTTP, in other words your web server, ddeteit if you don't want to run aweb server on
your ste.

And findly we dlow port 113, which isIDENTD and might be necessary for some protocols like IRC,
etc to work properly.

If you fed like adding more open ports with this script, well, its quite self explanatory how to do that by
now=).

The UDP chain

If we do get a UDP packet on the INPUT chain, we send them on to udpincoming_packets where we
once again do a match for the UDP protocol with -p UDP and then match everything with a source
address of 0.0.0.0 and netmask 0.0.0.0, in other words everything again. If they have a source port of
53 dso, we ACCEPT them directly.

Asitisnow, | ACCEPT incoming UDP packets from port 53, which iswhat we use to do DNS
lookups, without this we wouldn't be able to do domain name lookups and we would be reversed to
only use IPs. We don't want this behaviour, hence we alow DNS, of course.

| persondly aso dlow port 123, which isNTP or network time protocol. This protocol is used to set
your computer clock to the same time as certain other time servers which have very accurate clocks.
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Though, most of you probably don't use this protocoal, I'm alowing it per default since | know there are
some who actudly do.

We currently aso alow port 2074, which is used for certain redl-time “"multimedia applications like
gpesk freely which you can useto talk to other people in red-time by using speskers and a
microphone, or even better, a headset.

Port 4000 is the ICQ protocal. This should be an extremdy well known protocol that is used by the
Mirabilis gpplication named ICQ. Thereisa least 5 different ICQ clonesfor Linux and it's one of the
most widdly used chat programsin the world. | doubt there is any further need to explain what it is.

OUTPUT chain

Sincei know that there's pretty much no one but me using this box which is partidly used as a Firewall
and aworkgation currently, | alow pretty much everything that goes out from it that has a source
address L OCALHOST _IP, SLAN_IPor $STATIC_IP. Everything else might be spoofed in some
fashion, even though | doubt anyone that | know would do it on my box. Last of dl we log everything
that gets dropped. If it does get dropped, well sure as hell want to know about it for some reason or
another. Either it'sanasty error, or it's aweird packet that's spoofed. Finally we DROP the packet in
the default policy.

FORWARD chain

Even though | havent actudly set up acertain sectioninther c. fi rewal | . t xt examplefile, |
would like to comment on the few linesin there anyways. Asit isnow, wefirg of dl ACCEPT dl
packets coming from our LAN with the following line

lusr/local/sbin/iptables-A FORWARD -i $LAN_IFACE -] ACCEPT

So everything from our Locanet's interface gets ACCEPT 'ed whatever the circumstances. After this
we dlow everything in astate ESTABLISHED or RELATED from everywhere, in other words, if
we open a connection from our LAN to something on the Internet, we alow the packets coming back
from that Ste that's either ESTABLISHED or RELATED but nothing else. And after thiswe log
everything and drop it. We log maximaly 3 log entries per minute as to not flood our own logs, and
prefix them with a short line thet is possible to grep for in the logfiles. Also we log them with debug
leved. Wefindly hit the default policy of the FORWARD chain that saysto DROP everything.

PREROUTING chain of the nat table

The PREROUTING chain is pretty much what it says, it does network adress trandation on packets
before they actudly hit the routing tables that sends them onwardsto the INPUT or FORWARD
chainsin thefilter table. Note that this chain should not be used for any filtering or such, it should be
used for network adress trandation, among other things since this chain is only traversed by the first
packet in a stream.
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Firg of dl we check for obvioudy spoofed | P addresses, such asin case we get packets from the
Internet interface that claim to have a source | P of 192.168.x.x, 10.x.X.X or 172.16.X.X, in such case,
we drop them quicker than hell since these IP's are reserved especidly for loca intranets and definitely
shouldn't be used on the Internet. This might be used in the opposite direction, too, if we get an packet
from$LAN_| FACE that clamsto not come from an IP address in the range which we know that our
LAN ison, we might drop that too. Asit looks now, we don't do that though.

Starting the Network Address Trandation

S0, our find misson would be to get the M ASQUERADEIiNg up, correct? At least to me. First of dl
we add arule to the nat table, in the POSTROUTING chain that will masguerade dl packets going out
on our interface connected to the Internet. For me thiswould be eth0. However, there are specific
variables added to these example scripts that may be used to automaticaly configure these settings.
These settings are widely used within the example scripts, mainly to make them easier to configure, but
aso to improve the readability a bit. The -t option tells us which table to use, in this case nat while the -
A command tdlls us that we want to Add a new rule to an existing chain named POSTROUTING and
-0 $INET_IFACE tdlsusto match dl outgoing packetson INET_IFACE (or ethO, per default
settingsin this script) and findly we target the packet for MASQUERADE'ing. So al packets that
match this rule will be masqueraded to look as it came from your Internet interface. Smple, isn't it?

The next step wetakeisto ACCEPT dl packets traversng the FORWARD chain in the defaullt teble
filter that come from the input interface ethl which is my interface connecting to the interna network.
All packets that are being forwarded on our box traverse the FORWARD chain in thefilter table.

The next thing we do isto ACCEPT al packets from anywhere that are ESTABLISHED and/or
RELATED to some connection. In other words, we first send a packet from our local box behind
ethl, and since it comes from ethl we ACCEPT it, then when the Internet box replies, it gets caught
by this rule since the connection has seen packets in both directions.

The last thing we do isto log dl traffic that gets dropped over the border, and hits the default policy. In
some cases these might be packets that should have gotten through but didn't, in other casesit might be
packets that definitely shouldn't get through and you want to be notified about this. We dlow thisrule
to be matched a maximum of 3 times per minute with aburst limit of 3. This means we get maximaly 3
log entries per minute from this specific line, and the burst isalso sat to 3 0 if we get 3 1og entriesin 2
seconds, it'll have to wait for another 1 minute for the next log entry. Thisis good if someone dartsto
flood you with crgp stuff that otherwise would generate many megabytes of logs. We also set a prefix
to the log with the --log-pr efix and set the log leve with the --log-level. Log leve telsthe syslogd, or
logging facility what kind of importance this log entry hes.

Example scripts

The objective of this chapter isto give afairly brief and short explanation of each script available with
this tutorid, and to provide an overlook of the scripts and what services they provide. These scripts are
not in any way perfect, and they may not fit your exact intentions perfectly. It isin other words up to
you to make these scripts suitable for your needs. The rest of thistutoria should most probably be
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helpful in making thisfeat. Thefirg section of thistutorid dedswith the actud structure thet | have
established in each script so we may find our way within the script a bit eesier.

rc.firewall.txt script structure

All scripts written for thistutorid has been written after a specific structure. The reason for thisis that
they should be fairly conformative to each other and to make it easier to find the differences between
the scripts. This structure should be fairly well documented in this brief chapter. This chapter should
hopefully give a short understanding to why dl the scripts has been written as they have, and why |
have chosen to maintain this structure.

Even though thisis the structure | have chosen, do note that this may not be the
best structure for your scripts. It is only a structure that | have chosen to use since
it fits the need of being easy to read and follow the best according to my logic.

Thestructure

Thisisthe dructure that dl scriptsin thistutoria should follow. If they differ in someway it is probably
an error on my part, unlessit is specificaly explained why | have broken this structure.

1. Configuration - Firg of dl we have the configuration options which the rest of the script should
use. Configuration options should pretty much aways be the firgt thing in any shell-script.

1. Internet - Thisis the configuration section which pertainsto the Internet connection. This
could be skipped if we do not have any Internet connection. Note that there may be more
subsections than those listed here, but only such that pertains to our Internet connection.

1. DHCP - If there are possibly any specid DHCP requirements with this specific
script, we will add the DHCP specific configuration options here.

2. PPPOE - If there are apossibility that the user that wants to use this specific script,
and if there are any specia circumstances that raises the chancesthat heisusing a
PPPoE connection, we will add specific options for those here.

2. LAN - If thereisany LAN available behind the firewal, we will add options pertaining to
that in this section. Thisis mogt likdly, hence this section will dmaost dways be avallable.

3. DMZ - If thereis any reason to it, we will add aDMZ zone configuration &t this point.
Most scripts lacks this section, mainly because any norma home network, or small
corporate network, will not have one.

4. Localhost - These options pertain to our localhost. These variables are highly unlikely to

change, but we have put most of it into variables anyway. Hopefully, there should be no
reason to change these variables.

http://peopl e.unix-fu.org/andreasson/i ptabl es-tutoria/iptabl es-tutorial .html 21:25:51 10/06/2002



|ptables Tutorial 1.1.9 Pagina 61

5. iptables - This section contains iptables pecific configuration. In most scripts and
gtuations this should only require one variable which tells uswhere the iptables binary is
located.

6. Other - If there are any other specific options and variables, they should first of al be
fitted into the correct subsection (If it pertainsto the Internet connection, it should be
subsectioned there, etceterd). If it does not fit in anywhere, it should be subsectioned
directly to the configuration options somewhere.

3. Module loading - This section of the scripts should maintain alist of modules. The firgt part
should contain the required modules, while the second part should contain the non-required
modules.

Note that some modules that may raise security, or add certain
sarvices or possihilities, may have been added even though they
are not required. This should normally be noted in such cases
within the example scripts.

1. Required modules - This section should contain the required modules, and possibly
gpecia modules that adds to the security or adds specia services to the administrator or
clients.

2. Non-required modules - This section contains modules that are not required for normal
operations. All of these modules should be commented out per default, and if you want to
add the sarvice it provides, it is up to you.

4. proc configuration - This section should take care of any specia configuration needed in the
proc filesystem. If some of these options are required, they will be listed as such, if not, they
should be commented out per default, and listed under the non-required proc configurations.
Mogt of the useful proc configurations will be listed here, but far from al of them.

1. Required proc configuration - This section should contain al of the required proc
configurations for the script in question to work. It could possibly adso contain
configurations that raises security, and possibly which adds specid services or possibilities
for the adminigtrator or clients.

2. Non-required proc configuration - This section should contain non-required proc
configurations that may prove useful. All of them should be commented out, Sncethey are
not actudly necessary to get the script to work. Thisligt will contain far from dl of the
proc configurations or nodes.

5. rules set up - By now the scripts should most probably be ready to insert the ruleset. | have
chosen to slit dl the rules down &fter table and then chain names. All user specified chains are
crested before we do anything to the system builtin chains. | have aso chosen to set the chains
and their rulespecifications in the same order asthey are output by the iptables -L. command.
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1. Filter table - Firg of al we go through the filter table and its content. First of dl we
should set up dl the policiesin the table.

1. Set policies - Set up dl the default policies for the systemchains. Normadly | will
set DRORP palicies on the chainsin the filter table, and specificaly ACCEPT
services and streams that | want to dlow insde. Thisway we will get rid of al
ports that we do not want to let people use.

2. Create user specified chains - At this point we create al the user specified chains
that we want to use later on within this table. We will not be able to use these
chainsin the sysemchains anyways if they are not aready created so we could as
well get to it as soon as possible.

3. Create content in user specified chains - After creating the user specified chains
we may aswell enter dl the rules within these chains. The only reason | haveto
enter thisdata a this point aready isthat may aswell put it close to the creation of
the user specified chains. You may aswel put this later on in your script, it is
totdly up to you.

4. INPUT chain - When we have come this far, we do not have alot of things left to
do within the filter table so we get onto the INPUT chain. At this point we should
add dl ruleswithin the INPUT chain.

At this point we gart following the output from the
iptables -L command as you may see. Thereisno
reason for you to stay with this structure, however, do
try to avoid mixing up data from different tablesand
chainssinceit will become much harder to read such
rulesets and to fix possble problems.

5. FORWARD chain - At this point we go on to add the rules within the
FORWARD chain. Nothing specid about this decision.

6. OUTPUT chain - Last of dl in thefilter table, we add the rules deding with the
OUTPUT chain. There should hopefully not be too much to do at this point.

2. nat table - After the filter table we take care of the nat table. Thisis done after the filter
table because of anumber of reasons within these scripts. Firgt of al we do not want to
turn the whole forwarding mechanism and NAT function on a atoo early stage, which
could possibly lead to packets getting through the firewall a just the wrong timepoint (ie,
when the NAT has been turned on, but none of the filter rules has been run). Also, | ook
upon the nat table as a sort of layer that liesjust outside the filter table and kind of
surrounds it. Thefilter table would hence be the core, while the nat table acts as alayer
lying around the filter table, and findly the mangle table lies around the nat table as a
second layer. This may be wrong in some perspectives, but not too far from redlity.

1. Set policies - Firg of al we set up dl the default policies within the nat table.
Normaly, | will be stisfied with the default policy st from the beginning, namely
the ACCEPT policy. Thistable should not be used for filtering anyways, and we
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should not let packets be dropped here since there are some redlly nasty things that
may happen in such cases due to our own presumptions. | let these chains be set to
ACCEPT since there is no reason not to do so.

3. Create user specified chains - At this point we create any user Specified chains
that we want within the nat table. Normaly | do not have any of these, but | have
added this section anyways, just in case. Note that the user specified chains must
be created before they can actually be used within the systemchains.

4. Create content in user specified chains - By now it should be time to add al the
rulesto the user specified chainsin the nat table. The same thing goes here asfor
the user pecified chainsin thefilter table. We add this materid here since | do not
See any reason not to.

5. PREROUTING chain - The PREROUTING chainis used to do DNAT on
packetsin case we have any need for it. In most scriptsthis festure is not used, or
at the very least commented out, reason being that we do not want to open up big
holesto our loca network without knowing about it. Within some scripts we have
thisturned on by default since the sole purpose of those scripts are to provide such
services.

6. POSTROUTING chain - The POSTROUTING chain should be fairly well used
by the scripts | have written since most of them depend upon the fact that you have
one or more loca networks that we want to firewall againg the Internet. Mainly we
will try to usethe SNAT target, but in certain cases we are forced to use the
MASQUERADE target instead.

7. OUTPUT chain - The OUTPUT chainisbarely used at dl in any of the scripts.
Asit looks now, it is not broken, but | have been unable to find any good reasons
to usethischain so far. If anyone has areason to use this chain, send me aline and
| will add it to the tutorid.

4. mangletable - The lagt table to do anything about is the mangle table. Normaly | will not
usethistable a al, snceit should normally not be used for anyone, unlessthey have
specific needs, such as masking al boxesto use the exact same TTL or to change TOS
fields etcetera. | have in other words chosen to leave these parts of the scripts more or
less blank, with afew exceptions where | have added afew examples of what it may be
used for.

1. Set policies - Set the default policies within the chain. The same thing goes here as
for the nat table pretty much. The table was not made for filtering, and hence you
should avoid it dl together. | have not st any policiesin any of the scriptsin the
mangle table one way or the other, and you are encouraged not to do so either.

2. Create user specified chains - Creste dl the user specified chains. Since | have
bardy used the mangle table a al in the scripts, | have neither crested any chains
here anceit isfarly unusable without any data to use within it. However, this
section was added just in case someone, or |, would have the need for it in the
future.
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3. Create content in userspecified chains - If you have any user specified chains

within thistable, you may &t this point add the rules that you want within them
here.

4. PREROUTING - At this point there is barely any information in any of the scripts
in thistutorid that contains any rules here.

5. INPUT chain - At this point there is barely any information in any of the scriptsin
thistutorid that contains any rules here.

6. FORWARD chain - At this point there is barely any information in any of the
scriptsin thistutorid that contains any rules here,

7. OUTPUT chain - At this point there is barely any information in any of the scripts
in thistutorid that contains any rules here.

8. POSTROUTING chain - At this point there is bardly any informetion in any of the
scriptsin thistutoria that contains any rules here,

Hopefully this should explain more in detail how each script is structured and why they are structured in

such away.
Do note that these descriptions are extremely brief, and should mainly just be seen
as a brief explanation to what and why the scripts has been split down asthey
have. There is nothing that saysthet thisis the only and best way to go.
rc.firewall.txt
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Trusted
Intamnal
MNetwork
IP: 192.168.0.0/24

IFACE: eth1
IP: 192.168.0.2

Firewall

IFACE: eth0
IP: 194.236.50.155

The rcfirewall.txt script isthe main core on which the rest of the scripts are based upon. The
rc.firewall filehapter should explain every detail in the script most thoroughly. Mainly it was written for
adua homed network. For example, where you have one LAN and one Internet Connection. This
script also makes the assumption that you have a static | P to the Internet, and hence don't use DHCP,
PPP, SL1Por some other protocol that assgns you an IP automatically. If you are looking for a script
that will work with those setups, please take a closer look at the rc. DHCP.firewall.txt script.

rc.DMZ . firewall.txt
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DMZ
HTTP

Trusted

Imtamal [P 192.168.1.2
Metwork
IP: 192.160.0.0/24 DNS

IP: 192.168.1.3

IFACE: ethi IFACE: ath2
IP: 192 168.0.1 IP: 192.168.1.1
Firewall

IFACE: ethO

IF: 194.236.50.152, 194.236.50.153,
194.236.50.154,
194,236 50.185

The rc.DMZ firewall.txt script was written for those people out there that has one Trusted Internal
Network, one De-Militarized Zone and one Internet Connection. The De-Militarized Zone isin this
case 1-to-1 NAT'ed and requires you to do some | P diasing on your firewall, ie, you must make the
box recognise packets for more than one IP. There are severa waysto get thisto work, oneisto set
1-to-1 NAT, another oneif you have awhole subnet is to creste a subnetwork, giving the firewdl one
IP both internally and externally. Y ou could then set the IPs to the DM Z'ed boxes as you wish. Do
note that thiswill "sted" two IP's for you, one for the broadcast address and one for the network
address. Thisis pretty much up to you to decide and to implement, this tutorid will give you the toolsto
actudly accomplish the firewdling and NAT'ing part, but it will not tell you exactly what you need to do
snceit isout of the scope of the tutorid.

Y ou need to have two internal networks with this script as you can see from the picture. One uses IP
range 192.168.0.0/24 and consists of a Trusted Internal Network. The other one uses IP range
192.168.1.0/24 and consists of the De-Militarized Zone which we will do 1-to-1 NAT to. For
example, if someone from the internet sends a packet to our DNS_ | P, then we use DNAT, which
stands for Destination Network Adress Trandation, to send the packet on to our DNS on the DMZ
network. When the DNS sees our packet, the packet will be destined for the actual DNS interna
network IP, and not to our externa DNS IP. If the packet would not have been trandated, the DNS
wouldn't have answered the packet. We will show a short example of how the DNAT code |ooks:

$IPTABLES-t nat -A PREROUTING -p TCP -i $INET_IFACE -d $DNS | P --dport 53 -j
DNAT --to-destination $DMZ_DNS |IP
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Fira of dl, DNAT can only be performed in the PREROUTING chain of the nat table. Then we look
for TCP protocol on our $1 NET__| FACE with destination IP that matchesour $DNS_| P, andis
directed to port 53, which isthe TCP port for zone transfers between DNS's. If we actudly get such a
packet we give atarget of DNAT, in other words Destination NAT. After that we specify where we
want the packet to go with the --to-destination option and giveit the vaue of $DMZ_DNS | P, in
other words the IP of the DN'S on our DMZ network. Thisishow basc DNAT works. When the
reply to the DNAT'ed packet is sent through the firewall, it automatically gets un-DNAT'ed.

By now you should have enough understanding of how everything works to be able to understand this
script pretty well without any huge complications. If there is something you don't understand, that hasn't
been gone through in the rest of the tutorid, mail me since it is probably afault on my sde.

rc.DHCP.firewall .txt

Trusted
Internal
Metwork
IP: 192.168.0.024

IFACE: eth1
IP: 192.168.0.2

Firewall

IFACE: athD
IP: unknown

Internet

The rc. DHCP firewall .txt script is pretty much identica to the origind rc.firewall.txt. However, this
script no longer usesthe STATIC_|I P variable, which isthe main change to the origina rc.firewdl.txt
script. The reason is that this won't work together with a dynamic IP connection. The actud changes
needed to be done to the origina script is minimal, however, I've had some people mail me and ask
about the problem so this script will be agood solution for you. This script will dlow people who uses
DHCP, PPP and SLIP connections to connect to the internet.

The main changes done to the script conssts of erasing the STATI C_| P variable as| dready sad
and ddeting dl referensesto this variable. Instead of using this variable the script now doesit's main
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filtering on the varidble | NET_I FACE. In other words -d $STATIC_I P has been changed to -i
$INET_IFACE. Thisis pretty much the only changes made and that's dl that's needed redly.

There is some more things to think about though. We can no longer filter inthe INPUT chain
depending on, for example, --in-interface SLAN_IFACE --dst $INET _IP. Thisin turn forces usto
filter only based on interfaces in such cases where the internal machines must access the internet
adressable IP. One great exampleisif we are running an HTTP on our firewdl. If we go to themain
page, which contains static links back to the same host, which could be some dyndns solution, we
would get ared hard trouble. The NAT'ed box would ask the DNS for the IP of the HTTP server,
then try to accessthat IP. In case we filter based on interface and IP, the NAT'ed box would be
unable to get to the HTTP because the INPUT chain would DROP the packets flat to the ground.
This aso gppliesin a sense to the case where we got a static P, but in such casesit could be gotten
around by adding rules which checks the LAN interface packetsfor our | NET | P, and if s0
ACCEPT them.

Asyou may read from above, it may be agood ideato grab a script, or write one, that handles
dynamic IP in a better sense. We could for example make a script that grabs the IP from ifconfig and
addsit to avariable, upon bootup of the internet connection. A good way to do this, would e to use for
examplethei p- up scripts provided with pppd and some other programs. For a good Site, check out
the linuxguruz.org iptables ste which has a huge collection of scripts available to download. Y ou will
find alink to the linuxguruz.org Site from the Other resources and links gppendix.

This script might be abit lesssecurethanther c. fi rewal | . t xt script. |
would definitely advise you to use that script if a al possible sncethisscript is
more open to attacks from the outside.

Also, there is the possbility to add something like thisto your scripts:
INET_IP="ifconfig INET_IFACE |grep inet |cut-d : -f 2| cut -d \ -f 1°

The above would automatically grab the | P address of the SINET_I FACE varigble, grep the correct
line which contains the 1P address and then cuts it down to a manageable | P address. However, there
are serious drawbacks with this gpproach, as described in the following list.

1. If the stript is run from within a script which in turn is executed by, for example, the PPP
daemon, it will hang al currently active connections due to the NEW not SY N rules (see the
Sate NEW packets but no SYN bit set section). It is possible to get by, if you get rid of the
NEW not SYN rulesfor example, but it is questionable.

2. If you got rules that are static and aways want to be around, it is rather harsh to add and erase
rules dl the time, without hurting the aready existing ones. For example, if you want to block
hosts on your LAN to connect to the firewal, but at the same time operate a script from the
PPP daemon, how would you do it without erasing your dreedy active rules blocking the LAN?

3. It may get unnecessarily complicated, as seen above which in turn could lead to security
compromises. If the script is kept Smple, it is easer to oot problems, and to keep order init.
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rc.UTIN.firewall.txt

UnTrusted
Internal
Network

IP; 192.168.0.024

IFACE: ethi
IP: 192.168.0.2

Firewall

IFACE: ethD
IP: 194.236.50.155

Internet

Therc.UTIN.firewal.txt script will in contrast to the other scripts block the LAN that is Stting behind
us. In other words, we don't trust anyone on any networks we are connected to. We a so disallow
people on our LAN to do anything but specific tasks on the Internet. The only things we actudly dlow
isPOP3, HTTP and FTP access to the internet. We aso don't trust the internal users to access the
firewdl more than we trust users on the Internet.

This script follows the golden rule to not trust anyone, not even our own employees. Thisisasad fact,
but alarge part of the hacks and cracks that acompany gets hit by is a matter of people from their own
daff perpetrating the hit. This script will hopefully give you some clues as to what you can do with your
firewal to srengthen it up. It's not very different fromtheorigind r c. fi rewal | . t xt script, but it
does give afew hints a what we would normaly let through etc.

rc.test-iptables.txt

The rc.test-iptablestxt script can be used to test dl the different chains, but it might need some
tweaking depending on your configuration, such asturning on ip_forwarding, and setting up
masguerading eteetera It will work for mostly everyone though who has al the basic set up and dl the
basic tables loaded into kernd. All it redly doesis set some L OG targets which will log ping reply’s
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and ping requests. Thisway, you will get information on which chain was traversed and in which order.
For example, run this script and then do:

ping -c 1 host.on.the.inter net

And tail -n O -f /var/log/messages while doing the first command. This should show you dl the
different chains used and in which order, unless the log entries are swapped around for some reason.

This script was written for testing purposes only. In other words, it's not a good
ideato have rules like this that ogs everything of one sort since your log partitions
might get filled up quickly and it would be an effective Denid of Service atack
againg you and might lead to redl attacks on you that would be unlogged after the
initid Denid of Service attack.

rc.flush-iptables.txt

The rc.flushiptablestxt script should not redly be caled ascript in itself. The re.flush-iptables.txt script
will reset and flush dl your tables and chains. The script arts by setting the default policiesto
ACCEPT onthe INPUT, OUTPUT and FORWARD chains of thefilter table. After this we reset the
default policies of the PREROUTING, POSTROUTING and OUTPUT chains of the nat table. We
do thisfirst so we won't have to bother about closed connections and packets not getting through. This
script isintended for actualy setting up and troubleshooting your firewall, and hence we only care
about opening the whole thing up and reset it to default vaues.

After thiswe flush dl chainsfirg in thefilter table and then in the NAT table. Thisway we know there
is no redundant rules lying around anywhere. When dl of thisis done, we jump down to the next
section where we erase dl the user specified chainsin the NAT and filter tables. When thisstep is
done, we consder the script done. Y ou may condder adding rulesto flush your MANGLE table if you
useit.

Onefind word on thisissue. Certain people has mailed me asking from me to put
this script into the origind rcfirewall script using redhat Linux syntax where you
type something like rcfirewdl start and the script starts. However, | will not do
that since thisisatutoria and should be used as a place to fetch ideas mainly and it
shouldn't be filled up with shell scripts and strange syntax. Adding shell script
syntax and other things makes the script harder to read asfar as| am concerned
and the tutorid was written with readability in mind and will continue being so.

Detailed explanations of special commands

Listing your active ruleset

Tolist your currently active ruleset you run a specid option to the iptables command, which we have
discussed briefly previoudy inthe How a ruleis built chapter. This would look like the following:
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iptables-L

This command should list your currently active rulesst, and trandate everything possible to amore
readable form. For example, it will trandate al the different ports according to the/ et ¢/

servi ces fileaswel asDNS dl the IP addresses to get DNS records instead. The later can be a
bit of a problem though. For example, it will try to resolve LAN 1P addresses, ie 192. 168. 1. 1,to
something ussful. 192. 168. 0. 0/ 16 isaprivate range though and should not resolve to anything
and the command will seem to hang while resolving the IP. To get around this problem we would do
something like the following:

iptables-L -n

Another thing that might be interesting isto see afew dtatistics about each palicy, rule and chain. We
could get this by adding the verbose flag. It would then look something like this:

iptables-L -n -v

Thereisdso afew filesthat might be interesting to look a inthe/ pr oc filesystem. For example, it
might be interesting to know what connections are currently in the conntrack table. Thistable contains
al the different connections currently tracked and serves as a basic table so we aways know what
gtate a connection currently isin. This table can not be edited and even if it was possible, it would be a
bad idea. To see the table you can run the following command:

cat /proc/net/conntrack | less

The above command will show al currently tracked connections even though it might be abit hard to
understand everything.

Updating and flushing your tables

If a some point you screw up your iptables, there are actualy commands to flush them, so you don't
have to reboot. I've actudly gotten this question a couple times by now so | thought I'd answer it right
here. If you added arule in error, you might just change the -A parameter to -D in the line you added
in error. iptables will find the erroneous line and erase it for you, in case you've got multiple lines
looking exactly the same in the chain, it erases the firgt instance it finds matching your rule. If thisis not
the wanted behaviour you might try to use the -D option asiptables-D INPUT 10 which will erase
the 10th rulein the INPUT chain.

Thereis dso instances where you want to flush awhole chain, in this case you might want to run the -F
option. For example, iptables-F INPUT will erasethewhole INPUT chain, though, thiswill not
change the default policy, so if thisis set to DROP youll block thewhole INPUT chainif used as
above. To reset the chain policy, do as how you st it to DROP, for exampleiptables -P INPUT
ACCEPT.

| have made a gmal script (available as an gppendix as wdll) that will flush and reset your iptables that
you might condder usng whilesattingupyourr c. firewal | . t xt file properly. One thing though,
if you start mucking around in the mangle table, this script will not erase thosg, it is rather smple to add
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the few lines needed to erase those but | have not added those here since the mangle table is not used
inmyrc.firewall.txt scriptsofar.

Common problems and questionmarks

Passive FTP but no DCC

Thisisone of the redly nice parts about the new iptables support in the 2.4.x kernels, you can for
exampledlow Passive FTP connections, but not dlow DCC send functions with the new state
matching code. Y ou may ask yoursdf how, well, its quite Smple once you get to think of it. Just
compilethei p_conntrack_irc,ip_nat _irc,ip_conntrack ftpand

i p_nat _ft p codeasmodulesand not gaticaly into the kernd. What these modules do is that they
add support to the connection tracking machine and the NAT machine so they can digtinguish and
modify a Passive FTP connection or a DCC send connection. Without these modules they can't
recognize these kinds of connections.

If you for example want to dlow Passive FTP, but not DCC send, you would load the
i p_conntrack ftpandi p_nat_ ftp modules butnotthei p_conntrack irc axd
i p_nat _irc nodul es andthendo:

/usr/local/sbin/iptables-A INPUT -p TCP -m state--state RELATED -j ACCEPT

Todlow Passve FTP but not DCC. If you would want to do the reverse, you'd just load the

i p_conntrack ircandip_nat _irc modules butnotthei p_conntrack ftp and
i p_nat _ft p modules. Do notethat thei p_nat _* modulesare only needed in case you need
and want to do Network Adress Trandation on the connections, ie, if you want to let people run IRC
from your locd network which isusing aNAT'ed or masgueraded connection to the internet.

For more information about Active and Passive FTP, read RFC 959 - File Transfer Protocol by J.
Postd and J. Reynolds. This RFC contains information regarding the FTP protocol and Active and
Passive FTP and how they work. As you can understand from this document, during Active FTP the
client sends the server an |P address and random port to use and then the server connects to this port
on the client. In case your client Sits behind a Network Address Trandationing system (iptables), then
the packets data section needs to be NAT'ed too, that iswhat thei p_nat _f t p module does. In
Passve FTP, the proceeding is reversed. The client tells the server that it wants to send or receive data
and the server replies, telling the client what address to connect to and what port to use.

State NEW packets but no SYN bit set

Thereisacertain feature in iptables that is not so well documented and may therefore be overlooked
by alot of people(yes, including me). If you use state NEW, packets with the SYN bit unset will get
through your firewall. Thisfeature is there because in certain cases we want to consder that a packet
may be part of an dready ESTABLISHED connection on, for indance, another firewdl. This fegture
makesit possble to have two or more firewdls, and for one of the firewalsto go down without any
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loss of data. The firewalling of the subnet could then be taken over by our secondary firewdl.This does
however lead to the fact that state NEW will dlow pretty much any kind of TCP connection,
regardiessif thisisthe initia 3-way handshake or not. To take care of this problem we add the
following rulesto our firewals INPUT, OUTPUT and FORWARD chain:

$IPTABLES-A INPUT -ptcp! --syn -m gtate --state NEW -j LOG --log-pr €fix " New not

syn:"
$IPTABLES-A INPUT -p tcp ! --syn -m state --state NEW -j DROP

The above rules will take care of this problem. Thisis a badly documented
behaviour of the netfilter/iptables project and should definitely be more
highlighted. In other words, a huge warning isin it's place for thiskind of behaviour
on your firewdl.

Note that there is some troubles with the above rules and bad Microsoft TCP/IP implementations. The
above ruleswill lead to certain conditions where packets generated by microsoft products gets labeled
as astate NEW and hence get logged and dropped. It will however not lead to broken connections to
my knowledge. The matter is that when a connection gets closed and the find FIN/ACK has been sent
and the state machine of netfilter has closed this connection and it is no longer in the conntrack table.
At this point the faulty Microsoft implementation sends another packet which is consdered as state
NEW but lacks the SYN bit and hence gets matched by the above rules. In other words, don't worry
to much about thisrule, or if you are worried anyways, et the --log-header s option to the rule and log
the headers too and you'll get a better look a what the packet looks like.

There is one more known problem with these rules. If someoneis currently connected to the firewall,
lets say from the LAN, and you have the script set to be activated when running a PPP connection. In
this case, when you start the PPP connection, the person previoudy connected through the LAN will
be more or lesskilled. This only applies when you are running with the conntrack and nat codebases as
modules, and the modules are loaded and unloaded each time you run the script. Another way to get
thisproblemistorunther c. fi rewal | . t xt script from atelnet connection from ahost not on
the actud firewal. To put it smple, you connect with telnet or some other stream connection. Start the
connection tracking modules, then load the NEW not SYN packet rules. Findly, the telnet client or
daemon tries to send something. the connection tracking code will not recognise this connection as a
lega connection since it has not seen packets in any direction on this connection before, dso there will
beno SYN hits set Snceit isnot actualy the first packet in the connection. Hence, the packet will
match to the rules and be logged and afterwards dropped to the ground.

|nternet Service Providerswho use assigned
| P addresses

| have added this snce afriend of mine told me something | have totdly forgotten. Certain stupid
Internet Service Providers use |P addresses assigned by 1ANA for their loca networks on which you
connect to. For example, the swedish Internet Service Provider and phone monopoly Tdiausesthis
approach for example on their DN'S servers, which uses the 10.x.x.x |P address range. The problem
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you will most probably run into isthat we, in this script, do not alow connections from any IP

addressesin the 10.x.x.x range to us, because of spoofing possibilities. Well, hereis unfortunately an
example where you actudly might have to lift abit on those rules. Y ou might just insert an ACCEPT
rule above the spoof section to alow traffic from those DNS servers, or you could just comment out
that part of the script. Thisis how it might look:

lusr /local/shbin/iptables -t nat -| PREROUTING -i eth1 -s10.0.0.1/32 -j ACCEPT

| would like to take my moment to bitch at these Internet Service Providers. These | P address ranges
are not assigned for you to use for dumb stuff like this, a least not to my knowledge. For large
corporate Sites it is more than ok, or your own home network, but you are not supposed to force us to
open up ourself just because of some whince of yours.

|CMP types

Thisisacompleteliging of dl ICMP types.

Table1l. ICMP types

http://peopl e.unix-fu.org/andreasson/i ptabl es-tutoria/iptabl es-tutorial .html

TYPE | CODE |Description Query | Error

0 0 Echo Reply X

3 0 Network Unreachable X
3 1 Host Unreachable X
3 2 | Protocol Unreachable X
3 3 Port Unreachable X
3 4 Fragmentation needed but no frag. bit set X
3 5 Source routing falled X
3 6 Dedtination network unknown X
3 7 Dedtination host unknown X
3 8 Source host isolated (obsolete) X
3 9 Dedtination network adminigtratively prohibited X
3 10 | Dedtination host administratively prohibited X
3 11 | Network unreachable for TOS X
3 12 | Host unreachable for TOS X
3 13 | Communication adminigtratively prohibited by X

filtering
3 14 | Host precedence violation X
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3 15 | Precedence cutoff in effect X
4 0 Source quench

5 0 Redirect for network

5 1 Redirect for host

5 2 Redirect for TOS and network

5 3 | Redirect for TOS and host

8 0 Echo request X

9 0 Router advertisement

10 0 |Routesdllicitation

11 0 TTL equds 0 during trangit X
11 1 | TTL equasO during reessembly X
12 0 |P header bad (catchall error) X
12 1 Required options missing X
13 0 | Timestamp request (obsolete) X

14 Timestamp reply (obsolete) X

15 0 Information request (obsolete) X

16 0 Information reply (obsolete) X

17 0 Address mask request X

18 0 |Address mask reply X

Other resources and links

Hereisalig of linksto resources and where | have gotten information from, etc :

ip-syscil.txt - from the 2.4.14 kernel. A little bit short but a good reference for the IP
networking controls and what they do to the kerndl.

® ip_dynaddr.txt - from the 2.4.14 kerndl. A redlly short reference to the ip_dynaddr settings
available via sysctl and the proc filesystem.

® jptables.8 - Theiptables 1.2.4 man page. Thisisan HTML'ized verson of the man page which
is an excdlent reference when reading/writing iptables rulesets. Always have it a hand.

® http:/netfilter.filewaicher.org/ - Theofficia netfilter and iptables Ste. It isamust for everyone
wanting to set up iptables and netfilter inlinux.
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e http://netfilter filewatcher.org/netfilter-fag.html - The officd netfilter Frequently Asked
Questions. Also agood place to stat a when wondering what iptables and netfilter is about.

e http://netfilter.filewatcher.org/unreliable-guides/packet-filtering-HOWTO/index.html - Rusty
Russdls Unrdiable Guide to packet filtering. Excdlent documentation about basic packet
filtering with iptables written by one of the core developers of iptables and netfilter.

® http://netfilter.filewaicher.org/unreliable-guidesNAT-HOWTO/index.html - Rusty RusslIs
Unreliable Guide to Network Address Trandation. Excellent documentation about Network
Address Trandationin iptables and netfilter written by one of the core developers, Rusty
Rus=l.

e http://netfilter.filewatcher.org/unreliable-guides/netfilter-hacking- HOWTO/index.html - Rusty
Russls Unrdliable Netfilter Hacking HOWTO. One of the few documentations on how to write
code in the netfilter and iptables userspace and kernel space codebase. This was aso written
by Rusty Rusl.

® http:/mww.linuxguruz.org/iptables/ - Excellent linkpage with links to most of the pages on the
internet about iptables and netfilter. Also maintainsalig of different iptables scripts for
different purposes.

® http://mwww.idandsoft.net/veerapen.html - Excdlent discusson on autometic hardening of
iptables and how to make smal changes that will make your computer automaticaly add hogtile
dtesto aspecid banlist in iptables.

® http://mww.docum.org - Excdlent information about the CBQ), tc and the ip commandsin
Linux. One of the few dtesthat has any information at al about these programs. Maintained by
Stef Coene.

http:/ligssambaorg/malman/liginfo/netfilter - The officid netfilter malling-ist. Extremdy useful
in case you have questions about something not covered in this document or any of the other
links here.

And of coursethe iptables source, documentation and individuas who helped me.
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GNU Free Documentation License

Version 1.1, March 2000

Copyright (C) 2000 Free Software Foundation, Inc. 59 Temple Place, Suite 330, Boston,
MA 02111-1307 USA Everyoneis permitted to copy and distribute verbatim copies of this
license document, but changing it is not alowed.

0. PREAMBLE

The purpose of this License isto make amanua, textbook, or other written document "free" inthe
sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with or without
modifying it, either commercidly or noncommercidly. Secondarily, this License preservesfor the
author and publisher away to get credit for their work, while not being considered responsible for
modifications made by others.

This Licenseisakind of "copyleft”, which means tha derivative works of the document must
themsdves be free in the same sense. It complements the GNU Genera Public License, whichisa
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuds; it can be used for any textua
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principaly for works whose purpose is ingtruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License gpplies to any manua or other work that contains a notice placed by the copyright holder
saying it can be digtributed under the terms of this License. The "Document”, below, refersto any such
manua or work. Any member of the public isalicensee, and is addressed as "you".

A "Modified Versgon" of the Document means any work containing the Document or a portion of it,
either copied verbatim, or with modifications and/or trandated into another language.

A "Secondary Section” is anamed appendix or a front-matter section of the Document that deals

exclusvely with the rdationship of the publishers or authors of the Document to the Document's overal
subject (or to related matters) and contains nothing that could fall directly within that overal subject.
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(For example, if the Document isin part atextbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of historica connection with the subject
or with related matters, or of lega, commercid, philosophicd, ethical or politica postion regarding
them.

The "Invariant Sections' are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License.

The "Cover Texts' are certain short passages of text that are listed, as Front-Cover Texts or Back-
Cover Texts, in the notice that says that the Document is released under this License.

A "Trangparent” copy of the Document means a machine-readable copy, represented in a format
whose specification is available to the genera public, whose contents can be viewed and edited directly
and sraightforwardly with generic text editors or (for images composed of pixels) generic paint
programs or (for drawings) some widely available drawing editor, and that is suitable for input to text
formatters or for automatic trandation to a variety of formats suitable for input to text formatters. A
copy made in an otherwise Transparent file format whose markup has been designed to thwart or
discourage subsequent modification by readersis not Transparent. A copy that is not " Transparent” is
cdled "Opague'.

Examples of suitable formats for Trangparent copies include plain ASCII without markup, Texinfo
input format, LareX input format, SGML or XML using a publicly available DTD, and standard-
conforming smple HTML designed for human modification. Opague formats include PostScript, PDF,
proprietary formats that can be read and edited only by proprietary word processors, SGML or XML
for which the DTD and/or processing tools are not generally available, and the machine-generated
HTML produced by some word processors for output purposes only.

The"Title Page" means, for a printed book, the title page itsdlf, plus such following pages as are
needed to hold, legibly, the materia this License requires to appear in the title page. For worksin
formats which do not have any title page as such, "Title Page" means the text near the most prominent
appearance of the work's title, preceding the beginning of the body of the text.

2. VERBATIM COPYING

Y ou may copy and distribute the Document in any medium, either commercidly or noncommercialy,
provided thet this License, the copyright notices, and the license notice saying this License gppliesto
the Document are reproduced in al copies, and that you add no other conditions whatsoever to those
of this License. Y ou may not use technical measures to obstruct or control the reading or further
copying of the copies you make or distribute. However, you may accept compensation in exchange for
copies. If you digtribute alarge enough number of copies you must aso follow the conditions in section
3.

Y ou may aso lend copies, under the same conditions stated above, and you may publicly display
copies.
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3. COPYING IN QUANTITY

If you publish printed copies of the Document numbering more than 100, and the Document's license
notice requires Cover Texts, you must enclose the copiesin covers that carry, clearly and legibly, all
these Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover.
Both covers must dso clearly and legibly identify you as the publisher of these copies. The front cover
must present the full title with al words of the title equaly prominent and visible. Y ou may add other
materid on the coversin addition. Copying with changes limited to the covers, aslong asthey preserve
thetitle of the Document and satisfy these conditions, can be treated as verbatim copying in other
respects.

If the required texts for elther cover are too voluminous to fit legibly, you should put the first ones listed
(as many asfit reasonably) on the actud cover, and continue the rest onto adjacent pages.

If you publish or distribute Opague copies of the Document numbering more than 100, you must ether
include a machine-readable Transparent copy adong with each Opague copy, or state in or with each
Opague copy a publicly-accessible computer-network location containing a complete Transparent
copy of the Document, free of added materid, which the generd network-using public has accessto
download anonymoudy at no charge using public-standard network protocols. If you use the latter
option, you must take reasonably prudent steps, when you begin distribution of Opague copiesin
quantity, to ensure that this Trangparent copy will remain thus accessible at the stated location until at
least one year after the last time you distribute an Opague copy (directly or through your agents or
retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to give them a chance to provide you with an updated
verson of the Document.

4. MODIFICATIONS

Y ou may copy and distribute a Modified Version of the Document under the conditions of sections 2
and 3 above, provided that you release the Modified Verson under precisdly this License, with the
Modified Vergon filling the role of the Document, thus licenang didtribution and modification of the
Modified Verson to whoever possesses a copy of it. In addition, you must do these thingsin the
Modified Verson:

A. U=sinthe Title Page (and on the covers, if any) atitle distinct from that of the Document, and
from those of previous versons (which should, if there were any, be listed in the History section
of the Document). Y ou may use the sametitle as a previous verson if the origind publisher of
thet verson gives permission.

B. Ligt on the Title Page, as authors, one or more persons or entities responsible for authorship of

the modificationsin the Modified Verson, together with at least five of the principa authors of
the Document (al of its principa authors, if it has less than five).
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C. State on the Title page the name of the publisher of the Modified Verson, asthe publisher.
D. Preserve dl the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to the other copyright
notices.

F. Include, immediately after the copyright notices, alicense notice giving the public permisson to
use the Modified Verson under the terms of this License, in the form shown in the Addendum
below.

G. Preservein that license notice the full lists of Invariant Sections and required Cover Texts given
in the Document's license notice.

H. Include an undtered copy of this License.

|. Preserve the section entitled "History”, and itstitle, and add to it an item stating at least thetitle,
year, new authors, and publisher of the Modified Version as given on the Title Page. If thereis
no section entitled "Higtory" in the Document, create one dating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Verson as ated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent
copy of the Document, and likewise the network locations given in the Document for previous
versonsit was based on. These may be placed in the "History" section. Y ou may omit a
network location for awork that was published at least four years before the Document itself, or
if the origind publisher of the verson it refers to gives permisson.

K. In any section entitled " Acknowledgements' or "Dedications’, preserve the section'stitle, and
preserve in the section al the substance and tone of each of the contributor acknowledgements
and/or dedlications given therein.

L. Presarve dl the Invariant Sections of the Document, undtered in thar text and in thair titles.
Section numbers or the equivalent are not considered part of the section titles.

M. Deete any section entitled "Endorsements’. Such a section may not be included in the Modified
Verson.

N. Do not retitle any exigting section as "Endorsements’ or to conflict in title with any Invariant
Section.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no materia copied from the Document, you may at your option designate some
or dl of these sections asinvariant. To do this, add their titlesto thelist of Invariant Sectionsin the
Modified Versgon's license notice. These titles must be distinct from any other section titles.

Y ou may add a section entitled "Endorsements’, provided it contains nothing but endorsements of your

Modified Verson by various parties--for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.
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Y ou may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words
as aBack-Cover Text, to the end of the list of Cover Textsin the Modified Verson. Only one passage
of Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made
by) any one entity. If the Document aready includes a cover text for the same cover, previoudy added
by you or by arrangement made by the same entity you are acting on behdf of, you may not add
another; but you may replace the old one, on explicit permission from the previous publisher that added
the old one.

The author(s) and publisher(s) of the Document do not by this License give permisson to use their
names for publicity for or to assert or imply endorsement of any Modified Verson.

5. COMBINING DOCUMENTS

Y ou may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versons, provided that you include in the combination al of the
Invariant Sections of al of the origind documents, unmodified, and list them dl as Invariant Sections of
your combined work inits license notice.

The combined work need only contain one copy of this License, and multiple identica Invariant
Sections may be replaced with a single copy. If there are multiple Invariant Sections with the same
name but different contents, make the title of each such section unique by adding a the end of it, in
parentheses, the name of the origind author or publisher of that section if known, or ese aunique
number. Make the same adjustment to the section titlesin the list of Invariant Sectionsin the license
notice of the combined work.

In the combination, you must combine any sections entitled "Higtory™ in the various origind documents,
forming one section entitled "Higtory”; likewise combine any sections entitled " Acknowledgements’,
and any sections entitled "Dedications’. Y ou must delete al sections entitled "Endorsements.”

6. COLLECTIONS OF DOCUMENTS

Y ou may make a collection congsting of the Document and other documents released under this
License, and replace the individua copies of this License in the various documents with a Single copy
that isincluded in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documentsin al other respects.

Y ou may extract a Sngle document from such a collection, and distribute it individually under this
License, provided you insert acopy of this License into the extracted document, and follow this
Licensein al other respects regarding verbatim copying of that document.

/. AGGREGATION WITH INDEPENDENT
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WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on avolume of a storage or distribution medium, does not as awhole count as aModified
Verson of the Document, provided no compilation copyright is claimed for the compilation. Such a
compilation is called an "aggregate", and this License does not apply to the other salf-contained works
thus compiled with the Document, on account of their being thus compiled, if they are not themsdves
derivative works of the Document.

If the Cover Text requirement of section 3 is gpplicable to these copies of the Document, then if the
Document isless than one quarter of the entire aggregate, the Document's Cover Texts may be placed
on covers that surround only the Document within the aggregate. Otherwise they must gppear on
covers around the whole aggregate.

8. TRANSLATION

Trandation is congdered akind of modification, so you may digtribute trand ations of the Document
under the terms of section 4. Replacing Invariant Sections with trandations requires specia permisson
from their copyright holders, but you may include trandations of some or dl Invariant Sectionsin
addition to the origina versons of these Invariant Sections. Y ou may include atrandation of this
License provided that you aso include the origind English verson of thisLicense. In case of a
disagreement between the trandation and the origind English verson of this License, the origina English
verson will prevail.

9. TERMINATION

Y ou may not copy, modify, sublicense, or distribute the Document except as expresdy provided for
under this License. Any other atempt to copy, modify, sublicense or distribute the Document is void,
and will automaticaly terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS
LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versonswill be smilar in spirit to the present verson, but may
differ in detail to address new problems or concerns. See http://mww.gnu.org/copyl eft/.

Each verson of the Licenseis given adistinguishing verson number. If the Document pecifiesthat a
particular numbered version of this License "or any later verson” gppliesto it, you have the option of
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following the terms and conditions either of that specified versgon or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a
verson number of this License, you may choose any verson ever published (not as a draft) by the Free
Software Foundation.

How to usethisLicensefor your documents

To usethis License in adocument you have written, include a copy of the License in the document and
put the following copyright and license notices just after the title page:

Copyright (¢) YEAR YOUR NAME. Permission is granted to copy, distribute and/or modify
this document under the terms of the GNU Free Documentation License, Verson 1.1 or any
later version published by the Free Software Foundation; with the Invariant Sections being
LIST THEIR TITLES, with the Front-Cover Texts being LIST, and with the Back-Cover
Textsbeing LIST. A copy of the licenseisincluded in the section entitled "GNU Free
Documentation License'.

If you have no Invariant Sections, write "with no Invariant Sections' instead of saying which ones are
invariant. If you have no Front-Cover Texts, write "no Front-Cover Texts' instead of "Front-Cover
Textsbeing LIST"; likewise for Back-Cover Texts.

If your document contains nontrivia examples of program code, we recommend releasing these
examplesin pardld under your choice of free software license, such as the GNU Generd Public
License, to permit their use in free software.

GNU General Public License

Verson 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple Place, Suite 330,
Boston, MA 02111-1307 USA Everyoneis permitted to copy and distribute verbatim copies
of this license document, but changing it is not alowed.

0. Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU Generd Public Licenseisintended to guarantee your freedom to share and change
free software--to make sure the software is free for dl its users. This Genera Public License appliesto
most of the Free Software Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by the GNU Library Generd
Public License ingtead.) Y ou can gpply it to your programs, too.
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When we speak of free software, we are referring to freedom, not price. Our Genera Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for thisserviceif you wish), that you receive source code or can get it if you want it, that you can
change the software or use pieces of it in new free programs, and that you know you can do these

things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to
ask you to surrender the rights. These redtrictions trandate to certain responsbilities for you if you
digtribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for afee, you must give the
recipients dl the rights that you have. Y ou must make sure thet they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which
gives you legal permisson to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that
there is no warranty for this free software. If the software is modified by someone else and passed on,
we want its recipients to know that what they have is not the original, so that any problems introduced
by otherswill not reflect on the origind authors reputations.

Finaly, any free program is threstened constantly by software patents. We wish to avoid the danger
that redigtributors of a free program will individudly obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any patent must be licensed for
everyones free use or not licensed at al.

The precise terms and conditions for copying, distribution and modification follow.

1. TERMSAND CONDITIONSFOR
COPYING, DISTRIBUTION AND
MODIFICATION

1. This License gppliesto any program or other work which contains a notice placed by the
copyright holder saying it may be digtributed under the terms of this Genera Public License. The
"Program”, below, refers to any such program or work, and a"work based on the Program”
means ether the Program or any derivative work under copyright law: that isto say, awork
containing the Program or a portion of it, elther verbatim or with modifications and/or trand ated
into another language. (Hereinafter, trandation isincluded without limitation in the term
"modification".) Each licensee is addressed as "you'".

Activities other than copying, distribution and modification are not covered by this License; they

are outsde its scope. The act of running the Program is not restricted, and the output from the
Program is covered only if its contents congtitute awork based on the Program (independent of
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having been made by running the Program). Whether that is true depends on what the Program
does.

3. You may copy and distribute verbatim copies of the Program’s source code as you receiveit, in
any medium, provided that you conspicuoudy and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact dl the notices thet refer to
this License and to the absence of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.

You may charge afee for the physica act of transferring a copy, and you may at your option
offer warranty protection in exchange for afee.

4. Y ou may modify your copy or copies of the Program or any portion of it, thus forming awork
basad on the Program, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you aso meet al of these conditions:

1. You mugt cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

2. You must cause any work that you digtribute or publish, that in whole or in part contains
or is derived from the Program or any part thereof, to be licensed as awhole at no charge
to dl third parties under the terms of this License.

3. If the modified program normally reads commands interactively when run, you must cause
it, when started running for such interactive use in the most ordinary way, to print or
display an announcement including an appropriate copyright notice and a notice that there
is no warranty (or ese, saying that you provide awarranty) and that users may
redistribute the program under these conditions, and telling the user how to view a copy
of this License. (Exception: if the Program itsdlf isinteractive but does not normdly print
such an announcement, your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as awhole. If identifiable sections of that work
are not derived from the Program, and can be reasonably considered independent and separate
works in themselves, then this License, and its terms, do not apply to those sections when you
digtribute them as separate works. But when you distribute the same sections as part of awhole
which isawork based on the Program, the ditribution of the whole must be on the terms of this
License, whose permissions for other licensees extend to the entire whole, and thus to each and
every part regardless of who wroteiit.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirdy by you; rather, the intent isto exercise the right to control the distribution of derivetive or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or
with awork based on the Program) on a volume of a storage or distribution medium does not
bring the other work under the scope of this License.

5. You may copy and digtribute the Program (or awork based on it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you also do
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one of thefallowing:

A. Accompany it with the complete corresponding machine-readable source code, which
must be digtributed under the terms of Sections 1 and 2 above on a medium customarily
used for software interchange; or,

B. Accompany it with awritten offer, vaid for a least three years, to give any third party, for
a charge no more than your cost of physicaly performing source digtribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the
terms of Sections 1 and 2 above on amedium customarily used for software interchange;
or,

C. Accompany it with the information you received as to the offer to distribute
corresponding source code. (This dternative is allowed only for noncommercia
digtribution and only if you received the program in object code or executable form with
such an offer, in accord with Subsection b above))

The source code for awork means the preferred form of the work for making modifications to
it. For an executable work, complete source code means dl the source code for dl modulesit
contains, plus any associated interface definition files, plus the scripts used to control compilation
and ingallation of the executable. However, as a specid exception, the source code distributed
need not include anything that is normaly digtributed (in either source or binary form) with the
major components (compiler, kernel, and so on) of the operating system on which the
executable runs, unless that component itsalf accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a
designated place, then offering equivalent access to copy the source code from the same place
counts as digtribution of the source code, even though third parties are not compelled to copy
the source aong with the object code.

. You may not copy, modify, sublicense, or distribute the Program except as expressy provided

under this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program
isvoid, and will automaticaly terminate your rights under this License. However, patieswho
have received copies, or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

. You are not required to accept this License, since you have not sgned it. However, nothing else

grants you permission to modify or distribute the Program or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Program (or any work based on the Program), you indicate your acceptance of this License
to do s0, and dl its terms and conditions for copying, distributing or modifying the Program or
works based on it.

. Each time you redigtribute the Program (or any work based on the Program), the recipient

automatically receives alicense from the origina licensor to copy, distribute or modify the
Program subject to these terms and conditions. Y ou may not impose any further restrictions on
the recipients exercise of the rights granted herein. Y ou are not responsible for enforcing
compliance by third parties to this License.
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10. If, as a consequence of a court judgment or dlegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you
from the conditions of this License. If you cannot distribute so as to satisfy Smultaneoudy your
obligations under this License and any other pertinent obligations, then as a consegquence you
may not digtribute the Program at al. For example, if a patent license would not permit royalty-
free redistribution of the Program by &l those who receive copies directly or indirectly through
you, then the only way you could satisfy both it and this License would be to refrain entirely from
digtribution of the Program.

If any portion of this section isheld invalid or unenforceable under any particular circumstance,
the balance of the section isintended to apply and the section as awhole isintended to apply in
other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
clams or to contest validity of any such clams; this section has the sole purpose of protecting
the integrity of the free software digtribution system, which isimplemented by public license
practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it isup to the
author/donor to decide if he or she iswilling to digtribute software through any other system and
alicensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the
rest of this License.

If the digtribution and/or use of the Program is restricted in certain countries either by patents or
by copyrighted interfaces, the original copyright holder who places the Program under this
License may add an explicit geographica distribution limitation excluding those countries, so that
digribution is permitted only in or among countries not thus excluded. In such case, thisLicense
incorporates the limitation as if written in the body of this License.

11. The Free Software Foundation may publish revised and/or new versons of the Genera Public
License from time to time. Such new versons will be smilar in spirit to the present verson, but
may differ in detail to address new problems or concerns,

Each verson is given adiginguishing verson number. If the Program specifies averson number
of this License which gppliesto it and "any later verson”, you have the option of following the
terms and conditions either of that version or of any later verson published by the Free Software
Foundation. If the Program does not specify a verson number of this License, you may choose
any verson ever published by the Free Software Foundation.

12. If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decison will be guided by the two gods of preserving
the free status of dl derivatives of our free software and of promoting the sharing and reuse of
software generaly.
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13.

14.

NO WARRANTY

BECAUSE THE PROGRAM |S LICENSED FREE OF CHARGE, THERE ISNO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "ASIS' WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE QUALITY
AND PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TOIN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMYS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

2. How to Apply These Termsto Your New
Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best
way to achieve thisisto make it free software which everyone can redistribute and change under these

terms.

To do o, attach the following notices to the program. It is safest to attach them to the start of each
source file to most effectively convey the excluson of warranty; and each file should have a least the
"copyright” line and a pointer to where the full notice is found.
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Copyright (C) <year> <name of author>

This program is free software; you can redigtribute it and/or modify it under the terms of the
GNU Generd Public License as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later verson.
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This program is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY ; without even the implied warranty of MERCHANTABILITY or FITNESS
FOR A PARTICULAR PURPOSE. See the GNU Genera Public License for more detalils.

Y ou should have recelved a copy of the GNU Genera Public License dong with this program;
if not, write to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA
02111-1307 USA

Also add information on how to contact you by eectronic and paper mail.
If the program isinteractive, make it output a short notice like thiswhen it Sartsin an interactive mode:

Gnomovigon verson 69, Copyright (C) year name of author Gnomovision comes with
ABSOLUTELY NO WARRANTY:  for details type "show w'. Thisis free software, and you
are welcome to redistribute it under certain conditions; type “show ¢ for details.

The hypothetical commands “show w' and “show ¢' should show the appropriate parts of the General
Public License. Of course, the commands you use may be caled something other than “show w' and
“show c'; they could even be mouse-clicks or menu items--whatever suits your program.

Y ou should aso get your employer (if you work as a programmer) or your schodl, if any, tosigna
"copyright disclamer” for the program, if necessary. Here is asample; dter the names.

Y oyodyne, Inc., hereby disclams al copyright interest in the program
"Gnomovision' (which makes passes a compilers) written by James Hacker.

<ggnature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This Genera Public License does not permit incorporating your program into proprietary programs. If
your program is a subroutine library, you may consider it more useful to permit linking proprietary
applications with the library. If thisiswhat you want to do, use the GNU Library Generd Public
Licenseingtead of this License,

Example scripts codebase

Examplerc.firewall script

#/bin/sh
#
#rcfirewdl - Initid SIMPLE IP Firewall script for Linux 2.4.x and iptables
#
# Copyright (C) 2001 Oskar Andreasson <blueflux@koffein.net>
#
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# This program is free software; you can redigtribute it and/or modify

# it under the terms of the GNU Generd Public License as published by

# the Free Software Foundation; version 2 of the License.

#

# This program is digtributed in the hope that it will be useful,

#but WITHOUT ANY WARRANTY ; without even the implied warranty of
#MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
# GNU Generd Public License for more details.

#

# Y ou should have recelved a copy of the GNU Generd Public License

# aong with this program or from the Ste that you downloaded it

# from; if not, write to the Free Software Foundation, Inc., 59 Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

# 1. Configuration options.
#

#
# 1.1 Internet Configuration.
#

INET_1P="194.236.50.155"
INET_IFACE="eth0"

#
#1.1.1 DHCP
#

#
#1.1.2 PPPoE
#

#

#1.2 Loca Area Network configuration.

#

#your LAN'sIP range and locahost IP. /24 means to only use thefirst 24
# bits of the 32 bit IP adress. the same as netmask 255.255.255.0

#

LAN_IP="192.168.0.2"
LAN_IP_RANGE="192.168.0.0/16"
LAN_BCAST_ADRESS="192.168.255.255"
LAN_IFACE="eth1"

#
# 1.3 DMZ Configuration.
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#

#

# 1.4 Locdhogt Configuration.
#

LO_IFACE="I0"

LO_IP="127.0.0.1"

#

# 1.5 IPTables Configuration.
#
IPTABLES="/ug/shin/iptables’

#
# 1.6 Other Configuration.

Pagina 93

# 2. Module loading.
#

#
# Needed to initidly load modules
#

/sbin/depmod -a

"
# 2.1 Required modules
#

/shin/modprobeip_tables
/shin/modprobe ip_conntrack
/shin/fmodprobe iptable filter
/shinfmodprobe iptable_ mangle
/sbin/modprobe iptable nat
/sbin/modprobeipt LOG
/sbiimodprobeipt_limit
/shin/modprobe ipt_state

#
# 2.2 Non-Required modules
#

#/sbin/modprobe ipt_owner
#/sbin/modprobe ipt REJECT
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#/sbin/modprobe ipt. MASQUERADE
#/sbin/modprobe ip_conntrack_ftp
#/sbin/modprobe ip_conntrack_irc

# 3. /proc set up.
#

#
# 3.1 Required proc configuration
#

echo "1" > /proc/sys/net/ipvé/ip_forward

#
# 3.2 Non-Required proc configuration
#

#echo "1" > /proc/sys/inet/ipva/cont/al/rp filter
#echo "1" > /proc/sysnet/ipv4/cont/dl/proxy_arp
#echo "1" > /proc/sys/net/ipva/ip_dynaddr

#4. rules st up.
#

HHHHHHTE
#4.1 Filter table
#

#
#4.1.1 Set policies
#

$IPTABLES-P INPUT DROP
$IPTABLES-P OUTPUT DROP
$IPTABLES -P FORWARD DROP

#
#4.1.2 Create userspecified chains
#
#
# Create chain for bad tcp packets
#

SIPTABLES-N bad_tcp_packets
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#
# Create separate chains for ICMP, TCP and UDP to traverse
#

$IPTABLES-N alowed
SIPTABLES-N icmp_packets
SIPTABLES-N tcp_packets
SIPTABLES -N udpincoming_packets

#
# 4.1.3 Creste content in userspecified chains
#

#
# bad_tcp_packets chain
#

$IPTABLES-A bad tcp packets-ptcp! --syn -m state --state NEW -j LOG\
--log-prefix "New not syn:"
$IPTABLES -A bad _tcp packets-p tcp ! --syn -m state --state NEW -j DROP

#
# dlowed chain
#

$IPTABLES-A dlowed -p TCP --syn -j ACCEPT
$IPTABLES -A dlowed -p TCP -m state --state ESTABLISHED,RELATED -j ACCEPT
$IPTABLES-A alowed -p TCP-j DROP

#
#ICMP rules
#

# Changed rulestotaly
$IPTABLES -A icmp_packets -p ICMP -s 0/0 --icmp-type 8 -j ACCEPT
$IPTABLES -A icmp_packets -p ICMP -s 0/0 --icmp-type 11 -j ACCEPT

#
#TCPrules
#

$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 21 -j allowed
$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 22 -j alowed
$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 80 -j alowed
$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 113 -j alowed

#
# UDP ports
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#

# nondocumented commenting out of these rules

#$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 53 -j ACCEPT
#$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 123 -j ACCEPT
$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 2074 -j ACCEPT
$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 4000 -j ACCEPT

#
#4.1.4 INPUT chain
#

#
# Bad TCP packets we don't want.
#

SIPTABLES-A INPUT -p tcp -j bad _tcp_packets

#
# Rules for incoming packets from the internet.
#

$IPTABLES-A INPUT -p ICMP -i $INET_IFACE -j icmp_packets
$IPTABLES-A INPUT -p TCP-i $INET_IFACE -j tcp_packets
$IPTABLES-A INPUT -p UDP -i $INET_IFACE -j udpincoming_packets

#
# Rules for specid networks not part of the Internet
#

$IPTABLES -A INPUT -p ALL -i $LAN_IFACE -d $LAN_BCAST_ADRESS -j ACCEPT
$IPTABLES-A INPUT -pALL -i $LO_IFACE -s$LO_IP-j ACCEPT

$IPTABLES-A INPUT -p ALL -i $LO_IFACE -s$LAN_IP -j ACCEPT

$IPTABLES-A INPUT -p ALL -i $LO_IFACE -s$INET_IP-j ACCEPT

$IPTABLES-A INPUT -p ALL -i SLAN_IFACE -s$LAN_IP_RANGE -j ACCEPT
$IPTABLES-A INPUT -p ALL -d $INET_IP-m state --state ESTABLISHED,RELATED \
-j ACCEPT

"
# Log weird packets that don't match the above.
#

SIPTABLES-A INPUT -m limit --limit 3/minute --limit-burst 3 -j LOG\
--log-level DEBUG --log-prefix "IPT INPUT packet died: "

#

#4.1.5 FORWARD chain
#
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#
# Bad TCP packets we don't want
#

$IPTABLES -A FORWARD -p tcp -j bad _tcp_packets

"
# Accept the packets we actually want to forward
#

$IPTABLES-A FORWARD -i $LAN_IFACE -j ACCEPT
$IPTABLES -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT

#
# Log weird packets that don't match the above.
#

$IPTABLES -A FORWARD -m limit --limit 3/minute --limit-burst 3 -j LOG\
--log-level DEBUG --log-prefix "IPT FORWARD packet died: "

#
#4.1.6 OUTPUT chain
#

#
# Bad TCP packets we don't want.
#

$IPTABLES-A OUTPUT -ptcp -j bad_tcp_packets

"
# Specid OUTPUT rulesto decide which IPsto alow.
#

$IPTABLES-A OUTPUT -p ALL -s$LO _IP-j ACCEPT
$IPTABLES-A OUTPUT -p ALL -s$LAN_IP-j ACCEPT
$IPTABLES-A OUTPUT -p ALL -s$INET_IP-j ACCEPT

"
# Log weird packets that don't match the above.
#

SIPTABLES-A OUTPUT -m limit --limit 3/minute --limit-burst 3 -j LOG\
--log-level DEBUG --log-prefix "IPT OUTPUT packet died: "

T

#4.2 nat table
#

http://peopl e.unix-fu.org/andreasson/i ptabl es-tutoria/iptabl es-tutorial .html 21:25:51 10/06/2002



|ptables Tutorid 1.1.9

#
#4.2.1 Set policies
#

#
#4.2.2 Create user specified chains
#

#
# 4.2.3 Create content in user specified chains
#

#
#4.2.4 PREROUTING chain
#

#
#4.2.5 POSTROUTING chain
#

#

# Enable smple IP Forwarding and Network Address Trandation

#
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$IPTABLES -t nat -A POSTROUTING -0 $SINET_IFACE -] SNAT --to-source $INET_IP

#
#4.2.6 OUTPUT chain
#

HHHHHH
#4.3 mangletable
#

#
#4.3.1 Set policies
#

#
# 4.3.2 Create user specified chains
#

#
# 4.3.3 Cresate content in user specified chains
#

#
#4.3.4 PREROUTING chain
#
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#
#4.35INPUT chain
#

#
#4.3.6 FORWARD chain
#

#
#4.3.7 OUTPUT chain
#

#
#4.3.8 POSTROUTING chain
#

Examplerc.DMZ.firewall script

#/bin/sh
#
#rc.DMZ firewal - DMZ IP Firewadl script for Linux 2.4.x and iptables
#
# Copyright (C) 2001 Oskar Andreasson <blueflux@koffein.net>
#
# This program is free software; you can redigtribute it and/or modify
# it under the terms of the GNU Genera Public License as published by
# the Free Software Foundation; version 2 of the License.
#
# This program is didiributed in the hope that it will be ussful,
#but WITHOUT ANY WARRANTY ; without even the implied warranty of
#MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
# GNU Generd Public License for more details.
#
# Y ou should have recelved a copy of the GNU Genera Public License
# dong with this program or from the Site that you downloaded it
# from; if not, write to the Free Software Foundation, Inc., 59 Temple
# Place, Suite 330, Boston, MA 02111-1307 USA

# 1. Configuration options.
#

#
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# 1.1 Internet Configuration.
#

INET_1P="194.236.50.152"
HTTP_1P="194.236.50.153"
DNS_1P="194.236.50.154"

INET_IFACE="eth0"

#
#1.1.1DHCP
#

#
#1.1.2 PPPOE
#

#

# 1.2 Locd AreaNetwork configuration.

#

#your LAN'sIPrange and localhogt IP. /24 means to only use the first 24
# bits of the 32 bit |P adress. the same as netmask 255.255.255.0

#

LAN_IP="192.168.0.2"
LAN_IP_RANGE="192.168.0.0/16"
LAN_BCAST_ADRESS="192.168.255.255"
LAN_IFACE="ethl"

#
# 1.3 DMZ Configuration.
#

DMZ_HTTP_IP="192.168.1.2"
DMZ_DNS 1P="192.168.1.3"
DMZ_1P="192.168.1.1"
DMZ_IFACE="eth2"

#
# 1.4 Locdhogt Configuration.
#

LO_IFACE="l0"
LO_IP="127.0.0.1"

#
# 1.5 IPTables Configuration.
#

IPTABLES="/us/shin/iptables’
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#
# 1.6 Other Configuration.

# 2. Module loading.
#

#

# Needed to initidly load modules
#

/sbin/depmod -a

#
# 2.1 Required modules
#

/shin/modprobeip_tables
/sbin/modprobe ip_conntrack
/shin/fmodprobe iptable filter
/shinfmodprobe iptable_ mangle
/shin/modprobe iptable_nat
/sbin/modprobeipt LOG
/sbiimodprobeipt_limit
/shin/modprobe ipt_state

"
# 2.2 Non-Required modules
#

#/sbin/modprobe ipt_owner
#/sbin/modprobe ipt REJECT
#/sbin/modprobe ipt MASQUERADE
#/sbin/modprobe ip_conntrack_ftp
#/sbin/modprobe ip_conntrack_irc

# 3. /proc set up.
#

#
# 3.1 Required proc configuration
#
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echo "1" > /proc/sys/net/ipva/ip_forward

#
# 3.2 Non-Required proc configuration
#

#echo "1" > /proc/sysnet/ipv4/conf/dl/rp filter
#echo "1" > /proc/sysnet/ipv4/cont/dl/proxy_arp
#echo "1" > /proc/sys/net/ipva/ip_dynaddr

#4. rules set up.
#

HHHHHTE
#4.1 Filter table
#

#
#4.1.1 Set policies
#

$IPTABLES-P INPUT DROP
$IPTABLES-P OUTPUT DROP
$IPTABLES -P FORWARD DROP

#
#4.1.2 Cregte userspecified chains
#

#
# Create chain for bad tcp packets
#

SIPTABLES-N bad_tcp_packets

#
# Create separate chains for ICMP, TCP and UDP to traverse
#

$IPTABLES-N alowed
$IPTABLES-N icmp_packets
SIPTABLES -N tcp_packets
$IPTABLES -N udpincoming_packets

#

#4.1.3 Cresate content in userspecified chains
#
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#
# bad_tcp_packets chain
#

$IPTABLES -A bad_tcp _packets-ptcp ! --syn -m state --state NEW -j LOG \
--log-prefix "New not syn:"
$IPTABLES -A bad tcp packets-ptcp ! --syn -m state --state NEW -j DROP

#
# dlowed chain
#

$IPTABLES-A alowed -p TCP --syn -j ACCEPT
$IPTABLES -A alowed -p TCP -m State --state ESTABLISHED,RELATED -j ACCEPT
$IPTABLES -A alowed -p TCP-j DROP

#
#I1CMP rules
#

# Changed rulestotaly
$IPTABLES -A icmp_packets -p ICMP -s 0/0 --icmp-type 8 -j ACCEPT
$IPTABLES -A icmp_packets -p ICMP -s 0/0 --icmp-type 11 -j ACCEPT

#
#4.1.4 INPUT chain
#

#
# Bad TCP packets we don't want
#

$SIPTABLES-A INPUT -ptcp -j bad_tcp_packets

#

# Packets from the Internet to this box

#

$IPTABLES-A INPUT -p ICMP -i $INET_IFACE -j icmp_packets
#

# Packets from LAN, DMZ or LOCALHOST

#

#

# From DMZ Interfaceto DMZ firewdl 1P
#
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$IPTABLES-A INPUT -p ALL -i $DMZ_IFACE -d $DMZ_|P -j ACCEPT

#
# From LAN Interfaceto LAN firewall |P
#

$IPTABLES-A INPUT -p ALL -i $LAN_IFACE -d $LAN_IP -j ACCEPT
$IPTABLES-A INPUT -p ALL -i $LAN_IFACE -d $LAN_BCAST_ADRESS -j ACCEPT

#

# From Localhogt interface to Locahost IP

#

$IPTABLES-A INPUT -p ALL -i $LO _IFACE -s$LO_IP-j ACCEPT
$IPTABLES-A INPUT -pALL -i $LO_IFACE -s$LAN_IP-j ACCEPT
$SIPTABLES-A INPUT -pALL -i $LO _IFACE -s$INET _IP-j ACCEPT

#

# All established and related packets incoming from the internet to the
#firewd|

#

$IPTABLES-A INPUT -p ALL -d $INET_IP -m State --state ESTABLISHED,RELATED \
-j ACCEPT

#

#Logging rule
#

SIPTABLES-A INPUT -m limit --limit 3/minute --limit-burst 3\
-j LOG --log-level DEBUG --log-prefix "IPT INPUT packet died: "

#
#4.1.5 FORWARD chain
#

#
# Bad TCP packets we don't want
#

$IPTABLES -A FORWARD -p tcp -j bad tcp packets
#

#DMZ section

#

# Generd rules

#

$IPTABLES-A FORWARD -i $DMZ_IFACE -0 $INET_IFACE -j ACCEPT

http://peopl e.unix-fu.org/andreasson/i ptabl es-tutoria/iptabl es-tutorial .html 21:25:51 10/06/2002



|ptables Tutorial 1.1.9 Pagina 105

$IPTABLES-A FORWARD -i $INET_IFACE -0 $DMZ_IFACE -m state \
--state ESTABLISHED,RELATED -j ACCEPT

$IPTABLES -A FORWARD -i $LAN_IFACE -0 $DMZ_IFACE -j ACCEPT
$IPTABLES -A FORWARD -i $DMZ_IFACE -0 $LAN_IFACE -j ACCEPT

#
H#HHTTP server
#

$IPTABLES-A FORWARD -p TCP-i $INET_IFACE -0 $DMZ_IFACE -d $DMZ_HTTP_IP\
--dport 80 -j allowed
$IPTABLES-A FORWARD -p ICMP -i $INET_IFACE -0 $DMZ_IFACE -d $DMZ_HTTP_IP\

-j icmp_packets

#
# DNS server
#

$IPTABLES -A FORWARD -p TCP-i $INET_IFACE -0 $DMZ_IFACE -d $DMZ_DNS P\
--dport 53 -j allowed

$IPTABLES-A FORWARD -p UDP-i $SINET_IFACE -0 $DMZ_IFACE -d $DMZ_DNS P\
--dport 53 -j ACCEPT

$IPTABLES -A FORWARD -p ICMP -i $INET_IFACE -0 $DMZ_IFACE -d $DMZ_DNS IP\

- icmp_packets

#
# LAN section
#

$IPTABLES -A FORWARD -i $LAN_IFACE -j ACCEPT
$IPTABLES -A FORWARD -m date --state ESTABLISHED,RELATED -j ACCEPT

#
# LOG dl packets reaching here
#

$IPTABLES -A FORWARD -m limit --limit 3/minute --limit-burst 3 -j LOG\
--log-level DEBUG --log-prefix "IPT FORWARD packet died: "

#

#4.1.6 OUTPUT chain

#

#

# Bad TCP packets we don't want
#

$IPTABLES-A OUTPUT -ptcp -j bad tcp _packets

http://peopl e.unix-fu.org/andreasson/i ptabl es-tutoria/iptabl es-tutorial .html 21:25:51 10/06/2002



|ptables Tutorial 1.1.9 Pagina 106

#
# Allow oursdf to send packets not spoofed everywhere
#

$IPTABLES-A OUTPUT -p ALL -0 $LO_IFACE -s$LO_IP-j ACCEPT
$IPTABLES-A OUTPUT -p ALL -0 $LAN_IFACE -s$LAN_IP -j ACCEPT
$IPTABLES-A OUTPUT -p ALL -0 SINET_IFACE -s$INET_IP -j ACCEPT

#

#Logging rule
#

$SIPTABLES-A OUTPUT -m limit --limit 3/minute --limit-burst 3 -j LOG \
--log-level DEBUG --log-prefix "IPT OUTPUT packet died: "

HHHHHTE
#4.2 nat table
#

#
#4.2.1 Set policies
#

#
#4.2.2 Create user specified chains
#

#
# 4.2.3 Cresate content in user specified chains
#

#
#4.2.4 PREROUTING chain
#

#
# Enable |P Degtination NAT for DMZ zone
#

$IPTABLES -t nat -A PREROUTING -p TCP-i $INET_IFACE -d $HTTP_IP --dport 80\
-j DNAT --to-destination $DMZ_HTTP_IP

$IPTABLES -t nat -A PREROUTING -p TCP -i $INET_IFACE -d $DNS_|P --dport 53\

-j DNAT --to-destination $DMZ_DNS |P

$IPTABLES -t nat -A PREROUTING -p UDP -i $INET_IFACE -d $DNS P --dport 53\

-j DNAT --to-destination $DMZ_DNS |P

#

#4.2.5 POSTROUTING chain
#
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#
# Enable smple IP Forwarding and Network Address Trandation
#

$IPTABLES -t nat -A POSTROUTING -0 $INET_IFACE -j SNAT --to-source $INET_IP

#
#4.2.6 OUTPUT chain
#

HHHHHH
#4.3 mangletable
#

#
#4.3.1 Set policies
#

#
# 4.3.2 Create user specified chains
#

#
# 4.3.3 Create content in user specified chains
#

#
#4.3.4 PREROUTING chain
#

#
#4.35INPUT chain
#

#
#4.3.6 FORWARD chain
#

#
#4.3.7 OUTPUT chain
#

#
#4.3.8 POSTROUTING chain
#
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Examplerc.UTIN.firewall script

#/bin/sh
#
#rcfirewal - UTIN Frewdl script for Linux 2.4.x and iptables
#
# Copyright (C) 2001 Oskar Andreasson <blueflux@koffein.net>
#
# This program is free software; you can redidtribute it and/or modify
# it under the terms of the GNU Genera Public License as published by
# the Free Software Foundation; version 2 of the License.
#
# This program is didiributed in the hope that it will be ussful,
#but WITHOUT ANY WARRANTY ; without even the implied warranty of
#MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
# GNU Generd Public License for more details.
#
# Y ou should have received a copy of the GNU Genera Public License
# dong with this program or from the Site that you downloaded it
# from; if not, write to the Free Software Foundation, Inc., 59 Temple
# Place, Suite 330, Boston, MA 02111-1307 USA

# 1. Configuration options.
#

#
# 1.1 Internet Configuration.
#

INET_1P="194.236.50.155"
INET_IFACE="¢eth0"

#
#1.1.1 DHCP
#

#
#1.1.2 PPPoE
#

#

#1.2 Loca Area Network configuration.

#

#your LAN's IP range and localhogt IP. /24 means to only use the first 24
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# bits of the 32 bit | P adress. the same as netmask 255.255.255.0
#

LAN_IP="192.168.0.2"
LAN_IP_RANGE="192.168.0.0/16"
LAN_BCAST ADRESS="192.168.255.255"
LAN_IFACE="eth1"

#
# 1.3 DMZ Configuration.
#

#
# 1.4 Locahogt Configuration.
#

LO_IFACE="l0"
LO_IP="127.0.0.1"

#

# 1.5 IPTables Configuration.
#
IPTABLES="/ugr/shin/iptables’

#
# 1.6 Other Configuration.

# 2. Module loading.
#

#
# Needed to initidly load modules
#

/shin/depmod -a

#
# 2.1 Required modules
#

/shin/modprobeip_tables
/shin/modprobe ip_conntrack
/shin/modprobe iptable filter
/shin/modprobe iptable_mangle
/shin/modprobe iptable nat
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/shin/modprobeipt LOG
/shin/modprobeipt_limit
/shin/modprobe ipt_state

#
# 2.2 Non-Required modules
#

#/sbin/modprobe ipt_owner
#/sbin/modprobe ipt REJECT
#/sbin/modprobe ipt. MASQUERADE
#/sbin/modprobe ip_conntrack ftp
#/sbin/modprobe ip_conntrack_irc

# 3. Iproc set up.
#

#
# 3.1 Required proc configuration
#

echo "1" > /proc/sysnet/ipv4/ip_forward

#
# 3.2 Non-Required proc configuration
#

#echo "1" > /proc/sys/net/ipva/cont/al/rp filter
#echo "1" > /proc/sys/net/ipv4/conf/al/proxy_arp
#echo "1" > /proc/sys/net/ipv4/ip_dynaddr

#4. rules set up.
#

HHHHHTE
#4.1 Filter table
#

#
#4.1.1 Set policies
#

$IPTABLES-P INPUT DROP
$IPTABLES-P OUTPUT DROP
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$IPTABLES -P FORWARD DROP

#
#4.1.2 Create userspecified chains
#

#
# Create chain for bad tcp packets
#

$SIPTABLES-N bad_tcp packets

#
# Create separate chains for ICMP, TCP and UDPto traverse
#

$IPTABLES-N alowed
SIPTABLES-N icmp_packets
$SIPTABLES-N tcp_packets
SIPTABLES -N udpincoming_packets

#
# 4.1.3 Create content in userspecified chains
#

#
# bad_tcp_packets chain
#

$IPTABLES -A bad_tcp _packets-ptcp ! --syn -m state --state NEW -j LOG \
--log-prefix "New not syn:"
$IPTABLES -A bad tcp packets-ptcp ! --syn -m state --state NEW -j DROP

#
# dlowed chain
#

$IPTABLES -A dlowed -p TCP --syn -j ACCEPT
$IPTABLES -A alowed -p TCP -m State --state ESTABLISHED,RELATED -j ACCEPT
$IPTABLES -A alowed -p TCP-j DROP

#
#I1CMP rules
#

# Changed rulestotaly

$IPTABLES -A icmp_packets -p ICMP -s 0/0 --icmp-type 8 -j ACCEPT
$IPTABLES -A icmp_packets -p ICMP -s 0/0 --icmp-type 11 -j ACCEPT
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#
# TCPrules
#

$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 21 -j alowed
$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 22 -j allowed
$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 80 -j alowed
$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 113 -j allowed

#
# UDP ports
#

$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 53 -j ACCEPT
$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 123 -j ACCEPT
$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 2074 -j ACCEPT
$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 4000 -j ACCEPT

#
#4.1.4 INPUT chain
#

"
# Bad TCP packets we don't want.
#

$IPTABLES-A INPUT -p tcp -j bad_tcp_packets

#
# Rules for incoming packets from anywhere
#

$IPTABLES-A INPUT -p ICMP -j icmp_packets
$IPTABLES-A INPUT -p TCP -j tcp_packets
$IPTABLES-A INPUT -p UDP -j udpincoming_packets

#
# Rulesfor specid networks not part of the Internet
#

$IPTABLES-A INPUT -p ALL -i $LO_IFACE -s$LO_IP-j ACCEPT

$IPTABLES-A INPUT -p ALL -i $LO_IFACE -s$LAN_IP -j ACCEPT

$IPTABLES-A INPUT -p ALL -i $LO_IFACE -s$INET_IP-j ACCEPT

$IPTABLES-A INPUT -p ALL -d $INET_IP -m state --state ESTABLISHED,RELATED \
-j ACCEPT

#

# Log weird packets that don't match the above.
#
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$IPTABLES -A INPUT -m limit --limit 3/minute --limit-burst 3\
-] LOG --log-level DEBUG --log-prefix "IPT INPUT packet died: "

#
#4.1.5 FORWARD chain
#

#
# Bad TCP packets we don't want
#

$IPTABLES -A FORWARD -p tcp -j bad _tcp_packets

"
# Accept the packets we actually want to forward between interfaces.
#

$IPTABLES -A FORWARD -p tcp --dport 21 -i SLAN_IFACE -j ACCEPT
$IPTABLES -A FORWARD -p tcp --dport 80 -i SLAN_IFACE -j ACCEPT
$IPTABLES -A FORWARD -p tcp --dport 110 -i $LAN_IFACE -j ACCEPT
$IPTABLES -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT

#
# Log weird packets that don't match the above.
#

$IPTABLES -A FORWARD -m limit --limit 3/minute --limit-burst 3 -j LOG\
~-log-level DEBUG --log-prefix "IPT FORWARD packet died: "

#
#4.1.6 OUTPUT chain
#

#

# Bad TCP packets we don't want.

#

$IPTABLES-A OUTPUT -ptcp -j bad_tcp_packets

#

# Specid OUTPUT rulesto decide which IPsto dlow.

#

$IPTABLES-A OUTPUT -p ALL -s$LO_IP-j ACCEPT
$IPTABLES-A OUTPUT -p ALL -s$LAN_IP-j ACCEPT
$IPTABLES-A OUTPUT -p ALL -s$INET_IP-j ACCEPT

#
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# Log weird packets that don't match the above.
#

$IPTABLES -A OUTPUT -m limit --limit 3/minute --limit-burst 3\
-] LOG --log-level DEBUG --log-prefix "IPT OUTPUT packet died: "

HHHHHH
#4.2 nat table
#

#
#4.2.1 Set policies
#

#
#4.2.2 Create user specified chains
#

#
# 4.2.3 Cresate content in user specified chains
#

#
#4.2.4 PREROUTING chain
#

#
#4.2.5 POSTROUTING chain
#

"
# Enable smple IP Forwarding and Network Address Trandation
#

$IPTABLES -t nat -A POSTROUTING -0 $INET_IFACE -j SNAT --to-source $INET_IP
#

#4.2.6 OUTPUT chain

#

HHHHHH

# 4.3 mangle table

#

#

#4.3.1 Set policies

#

#
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# 4.3.2 Create user specified chains
#

#
# 4.3.3 Cresate content in user specified chains
#

#
# 4.3.4 PREROUTING chain
#

#
#4.35INPUT chain
#

#
#4.3.6 FORWARD chain
#

#
#4.3.7 OUTPUT chain
#

#
#4.3.8 POSTROUTING chain
#

Examplerc.DHCP.firewall script

#/bin/sh
#
#rcfirewdl - DHCP IP Firewal script for Linux 2.4.x and iptables
#
# Copyright (C) 2001 Oskar Andreasson <blueflux@koffein.net>
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU Generd Public License as published by
# the Free Software Foundation; version 2 of the License.
#
# This program is digtributed in the hope thet it will be useful,
#but WITHOUT ANY WARRANTY;; without even the implied warranty of
#MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
# GNU Generd Public License for more details.
#
# Y ou should have recelved a copy of the GNU Generd Public License
# aong with this program or from the Ste that you downloaded it
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# from; if not, write to the Free Software Foundation, Inc., 59 Temple
# Place, Suite 330, Boston, MA 02111-1307 USA

# 1. Configuration options.
#

#
# 1.1 Internet Configuration.
#

INET_IFACE="¢eth0"

#
#1.1.1 DHCP
#

#

# Information pertaining to DHCP over the Internet, if needed.

#

# Set DHCP variable to no if you don't get IP from DHCP. If you get DHCP
# over the Internet set this variable to yes, and set up the proper IP

# adress for the DHCP server inthe DHCP_SERVER variable.

#

DHCP="no"
DHCP_SERVER="195.22.90.65"

#
#1.1.2 PPPoE
#

# Configuration options pertaining to PPPOE.

#

# 1f you have problem with your PPPOE connection, such as large mails not
# getting through while smal mail get through properly etc, you may st
# this option to "yes"' which may fix the problem. This option will set a
# rulein the PREROUTING chain of the mangle table which will clamp
# (resize) dl routed packetsto PMTU (Path Maximum Transmit Unit).
#

# Note that it is better to set this up in the PPPoE package itself, since
# the PPPOE configuration option will give less overhead.

#

PPPOE_PMTU="no"

#
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#1.2 Loca Area Network configuration.

#

#your LAN's IP range and locahogt IP. /24 means to only use thefirst 24
# bits of the 32 bit IP adress. the same as netmask 255.255.255.0

#

LAN_IP="192.168.0.2"
LAN_IP_RANGE="192.168.0.0/16"
LAN_BCAST ADRESS="192.168.255.255"
LAN_IFACE="eth1"

#
# 1.3 DMZ Configuration.
#

#
# 1.4 Locdhogt Configuration.
#

LO_IFACE="I0"
LO_IP="127.0.0.1"

#

# 1.5 IPTables Configuration.
#
IPTABLES="/ug/shin/iptables’

#
# 1.6 Other Configuration.

# 2. Module loading.
#

#

# Needed to initidly load modules
#

/sbin/depmod -a

#

# 2.1 Required modules

#

/shin/modprobe ip_conntrack
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/shin/modprobeip_tables
/shin/fmodprobe iptable filter
/shinfmodprobe iptable_mangle
/shin/modprobe iptable nat
/sbin/modprobeipt LOG
/sbiimodprobeipt_limit
/sbin/modprobe ipt. MASQUERADE

#
# 2.2 Non-Required modules
#

#/sbin/modprobe ipt_owner
#/shin/modprobe ipt REJECT
#/sbin/modprobe ip_conntrack ftp
#/sbin/modprobe ip_conntrack_irc

# 3. /proc set up.
#

#
# 3.1 Required proc configuration
#

echo "1" > /proc/sys/net/ipva/ip_forward

#
# 3.2 Non-Required proc configuration
#

#echo "1" > /proc/sys/net/ipv4/cont/al/rp_filter
#echo "1" > /proc/sys/net/ipva/cont/dl/proxy_arp
#echo "1" > /proc/sys/net/ipva/ip_dynaddr

#4. rules set up.
#

HHHHHTE
#4.1 Filter table
#

#

#4.1.1 Set policies
#
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$IPTABLES-P INPUT DROP
$IPTABLES-P OUTPUT DROP
$IPTABLES -P FORWARD DROP

#
#4.1.2 Create userspecified chains
#

#
# Create chain for bad tcp packets
#

SIPTABLES-N bad_tcp_packets

#
# Create separate chains for ICMP, TCP and UDP to traverse
#

$IPTABLES-N alowed
$IPTABLES-N icmp_packets
$IPTABLES-N tcp_packets
SIPTABLES -N udpincoming_packets

#
# 4.1.3 Create content in userspecified chains
#

#
# bad_tcp_packets chain
#

$IPTABLES-A bad_tcp packets-ptcp! --syn -m state --state NEW -j LOG \
--log-prefix "New not syn:"
$IPTABLES -A bad tcp packets-ptcp ! --syn -m state --state NEW -j DROP

#
# dlowed chain
#

$IPTABLES-A alowed -p TCP --syn -j ACCEPT

$IPTABLES -A dlowed -p TCP -m state --state ESTABLISHED,RELATED -j ACCEPT
$IPTABLES-A alowed -p TCP-j DROP

#

#ICMPrules

#

# Changed rulestotaly
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$IPTABLES -A icmp_packets -p ICMP -s 0/0 --icmp-type 8 -j ACCEPT
$IPTABLES -A icmp_packets -p ICMP -s 0/0 --icmp-type 11 -j ACCEPT

#
#TCPrules
#

$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 21 -j alowed
$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 22 -j alowed
$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 80 -j alowed
$IPTABLES -A tcp_packets -p TCP -s 0/0 --dport 113 -j allowed

#
# UDP ports
#

$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 53 -j ACCEPT
if [ $DHCP=="yes' ] ; then

$IPTABLES -A udpincoming_packets -p UDP -s $DHCP_SERVER --sport 67 \
--dport 68 -j ACCEPT

fi

# nondocumented commenting out of these rules

#$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 53 -j ACCEPT
#$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 123 -j ACCEPT
$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 2074 -j ACCEPT
$IPTABLES -A udpincoming_packets -p UDP -s 0/0 --source-port 4000 -j ACCEPT

#
#4.1.4 INPUT chain
#

#
# Bad TCP packets we don't want.
#

$IPTABLES-A INPUT -p tcp -j bad_tcp_packets

"
# Rules for incoming packets from the internet.
#

$IPTABLES-A INPUT -p ICMP -i $INET_IFACE -j icmp_packets
$IPTABLES-A INPUT -p TCP -i $INET_IFACE -j tcp_packets
$IPTABLES-A INPUT -p UDP -i $INET_IFACE -j udpincoming_packets

#

# Rules for gpecia networks not part of the Internet
#
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$IPTABLES-A INPUT -p ALL -i $LO_IFACE -j ACCEPT

$IPTABLES-A INPUT -p ALL -i $LAN_IFACE -s$LAN_IP_RANGE -j ACCEPT
$IPTABLES-A INPUT -p ALL -i $INET_IFACE -m state \

--state ESTABLISHED,RELATED -j ACCEPT

"
# Log weird packets that don't match the above.
#

SIPTABLES-A INPUT -m limit --limit 3/minute --limit-burst 3\
-j LOG --log-level DEBUG --log-prefix "IPT INPUT packet died: "

#
#4.1.5 FORWARD chain
#

#
# Bad TCP packets we don't want
#

$IPTABLES -A FORWARD -p tcp -j bad_tcp_packets

#
# Accept the packets we actudly want to forward
#

$IPTABLES-A FORWARD -i $LAN_IFACE -j ACCEPT
$IPTABLES -A FORWARD -m gtate --state ESTABLISHED,RELATED -j ACCEPT

"
# Log weird packets that don't match the above.
#

SIPTABLES -A FORWARD -m limit --limit 3/minute --limit-burst 3\
-j LOG --log-level DEBUG --log-prefix "IPT FORWARD packet died: "

#

#4.1.6 OUTPUT chain

#

#

# Bad TCP packets we don't want

#

SIPTABLES-A OUTPUT -p tcp -j bad_tcp_packets

#
# Specia OUTPUT rules to decide which IPsto alow.
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#

$IPTABLES-A OUTPUT -p ALL -s$LO _IP-j ACCEPT
$IPTABLES-A OUTPUT -p ALL -0 $LAN_IFACE -j ACCEPT
$IPTABLES-A OUTPUT -p ALL -0 $INET_IFACE -j ACCEPT

"
# Log weird packets that don't match the above.
#

SIPTABLES-A OUTPUT -m limit --limit 3/minute --limit-burst 3\
-j LOG --log-level DEBUG --log-prefix "IPT OUTPUT packet died: "

HHHHHH
#4.2 nat table
#

#
#4.2.1 Set policies
#

#
#4.2.2 Create user specified chains
#

#
# 4.2.3 Cresate content in user specified chains
#

#
#4.2.4 PREROUTING chain
#

#
#4.2.5 POSTROUTING chain
#

if [ $PPPOE_PMTU =="yes'] ; then

$IPTABLES -t nat -A POSTROUTING -p tcp --tcp-flags SYN,RST SYN\

-] TCPMSS --clamp-mss-to-pmtu

fi

$IPTABLES -t nat -A POSTROUTING -0 $INET_IFACE -] MASQUERADE
#

#4.2.6 OUTPUT chan

#

HHHHHHH
# 4.3 mangletable
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#

#
#4.3.1 Set policies
#

#
# 4.3.2 Create user specified chains
#

#
# 4.3.3 Cresate content in user specified chains
#

#
#4.3.4 PREROUTING chain
#

#
#4.3.5INPUT chain
#

#
#4.3.6 FORWARD chain
#

#
#4.3.7 OUTPUT chain
#

#
#4.3.8 POSTROUTING chain
#

Pagina 123

Examplerc.flush-iptables script

#/bin/sh
#
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# rc.flush-iptables - Resets iptables to default values.

#
# Copyright (C) 2001 Oskar Andreasson <blueflux@koffein.net>
#

# This program is free software; you can redistribute it and/or modify

# it under the terms of the GNU Genera Public License as published by

# the Free Software Foundation; verson 2 of the License.

#

# This program is digtributed in the hope that it will be useful,

#but WITHOUT ANY WARRANTY ; without even the implied warranty of
#MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
# GNU Generd Public License for more details.

#

# Y ou should have received a copy of the GNU Genera Public License

# dong with this program or from the Ste that you downloaded it

# from; if not, write to the Free Software Foundation, Inc., 59 Temple

# Place, Suite 330, Boston, MA 02111-1307 USA

#

# Configurations

#
IPTABLES="/ug/sbin/iptables’

#

# reset the default policiesin the filter table.
#

$IPTABLES-PINPUT ACCEPT
$IPTABLES -P FORWARD ACCEPT
$IPTABLES-P OUTPUT ACCEPT

#

# reset the default policiesin the nat table.

#

$IPTABLES -t nat -P PREROUTING ACCEPT
$IPTABLES -t nat -P POSTROUTING ACCEPT
$IPTABLES-t nat -P OUTPUT ACCEPT

#

# reset the default policiesin the mangle table.

#

$IPTABLES -t mangle -P PREROUTING ACCEPT
$IPTABLES -t mangle -P OUTPUT ACCEPT

#

#flush dl therulesin the filter and nat tables.
#

$IPTABLES-F

$IPTABLES -t nat -F

SIPTABLES -t mangle -F
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#

# erase dl chainsthat's not default in filter and nat table.
#

$IPTABLES -X

$IPTABLES -t nat -X

$IPTABLES -t mangle -X

Examplerc.test-iptables script

#/bin/bash
#
# rc.test-iptables - test script for iptables chains and tables.
#
# Copyright (C) 2001 Oskar Andreasson <blueflux@koffein.net>
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU Genera Public License as published by
# the Free Software Foundation; verson 2 of the License.
#
# This program is digtributed in the hope that it will be useful,
#but WITHOUT ANY WARRANTY: ; without even the implied warranty of
#MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
# GNU Generd Public License for more details.
#
# Y ou should have received a copy of the GNU Genera Public License
# dong with this program or from the Ste that you downloaded it
# from; if not, write to the Free Software Foundation, Inc., 59 Temple
# Place, Suite 330, Boston, MA 02111-1307 USA
#

#

# Filter table, dl chains

#

iptables -t filter -A INPUT -p icmp --icmp-type echo-request \

-] LOG --log-prefix="filter INPUT:"

iptables -t filter -A INPUT -p icmp --icmp-type echo-reply \

-] LOG --log-prefix="filter INPUT:"

iptables -t filter -A OUTPUT -p icmp --icmp-type echo-request \
-] LOG --log-prefix="filter OUTPUT:"

iptables -t filter -A OUTPUT -p icmp --icmp-type echo-reply \

-] LOG --log-prefix="filter OUTPUT:"

iptables -t filter -A FORWARD -p icmp --icmp-type echo-request \
-j LOG --log-prefix="filter FORWARD:"
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iptables -t filter -A FORWARD -p icmp --icmp-type echo-reply \
-] LOG --log-prefix="filter FORWARD:"

#

# NAT table, dl chains except OUTPUT which don't work.

#

iptables -t nat -A PREROUTING -p icmp --icmp-type echo-request \
-] LOG --log-prefix="nat PREROUTING:"

iptables-t nat -A PREROUTING -p icmp --icmp-type echo-reply \

-j LOG --log-prefix="nat PREROUTING:"

iptables -t nat -A POSTROUTING -p icmp --icmp-type echo-request \
-] LOG --log-prefix="nat POSTROUTING:"

iptables -t nat -A POSTROUTING -p icmp --icmp-type echo-reply \
-] LOG --log-prefix="nat POSTROUTING:"

iptables -t nat -A OUTPUT -p icmp --icmp-type echo-request \

-j LOG --log-prefix="nat OUTPUT:"

iptables-t nat -A OUTPUT -p icmp --icmp-type echo-reply \

-] LOG --log-prefix="nat OUTPUT:"

#

# Mangletable, dl chains

#

iptables -t mangle -A PREROUTING -p icmp --icmp-type echo-request \
-j LOG --log-prefix="mangle PREROUTING:"

iptables -t mangle -A PREROUTING -p icmp --icmp-type echo-reply \
-] LOG --log-prefix="mangle PREROUTING:"

iptables -t mangle -A OUTPUT -p icmp --icmp-type echo-request \

-] LOG --log-prefix="mangle OUTPUT:"

iptables -t mangle -A OUTPUT -p icmp --icmp-type echo-reply \

-] LOG --log-prefix="mangle OUTPUT:"

Done.
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Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free
Documentation License, Verson 1.1; with the Invariant Sections being "Introduction” and al sub-
sections, with the Front-Cover Texts being "Origind Author: Oskar Andreasson”, and with no Back-
Cover Texts. A copy of the licenseisincluded in the section entitled "GNU Free Documentation
Licensd'.

All scriptsin this tutoria are covered by the GNU Generd Public License. The scripts are free source;
you can redistribute them and/or modify them under the terms of the GNU Generd Public License as
published by the Free Software Foundation, version 2 of the License.

These scripts are digtributed in the hope that they will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.

Y ou should have received a copy of the GNU Generd Public License within this tutorid, under the
section entitled "GNU Generd Public Licensg"; if not, write to the Free Software Foundation, Inc., 59
Temple Place, Suite 330, Boston, MA 02111-1307 USA
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0. Preamble
1. TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION

1

2. How to Apply These Termsto Y our New Programs

Example scripts codebase

Example rc.firewdl script
Example rc DMZ firewal script
Example rc. UTIN.firewal script
Example rc. DHCP firewall script
Example rc.flush-iptables script
Example rc.test-iptables script

| ntroduction

Why this document was written

Wel, | found abig empty space in the HOWTO's out there lacking in information about the iptables and
netfilter functionsin the new Linux 2.4.x kernds. Among ather things, I'm going to try to answer questions
that some might have about the new possibilities like state matching. Isit possble to dlow passve FTP to
your server, but not dlow outgoing DCC from IRC as an example? | will build thisdl up from an example
rcfirewdl.txt file that you canuseinyour / et ¢/ r c. d/ scripts. Yes, thisfile was originaly based upon
the masguerading HOWTO for those of you who recognize it.

Also, therésa amdl script that | wrote just in case you screw up as much as | did during the configuration
available as re.flushiptablesitxt.

How It was written

I've placed questions to Marc Boucher and others from the core netfilter team. A big thanks going out to
them for their work and for their help on thistutorid that | wrote and maintain for boingworld.com. This
document will guide you through the setup process step by step, hopefully make you understand some
more about the iptables package. | will base most of the suff here on the example rcfirewdl filesincel
find that example to be agood way to learn how to useiptables. | have decided to just follow the basic
chains and from there go down into each and one of the chains traversed in each due order. This tutoria
has turned alittle bit harder to follow thisway but a the same time it is more logica. Whenever you find
something that's hard to understand, just consult this tutorid.
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About the author

I'm someone with too many old computers on my hands, stting with my own LAN and wanting them dl
to be connected to the Internet, a the sametime having it fairly secure. The new iptablesis agood
upgrade from the old ipchainsin this regard. Before, you could make afairly secure network by dropping
al incoming packages not destined to certain ports, but this would be a problem with things like passive
FTP or outgoing DCC in IRC, which assigns ports on the server, tdlls the client about it, and then letsthe
client connect. There was some child diseases in the iptables code that | ran into in the beginning, and in
some respects | found the code not quite ready for releasein full production. Today, I'd recommend
everyone who usesipchains or even older ipfwadm etc to upgrade unless they're happy with what their
current code is capable of and if it does what they need it to.

Dedications

Firgt of dl 1 would like to dedicate this document to my wonderful girlfriend Ninel. She has supported me
more than | ever can support her to any degree. | wish | could make you just as happy as you make me.

Second of dl, | would like to dedicate this work to dl of the incredibly hard working Linux developers
and maintainers. It is people like those who makes this wonderful operating system possible.

Prepar ations

This chapter isaimed at getting you started and to help you understand the role netfilter and iptables play
in Linux today. This chapter should hopefully get you set up and finished to go with your experimentation
and ingdlation of afirewal which should hopefully run smoothly in the future.

Whereto get iptables

Theiptables userspace package can be downloaded from the netfilter homepage. Theiptables package
also makes use of kernd gpace facilities which can be configured into the kernd during make configure.
The necessary pieceswill be discussed a bit further down in this document.

Kernel setup

To run the pure basics of iptables you need to configure the following optionsinto the kernel while doing
make config or one of it's related commands:
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CONFI G_PACKET - This option alows applications and programs that needs to work directly to
certain network devices. An example would be tcpdump or snort.

CONFI G_NETFI LTER - Thisoption isrequired if you're going to use your computer as afirewall or
gateway to the internet. In other words, thisis most definitely required if for anything in this tutoria to
work at dl. | assume you'll want this since you're reading this at dl.

And of course you need to add the proper driversfor your interfaces to work properly, ie. Ethernet
adapter, PPP and SLIP interfaces. The above will only add some of the pure basicsin iptables. You
won't be able to do anything to be pretty hones, it just adds the framework to the kernd. If you want to
use the more advanced optionsin |PTables, you need to set up the proper configuration options in your
kernd. Here we will show you the options available in abasic 2.4.9 kernd and a brief explanation :

CONFI G_| P_NF_CONNTRACK - This module is needed to make connection tracking. Connection
tracking is used by, among other things, NAT and Masquerading. If you need to firewal machineson a
LAN you most definitely should mark this option. For example, this module is required by the
rc.firewall.txt to work.

CONFI G_|I P_NF_FTP - Thismoduleisrequired if you want to do connection tracking on FTP
connections. Since FTP connections are quite hard to do connection tracking on in normal cases
conntrack needs a so called helper, this option compiles the helper. If you don't add this module you
won't be able to FTP through afirewal or gateway properly.

CONFI G_| P_NF_| PTABLES - Thisoption isrequired if you want do any kind of filtering,
masquerading or NAT. It adds the whole iptables identification framework to kernd. Without this you
won't be able to do anything at al with iptables.

CONFI G_| P_NF_MATCH_LI M T - Thismodule isnt exactly required but it's used in the example
rc.firewall.txt. Thisoption providesthe LIMIT match, that adds the possibility to control how many
packets per minute that's supposed to be matched with a certain rule. For example, -m limit --limit 3/
minute would match a maximum of 3 packets per minute. This module can dso be used to avoid certain
Denia of Service attacks.

CONFI G_| P_NF_MATCH_MAC - Thisdlows usto match packets based on MAC addresses. Every
Ethernet adapter hasit's own MAC address. We could for instance block packets based on what MAC
address used and block a certain computer pretty well since the MAC address don't change. We don't
usethisoption in therc.firewall.txt example or anywhere ese.

CONFI G_| P_NF_MATCH_MARK - Thisalows usto useaM ARK match. For example, if we use
the target M ARK we could mark a packet and then depending on if this packet is marked further onin
the table, we can match based on this mark. This option isthe actual match M ARK, and further down
we will describe the actud target M ARK.

CONFI G_| P_NF_MATCH_MULTI PORT - This module dlows us to match packets with awhole
range of destination ports or source ports. Normaly this wouldn't be possible, but with thismatch it is.

CONFI G_| P_NF_MATCH_TQOS - With this match we can match packets based on their TOS fidd.
TOS gtands for Type Of Service. TOS can aso be set by certain rulesin the mangle table and viathe ip/
tc commands.
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CONFI G_| P_NF_MATCH_TCPMSS - This option adds the possibility for usto match TCP packets
based on their M SS fidd.

CONFI G_| P_NF_MATCH_STATE - Thisisone of the biggest news in comparison to ipchains.
With this module we can do stateful matching on packets. For example, if weve aready seen trafic in two
directionsin a TCP connection, this packet will be counted as ESTABLISHED. Thismoduleis used
extensvey in therc.firewall.txt example.

CONFI G_| P_NF_MATCH_UNCLEAN - This module will add the possihility for usto match 1P,
TCP, UDP and ICMP packets that looks strange or are invalid. We could for example drop these
packets, but we never know if they are legitimate or not. Note that this match is ftill experimental and
might not work perfectly in al cases.

CONFI G_| P_NF_MATCH_OWNER - This option will add the possibility for usto do matching based
on the owner of a socket. For example, we can alow only the user root to have Internet access. This
module was originaly just written as an example on what could be done with the new iptables. Note that
this match is dill experimental and might not work for everyone.

CONFI G_|I P_NF_FI LTER - Thismodule will add the basic filter table which will enable you to do
basc filtering. In thefilter table youll find the INPUT, FORWARD and OUTPUT chains Thismoduleis
required if you plan to do any kind of filtering on packets that you recelve and send.

CONFI G_| P_NF_TARGET_REJECT - Thistarget dlows usto specify that an ICMP error message
should be sent in reply to incoming packets instead of plainly dropping them deed to the floor. Mind you
that TCP connections are always reset or refused with a TCP RST packet.

CONFI G_| P_NF_TARGET_M RROR - This allows packets to be bounced back to the sender of
the packet. For example, if we set up aMIRROR target on destination port HTTP on our INPUT chain
and someone tries to access this port we would plainly bounce his packets back to himsdf and finaly he
would see his own homepage.

CONFI G_| P_NF_NAT - Thismodule dlows network address trandation, or NAT, in it's different
forms. With this option we can do port forwarding, masquerading etc. Note that this option isis not
required for firewalling and masquerading of aLAN, but modtly is, unlessyou are able to provide unique
|P addresses for dl hosts. Hence, this option is required for the example rc.firewall.txt to work

properly, and most definitely on your network if you do not have the ability to add unique IP addresses as
specified above.

CONFI G_I P_NF_TARGET_MASQUERADE - This module adds the M ASQUERADE target. For
ingance if we don't know what |P we have to the Internet this would be the preferred way of getting the
IPingtead of usng DNAT or SNAT. In other words, if we use DHCP, PPP, SLIP or some other
connection that dynamicaly assgns us an IP, we need to use this target instead of SNAT. Masquerading
givesadightly higher load on the computer than NAT does, but will work without us knowing the IPin
advance.

CONFI G_| P_NF_TARGET_REDI RECT - Thistarget is useful together with proxies for example.

Instead of letting a packet pass right through, we remap them to go to our locd box instead. In other
words, we have the possibility to make a transparent proxy this way.
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CONFI G_ | P_NF_TARGET_LOG- Thisadds the LOG target to iptables and the functiondity of it.
We can use thismodule to log certain packets to sydogd and hense see the packet further on. This could
be useful for forensics or debugging a script you're writing.

CONFI G_| P_NF_TARGET_TCPMSS - This option can be used to overcome Internet Service
Providers and servers who block ICMP Fragmentation Needed packets. This can result in webpages not
getting through, smdl mails getting through while larger mails don't get through, ssh works but scp dies
after handshake, etcetera. We can then use the TCPM SS target to overcome this by clamping our MSS
(Maximum Segment Size) to the PMTU (Path Maximum Transmit Unit). Thisway, well be gble to handle
what the authors of netfilter themself cal "crimindly braindead 1SPs or servers' in the kernel configuration
help.

CONFI G_I P_NF_COWPAT _| PCHAI NS - Adds a compatibility mode with the old ipchains. Do
not look at this as any real long term solution for solving migration from Linux 2.2 kernesto 2.4 kernels
gnceit may well be gone with kernd 2.6.

CONFI G_| P_NF_COWPAT _| PFWADM- Compatibility mode with old ipfwadm. Do absolutely not
look at thisasared long term solution.

Asyou can see, thereisaheap of options. | have briefly explained what kind of extra behaviours you can
expect from each module here. These are only the options available in avanillaLinux 2.4.9 kernd. If you
would like to get alook at more options, | suggest you look at the patch-o-matic functionsin netfilter
userland which will add hegps of other options in the kernd. POM fixes are additions that are supposed
to be added in the kernd in the future but has not quite reached the kernd yet. These functions should be
added in the future, but has not quite made it in yet. This may be for various reasons such as the patch not
being stable yet, to Linus Torvads being unable to keep up or not wanting to let the patch in to the
mainstream kernd yet snceit is still experimentd.
Y ou will need the following options compiled into your kernel, or as modules, for therc.firewall.txt
script to work. If you need help with the options that the other scripts needs, look at the example firewall
scripts section.

® CONFIG_PACKET

® CONFIG_NETFILTER

®* CONFIG_CONNTRACK

® CONFIG_IP_NF _FTP

® CONFIG_IP_NF_IRC

® CONFIG_IP_NF_IPTABLES

® CONFIG_IP_NF_FILTER

e CONFIG_IP_NF_NAT
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* CONFIG_IP_ NF_ MATCH_STATE
e CONFIG_IP_NF TARGET LOG
® CONFIG_IP_NF MATCH_LIMIT
* CONFIG_IP NF TARGET MASQUERADE

The above will be required at the very least for the rc.firewall.txt script. In the other example scripts|

will explain what requirements they have in their respective section. For now, letstry to stay focused on
the main script which you should be studying now.

user land setup

Firg of dl, let'slook at how we compile the iptables package. This compilation goes quite alot hand in
hand with the kernd configuration and compilation so you are aware of this. Certain distributions comes
with the iptables package preinstalled, one of these are Red Hat 7.1. However, in Red Hat 7.1 it is
disabled per default. We will check closer on how to enable it on this, and other distributions further onin
this chapter

Compiling the userland applications

First of dl unpack the iptables package. Here, we have used the iptables 1.2.3 package and avanilla
249 kerndl. Unpack as usud, usng bzip2 -cd iptables-1.2.3.tar .bz2 | tar -xvf - (thiscan aso be
accomplished with thetar -xjvf iptables-1.2.3.tar.bz2, which should do pretty much the same asthe
first command. However, this may not work with older versions of tar). Hopefully the package should
now be unpacked properly into adirectory namedi pt abl es- 1. 2. 3. For more information read
thei pt abl es- 1. 2. 3/ I NSTALL filewhich contains pretty good information on compiling and
getting the program to run.

After this, there isthe option to ingtall extra modules and options etcetera to the kernel. The step
described here will only check patches that are pending for incluson to the kernel, there are some even
more experimenta patches further dong, which may only be available when you do some other steps.

Some of these are highly experimenta and may not be a very good ideato ingdl.
However, there are hegps of extremely interesting matches and targetsin this
ingtalation step so don't be afraid of at least looking at them. To do this step we do
something like this from the root of the iptables package:

make pending-patches KERNEL _DIR=/usr/src/linux/

The variadble KERNEL DI R should point to the actua place that your kernel source islocated a.
Normally thisshouldbe/ usr/ src/ | i nux/ but thismay vary, and most probably you will know
yourself where the kernd sourceis available.
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This only asks about certain patches that are just about to enter the kernd anyways.
There might be more patches and additions that the devel opers of netfilter are about
to add to the kernd, but is a bit further away from actualy getting there. One way to
ingal these are by doing the following:

make most-of-pom KERNEL _DIR=/usr/src/linux/

The above command would ask about ingdling parts of what in netfilter world is caled patch-o-maitic,
but il skip the most extreme patches that might cause havoc in your kernel. Note that we say ask,
because that's what these commands actually do. They ask you before anything is changed in the kerndl
source. To be ableto ingtdl all of the patch-o-matic suff you will need to run the following command:

make patch-o-matic KERNEL _DIR=/usr/src/linux/

Don't forget to read the help for each patch thoroughly before doing anything. Some patches will destroy
other patches while others may destroy your kernel if used together with some patches from patch-o-
metic etc.

Y ou may totdly ignore the above stepsif you don't want to patch your kerndl, itisin
other words not necessary to do the above. However, there are some really
interesting things in the patch-o-matic that you may want to look at so there's nothing
bad in just running the commands and see what they contain.

After thisyou are finished doing the patch-o-matic parts of ingtdlation, you may either compile anew
kernel making use of the new patches that you have added to the source. Don't forget to configure the
kernel again since the new patches probably are not added to the configured options and so on. Y ou may
wait with the kernel compilation until after the compilation of the userland program iptables if you fed like
it, though.

Continue by compiling the iptables userland application. To compile iptables you issueasmple
command that looks like this.

make KERNEL _DIR=/usr/src/linux/

The userland application should now compile properly, if not, you're on your own, or possibly try the
netfilter maling lig who might help you with your problems. Thereis afew things that might go wrong with
theinddlation of iptables so don't panic if it won't work, try to think logicaly about it and find out what's
wrong or get someone to help you.

If everything has worked smoothly, you're reedy to ingtdl the binaries by now. To do this, you would
issue the following command to ingdl them:

makeinstall KERNEL DIR=/us/src/linux/
Hopefully everything should work in the program now. To use any of the changesin the iptables userland
gpplications you should definitely recompile and reingtal your kernd by now if you haven't done so
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before. For more information about ingtaling the userland applications from source, check the | NSTALL
file in the source which contains excdlent information on the subject of ingalation.

| nstallation on Red Hat 7.1

Red Hat 7.1 comes preinstalled with a 2.4.x kernel that has netfilter and iptables compiledin. It dso
contains al the basic userland programs and configuration files that is needed to run it, however, they have
disabled the whole thing by using the backwards compatible ipchains module. Annoying to say the leedt,
and alot of people are asking different mailing lissswhy iptables don't work. So, let'stake a brief look at
how to turn the module off and how to ingal iptables instead.

The default Red Hat 7.1 ingtdlation today comes with an utterly old version of the
userspace gpplications so you might want to compile anew verson of the
goplications aswel asingal anew and homecompiled kernd before fully exploiting
iptables.

Firg of al you will need to turn off the ipchains modules so it won't gart in the future. To do this, you will
need to change somefilenamesinthe/ et ¢/ r c. d/ directory-gtructure. The following command
should doit:

chkconfig --level 0123456 ipchains off

By doing this we move dl the soft links that points to the red script to K92ipchains. The firgt letter which
per default would be Stells the initscripts to start the script. By changing thisto K wetdl it to Kill the
service ingteed, or to not run it if it was not previoudy started. Now the service won't be started in the
future.

However, to stop the service from actudly running right now we need to run another command. Thisis
the ser vice command which can be used to work on currently running services. We would then issue the
following command to stop the ipchains service:

serviceipchains stop

Finaly, to dart the iptables service. Firgt of dl, we need to know which runlevelswe want it to runin.
Normadly thiswould bein runlevel 2, 3 and 5. These runlevels are used for the following things

e 2. Multiuser without NFS or the same as 3 if thereis no networking.
¢ 3. Full multiuser mode, ie. the normd runleve to runiin.
® 5 X11. Thisisused if you automatically boot into Xwindows.
To make iptables run in these runlevels we would do the following commands:

chkconfig --level 235 iptables on

http://peopl e.unix-fu.org/andreasson/i ptabl es-tutoria/iptabl es-tutorial .html 21:25:51 10/06/2002



|ptables Tutorial 1.1.9 Pagina 138

The above commands would in other words make the iptables servicerun in runleve 2, 3and 5. If you'd
like the iptables service to run in some other runlevel you would have to issue the same command in
those. However, none of the other runlevels should be used, so you should not redly need to activate it
for those runleves. Leve 1 isfor single user mode, ie, when you need to fix a screwed up box. Leve 4
should be unused, and leve 6 isfor shutting the computer down.

To activate the iptables service, we just run the following command:
service iptables start

Of course, thereis no rulesin theiptables script. To add rulesto an Red Hat 7.1 box, thereistwo
common ways. Firg of dl, you chould editthe/ et c/rc. d/init.d/i ptabl es sript. This
would have the bad effect that the rules would be deleted if you updated the iptables package by RPM.
The other way would be to load the ruleset and then save them with the iptables-save command and
then have it loaded automatically by the rc.d scripts.

First we will describe the possibility of doing the set up by cut and paste to the iptables init.d script. To
add rules that should be run when the computer starts the service, you add them under the start) section,
or in the start() function. Note, if you add the rules under the start) section don't forget to stop the start()
function from running in the start) section. Also, don't forget to edit a the stop) section ether which tells
the script what to do when the computer is going down for example, or when we are entering a runlevel
that don't require iptables to run. Also, don't forget to check out the restart section and condrestart. Note
that this set up may be automatically erased if you have, for example, Red Hat Network automatically
updating your packages. It may aso be erased by updating from the iptables RPM package.

The second way of doing the set up would require the following steps to be taken. First of al, make and
write arulesst in afile, or directly with iptables, that will meet your requirements, and don't forget to
experiment a bit. When you find a set up that works without problems or bugs as you can see, use the
iptables-save command. Y ou could ether use it normaly, such asiptables-save > /etc/sysconfig/
iptables which would save theruleset to thefile/ et ¢/ sysconfi g/ i pt abl es. Thisfileis
automaticaly used by the iptables rc.d script to restore the ruleset in the future. The other way to save
the script would be to use ser vice iptables save which would save the script automaticdly to thisfile.
When you reboot the computer in the future, the iptables rc.d script will use the command iptables-
restore to retore the ruleset from the save-file/ et ¢/ sysconf i g/ i pt abl es. Do not intermix
this and the previous set up ingtruction since they may heavily damage eachother and render each and one
usdless.

When dl of these steps are finished we can deingal the currently ingtdled ipchains and iptables
packages. We do this since we don't want the system to mix up the new iptables userland gpplication
with the old preingtaled iptables gpplications. This sep is only necessary if you will ingdl iptables from
the source package. It's not unusua that the new and the old package get's mixed up since the rpm based
ingalation ingtals the package in non-standard places and won't get overwritten by the ingtalation for the
new iptables package. To do the deingtdlation, do as follows:

rpm -eiptables

And of course, why keep ipchains lying around when it is of no use? That is done the same way as with
the old iptables binaries, etc:
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rpm -eipchains

After dl thisis done you are finished to update the iptables package from source according to the source
ingdlation ingtructions. None of the old binaries, libraries or indlude files etc should be lying around any
more,

How aruleisbuilt

This chapter will discussin legth how to build your rules. A rule could be described as the pure rules the
firewal will follow when blocking different connections and packets in each chain. Each line you write
that's inserted to a chain should be considered arule. We will dso discuss the basic matches that st
available and how to use them as well asthe different targets and how we can make new targets to use
(ie, new subchains).

Basics

Asweve dready explained each ruleisaline that the kerndl looks at to find out what to do with a
packet. If dl the criterias, or matches, are met, we perform the target, or jJump, ingtruction. Normaly we
would write a rule something like this

iptables[-tt abl e] command [match] [target/jump]

Thereis nothing that says that the target ingtruction must be last in the line, however, you would do this
normaly to get a better readability. Also, we have used this way of writing rulessince it isthe most usud
way of writing them. Hence, if you read someone e ses script you'll most likely recognise the way of
writing arule and understand it quickly.

If you want to use another table than the standard table, you could insert the table specification where
[table] is specified. However, it is not necessary to pecify it explicitly dl the time since iptables per
default uses thefilter table to implement your commands on. It is not required to put the table specification
at thislocetion, either. It could be set pretty much anywhere in the rule, however, it ismore or less
gandard to put the table specification at the beginning of the commandline.

One thing to think about though; the command should dways befirg, or directly after the table
specification. Thistells the iptables command what to do. We will enter this a bit further on. We use this
first variable to tell the program wheat to do, for example to insert arule or to add arule to the end of the
chain, or to delete arule.

The match is the part which we send to the kerndl that says what a packet must look like to be matched.
We could specify what P address the packet must come from, or which network interface the packet
must come from etc. There is ahegp of different matches that we can use that we will look closer at
further on in this chapter.
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Findly we have the target of the packet. If dl the matches are met for a packet we tell the kernd to
perform this action on the packet. We could tdll the kerndl to send the packet to another chain that we
create oursdf, which must be part of thistable. We could tell the kernd to drop this packet dead and do
no further processing, or we could tell kernd to send a specified reply to be sent back. As with the rest of
the content in this section, well look closer at them further on in the chapter.

Tables

The -t option specifies which table to use. Per default, the filter table is used. The following options are
available to the -t command:

Tablel. Tables
Table Explanation
nat The nat table is used mainly for Network Address Trandation. Packetsin a stream

only traverse this table once. The first packet of astream isdlowed, we presume. The
rest of the packets in the same stream are automatically NAT'ed or Masqueraded etc,
in case they are supposed to have those actions taken on them. The rest of the
packets in the stream will in other words not go through this table again, but instead
they will automaticaly have the same actions taken to them asthe first packet in the
gream. Thisis one reason why you should not do any filtering in this table, as we will
discuss more in length further on. The PREROUTING chain is used to dter packets
as soon asthey get into the firewal. The OUTPUT chainis used for dtering localy
generated packets (ie, on the firewal) before they get to the routing decision. Note
that OUTPUT is currently broken. Findly we have the POSTROUTING chain which
is used to dter packets just asthey are about to leave the firewall.

mangle Thistable is used mainly for mangling packets. We could change different packets and
how their headers look among other things. Examples of this would be to change the
TTL, TOS or MARK. Note that the M ARK is not redly achange to the packet,
but amark for the packet is set in kernelspace which other rules or programs might
use further on in the firewal to filter or do advanced routing on with tc as an example.
Thetable conggts of two built in chains, the PREROUTING and OUTPUT chains.
PREROUTING is used for dtering packets just asthey enter the firewall and before
they hit the routing decison. OUTPUT is used for changing and dtering locdly
generated packets before they enter the routing decision. Note that mangle can not be
used for any kind of Network Address Trandation or Masguerading, the nat table
was made for these kinds of operations.

filter The filter table should be used for filtering packets generdly. For example, we could
DROP, LOG, ACCEPT or REJECT packets without problems asin the other
tables. There are three chain built in to thistable. The first oneis named FORWARD
and isused on dl non-locally generated packets that are not destined for our localhost
(the firewdll, in other words). INPUT is used on all packets that are destined for our
loca hodt (the firewall) and OUTPUT isfindly used for al localy generated packets.
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The ligting above has hopefully explained the basics about the three different tables that are avalable.
They should be used for totdly different things, and you should know whét to use each chain for. If you
do not understand their usage you may well fal into a pit once someone finds the hole you have
unknowingly placed in the firewall yoursalf. We will discuss the tables and chains morein the Traversing
of tables and chainshapter.

Commands

In this section we will bring up dl the different commands and what can be done with them. The
command tellsiptables what to do with the rest of the commandline that we send to the program.
Normaly we want to either add or delete something to some table or another. The following commands
are avalableto iptables:

Table 2. Commands

Command

Example

Explanation

-A, --append
iptables-A INPUT ...

This command gppends the rule to the end of the chain. The rule will will in other words aways be put
last in the ruleset in comparison to previoudy added rules, and hence be checked last, unless you
gppend or insart more rules later on.

-D, --delete
iptables-D INPUT --dport 80 -j DROP, iptables-D INPUT 1

This command deletes arule in achain. This could be done in two ways, ether by specifying aruleto
meatch with the -D option (asin the first example) or by specifying the rule number that we want to
match. If you use the first way of deleting rules, they must match totaly to the entry in the chain. If you
use the second way, the rules are numbered from the top of each chain, and the top rule is number 1.

-R, --replace
iptables-R INPUT 1-s192.168.0.1 - DROP

This command replaces the old entry at the specified line. It works in the same way asthe --delete
command, but instead of totaly deleting the entry, it will replace it with a new entry. This might be good
while experimenting with iptables mainly.

-l, --insert
iptables-l1 INPUT 1 --dport 80 -j ACCEPT

Insert arule somewherein achan. Theruleisinserted at the actud number that we give. In other
words, the above example would be inserted &t place 1 in the INPUT chain, and hence it would be the
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absolutdly firgt rule in the chain from now on.
-L, --list
iptables-L INPUT

This command ligts dl the entries in the specified chain. In the above case, we would lig dl the entriesin
the INPUT chain. It'saso legd to not specify any chain at dl. In the last case, the command would list
al the chainsin the specified table (To specify atable, see the Tables section). The exact output is
affected by other options sent to the program, for example the -n and -v options, etcetera.

F, -flush
iptables -F INPUT

This command flushes the specified chain from dl rules and is equivaent to deleting each rule one by
one but is quite a bit fagter. The command can be used without options, and will then delete dl rulesin
al chainswithin the specified table.

-Z, --7Z&r0

iptables-Z INPUT

This command tells the program to zero al countersin aspecific chain or in dl chains. If you have used
the -v option with the -L. command, you have probably seen the packet counter in the beginning of each
field. To zero this packet counter, use the -Z option. This option works the same as-L except that -Z
won't list therules. If -L and -Z is used together (which islegd), the chains will first be listed, and then
the packet counters are zeroised.

-N, --new-chain
iptables-N allowed

This command tdlls the kernd to create a new chain by the specified name in the pecified table. In the
above example we create achain called allowed. Note that there must be no target of the same name
previoudy to cregting it.

-X, --delete-chain
iptables-X allowed

This command del etes the specified chain from the table. For this command to work, there must be no
rules that are referring to the chain that is to be deleted. In other words, you would have to replace or
ddete dl rulesreferring to the chain before actudly deeting the chain. If this command is used without
any options, dl chainsthat are not built in will be deleted from the specified table.

-P, --palicy
iptables-P INPUT DROP

This command tells the kernd to set a specified default target, or policy, on achain. All packets that
don't match any rule will then be forced to use the policy of the chain. Legd targets are: DROP,
ACCEPT and REJECT (There might be more, mall meif s0)

-E, --rename-chain
iptables -E allowed disallowed
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The -E command tellsiptables to rename the first name of a chain, to the second name. In the example
above we would, in other words, change the name of the chain from al | owed todi sal | owed.
Note that thiswill not affect the actud way the table will work. It is, in other words, just a cosmetic
changeto the table.

A command should aways be specified, unless you just want to list the built-in help for iptables or get
the verson of the command. To get the version, use the -v option and to get the help message, use the -h
option. As usud, in other words. Here comes a few options that can be used together with afew different
commands. Note that we tell you with which commands the options can be used and what effect they will
have. Also note that we do not tell you any options here that is only used to affect rules and matches. The
matches and targets are instead looked upon in alater section of this chapter.

Table 3. Options

Option

Commands used with

Explanation

-v, --verbose

--list, --append, --insert, --delete, --replace

This command shows a verbose output and is mainly used together with the --list command. If used
together with the --list command it makes the output from the command include the interface address,
rule options and TOS masks. The --list command will aso include a bytes and packet counter for each
rule if the --ver bose option is set. These counters usesthe K (x1000), M (x1,000,000) and G
(x1,000,000,000) multipliers. To overcome this and to get exact output, you could use the -x option
described later. If this option is used with the --append, --insert, --delete or --r eplace commands, the
program will output detailed information on what happens to the rules and if it wasinserted correctly
efcetera

-X, --exact

--list

This option expands the numerics. The output from --list will in other words not contain the K, M or G
multipliers. Instead we will get an exact output of how many packets and bytes that has matched the
rule in question from the packets and bytes counters. Note that this option is only usable in the --list
command and isn't redly relevant for any of the other commands.

-n, --numeric

--list

This option tellsiptables to output numerica vaues. 1P addresses and port numbers will be printed by
using their numerica vaues and not hostnames, network names or gpplication names. Thisoption is
only gpplicable to the --list command. This option overrides the default of resolving al numericsto
hosts and namesiif possble.

--lineenumbers

--list
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The --line-numbers command is used to output line numbers together with the --list command. Each
rule is numbered together with this option and it might be easier to know which rule has which number
when you're going to insert rules. This option only works with the --list command.

-C, --Set-counters

--insert, --append, --replace

This option is used when cregting arule in some way or modifying it. We can then use the option to
initidize the packets and bytes counters of the rule. The syntax would be something like --set-counters
20 4000, which would tell the kernd to set the packet counter to 20 and byte counter to 4000.

--modprobe
All

The --modprobe option is used to tell iptables which command to use when probing for modules to the
kernd. It could be used if your modprobe command is not somewhere in the searchpath etc. In such
cases it might be necessary to specify this option so the program knows what to do in case a needed
module is not loaded. This option can be used with al commands.

M atches

This section will talk a bit more about the matches. I've chosen to split down the matches into five
different subcategories here. Firgt of al we have the generic matches which are generic and can be used
indl rules. Then we have the TCP matches which can only be applied to TCP packets. We have UDP
matches which can only be gpplied to UDP packets and | CMP matches which can only be used on
|CMP packets. Findly we have specia matches such as the sate, owner and limit matches and so on.
These find matches hasin turn been split down to even more subcategories even though they might not
necessarily be different matches at dl. | hope thisis a reasonable breakdown and that al people out there
can understand this breakdown.

Generic matches

This section will ded with Generic matches. A generic match isakind of match thet is dways avallable
whatever kind of protocol we are working on or whatever match extensions we have loaded. No specia
parameters are in other words needed to load these matches at dl. | have also added the --pr otocol
match here, even though it is needed to use some protocol specific matches. For example, if we want to
usean TCP match, we need to use the --protocol match and send TCP as an option to the match.
However, --protocol isinitsef amatch, too, snce it can be used to match specific protocols. The
following maiches are dways available.

Table 4. Generic matches

Command

Example
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Ep¢ptpnatcaol
iptables-A INPUT -p tcp

This match is used to check for certain protocols. Examples of protocols are TCP, UDP and ICMP.
Thislig can vary abit a the sametime snceit usesthe/ et ¢/ pr ot ocol s if it can not recognise
the protocol itsdf. First of al the protocol match can take one of the three aforementioned protocols, as
well as ALL, which means to match al of the previous protocols. The protocol may aso take anumeric
vaue, such as 255 which would mean the RAW P protocol. Findly, the program knows about dl the
protocolsinthe/ et ¢/ pr ot ocol s fileaswe dready explained. The command may dso take a
commadeimited ligt of protocols, such as udp,tcp which would match al UDP and TCP packets. If
this match is given the numeric value of zero (0), it means ALL protocols, which in turn is the default
behaviour in case the --protocol match is not used. This maich can dso be inversed with the! sign, so -
-protocoal ! tcp would mean to match the ICM P and UDP protocols.

-S, --9'C, --Sour ce

iptables-A INPUT -s192.168.1.1

Thisis the source match which is used to match packets based on their source IP address. The main
form can be used to match single I P addresses such as 192.168.1.1. 1t could be used with a netmask in
abitsform. Oneway isto do it with an regular netmask in the 255.255.255.255 form (ie, 192.168.0.0/
255.255.255.0), and the other way isto only specify the number of ones (1's) on the left Sde of the
network mask. This means that we could for example add /24 to use a 255.255.255.0 netmask. We
could then match whole IP ranges, such as our loca networks or network segments behind the firewall.
The line would then look something like, for example, 192.168.0.0/24. This would match al packetsin
the 192.168.0.x range. We could aso inverse the match with an ! just as before. If we would in other
words use amatch in the form of --source! 192.168.0.0/24 we would match all packets with a source
address not coming from within the 192.168.0.x range. The default is to match al 1P addresses.

-d, --ds<t, --destination
iptables-A INPUT -d 192.168.1.1

The --destination match is used to match packets based on their destination address or addresses. It
works pretty much the same as the --sour ce match and has the same syntax, except that it matches
based on where the packets are going. To match an IP range, we can add a netmask either in the exact
netmask form, or in the number of ones (1's) counted from the |eft Sde of the netmask bits. It would
then look like either 192.168.0.0/255.255.255.0 or like 192.168.0.0/24 and both would be equivaent
to each other. We could adso invert the whole match with an ! Sgn, just as before. --destination !
192.168.0.1 would in other words match al packets except those not destined to the 192.168.0.1 IP
address.

-, --in-interface
iptables-A INPUT -i ethO

This match is used to match based on which interface the packet came in on. Note that this option is
only legd inthe INPUT, FORWARD and PREROUTING chains and will render an error message
when used anywhere ese. The default behaviour of this match, in case the match is not specified, isto
assume agring vaue of +. The + vadueis used to match a string of letters and numbers. A sngle +
would in other words tell the kerndl to match al packets without considering which interface it camein
on. The + string can aso be used at the end of an interface, and eth+ would in other words maich al
ethernet devices. We can d o invert the meaning of this option with the help of the! sgn. Theline
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would then have a syntax looking something like -i ! ethO, which would mean to match al incoming
interfaces, except ethO.

-0, --out-interface
iptables-A FORWARD -0 ethO

The --out-interface match is used to match packets depending on which interface they are leaving on.
Note that this match is only available in the OUTPUT, FORWARD and POSTROUTING chains, in
opposite of the --in-interface match. Other than this, it works pretty much the same asthe --in-

inter face match. The + extenson is understood so you can match dl eth devices with eth+ and so on.
To inverse the meaning of the match, you can usethe! sgnin exactly the same sense asin the --in-
interface match. Of course, the default behaviour if this match isleft out isto maich al devices,
regardiess of where the packet is going.

-f, --fragment
iptables-A INPUT -f

This match is used to match the second and third part of a fragmented packet. The reason for thisisthat
in the case of fragmented packets, thereis no way to tell the source or destination ports of the
fragments, nor ICMP types, among other things. Also, fragmented packets might in rather specia cases
be used to compile attacks against computers. Such fragments of packets will not be matched by other
rules when they look like this, and hence this match was created. This option can also be used in
conjunction with the! gn, however, in this case the ! sgn must precede the match, like this! -f. When
this match isinversed, we maich al head fragments and/or unfragmented packets. What this meansis
that we match al the first fragments of afragmented packets, and not the second, third, and so on,
fragments. We dso match al packets that has not been fragmented during the transfer. Also note that
there are defragmentation options within the kernd that can be used which areredlly good. Asa
secondary note, in case you use connection tracking you will not see any defragmented packets since
they are dedlt with before hitting any chain or tablein iptables.

Implicit matches

This section will describe the matches that are loaded implicitly. Implicit matches are loaded
autometically when wetdl iptables theat this rule will match for example TCP packets with the --pr otocol
match. There are currently three types of implicit matches that are loaded autometicaly for three
different protocols. These are TCP matches, UDP matches and |CMP matches. The TCP based
meatches contain a set of different matches that are available for only TCP packets, and UDP based
matches contain another set of matchesthat are available only for UDP packets, and the same thing for
ICMP packets. Thereis aso explicitly loaded matches that you must load explicitly with the-m or --
match option which we will go through later on in the next section.

TCP matches

These matches are protocol specific and are only available when working with TCP packets and streams.
To use these matches you need to specify --protocol tcp on the command line before trying to use these
matches. Note that the --protocol tcp match must be to the left of the protocol specific matches. These
matches are loaded implicitly in a sense, just asthe UDP and |CMP matches are loaded implicitly. The
other matches will be looked over in the continuation of this section, after the TCP match section.
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Table5. TCP matches

M atch

Example

Explanation

--§port, --sour ce-port
iptables-A INPUT -p tcp --sport 22

The --sour ce-port match is used to match packets based on their source port. This match can either
take a service name or a port number. If you specify a service name, the service name must beinthe /[
et c/ servi ces filesnceiptables usesthisfileto look up the service name in. If you specify the
port by port number, the entry of the rule will be dightly faster snce iptables don't have to check up
the service name, however, it could be alittle bit harder to read in case you pecify the numeric vaue. If
you are writing aruleset conssting of a 200 rules or more, you should definitely do this by port numbers
since you will be able to notice the difference(On a dow box, this could make as much as 10 seconds if
you are running alarge ruleset conssting of 1000 rules or s0). The --sour ce-port match can aso be
used to match awhole range of portsin this fashion --sour ce-port 22:80 for example. This example
would match al source ports between 22 and 80. If we omit the first port specification, the port O is
assumed to be the one we mean. --sour ce-port :80 would then match port O through 80. And if the
last port specification is omitted, port 65535 is assumed. If we would write --sour ce-port 22: we
would in turn get a port specification that tells us to match al ports from port 22 through port 65535. I
we inversed the port specification in the port range so the highest port would be first and the lowest
would be lagt, iptables automaticaly reverses the inversion. If a source port definition looked like --
sour ce-port 80:22, it would be understood just the same as --sour ce-port 22:80. We could aso
invert amatch by adding a! sgn like --sour ce-port ! 22 which would mean that we want to metch dl
ports but port 22. Theinverson could aso be used together with a port range and would then look like
--sour ce-port ! 22:80, which in turn would mean that we want to match al ports but port 22 through
80. Note that this match does not handle multiple separated ports and port ranges. For more
information about this, look at the multiport match extenson.

--dport, --destination-port
iptables-A INPUT -p tcp --dport 22

Thismatch is used to match TCP packets depending on its destination port. It uses exactly the same
syntax as the --sour ce-port match. It understands port and port range specifications, aswell as
inversons. It does aso reverse high and low portsin a port range specification if the high port went into
the first spot and the low port into the last spot. The match will dso assume the values of 0 or 65535 if
the high or low port is|eft out in a port range specification. In other words, exactly the same as --
source-port in syntax. Note that this match does not handle multiple separated ports and port ranges.
For more information about this, ook at the multiport match extenson.

--tcp-flags
iptables -p tcp --tcp-flags SYN,ACK,FIN SYN

This match is used to match depending on the TCP flags in apacket. First of dl the match tekesalist of
flags to compare (amask) and second it takes list of flags that should be set to 1, or turned on. Both
lists should be comma-delimited. The match knows about the SYN, ACK, FIN, RST, URG, PSH
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flags but it aso recognizes the words ALL and NONE. ALL and NONE is pretty much sdf describing,
ALL meansto use dl flags and NONE meansto use no flags for the option it is set. --tcp-flags AL L
NONE would in other words mean to check al of the TCP flags and match if none of the flags are st.
This option can dso be inverted with the ! sign. Also note that the comma delimitation should not
include spaces. The correct syntax could be seen in the example above.

__Wn
iptables-p tcp --syn

The --syn match ismore or less an old relic from the ipchains days and is dtill there out of compatibility
reasons, and for ease of traversng from one to the other. This match is used to match packetsif they
have the SYN hit set and the ACK and FIN bits unset. This command would in other words be exactly
the same as the --tcp-flags SYN,ACK ,FIN SYN match. Such packets are used to request new TCP
connections from a server mainly. If you block these packets, you should have effectively blocked all
incoming connection attempts, however, you will not have blocked the outgoing connections which alot
of exploitstoday uses (for example, hack alegit service and then make a program or such make the
connect to you instead of setting up an open port on your host). This match can dso be inverted with
the! ggninthis ! --syn, way. Thiswould tell the match to match al packet with the FIN or the ACK
bits set, in other words packets in an aready established connection.

--tcp-option

iptables -p tcp --tcp-option 16

Thismatch is used to match packets depending on their TCP options.

UDP matches

This section describes matches that will only work together with UDP packets. These matches are
implicitly loaded when you specify the --protocol UDP maich and will be available after this specification.
Note that UDP packets are not connection oriented, and hence there is no such thing as different flagsto
st in the packet to give data on what the datagram is supposed to do, such as open or closing a
connection, or if they are just Smply supposed to send data. UDP packets do not require any kind of
acknowledgement either. If they arelog, they are smply logt (Not taking ICMP error messaging etcetera
into account). This means that there is quite alot less matches to work with on a UDP packet than there
ison TCP packets. Note that the state machine will work on al kinds of packets even though UDP or

| CMP packets are counted as connectionless protocols. The state machine works pretty much the same
on UDP packets as on TCP packets. There will be more about the state machine in a future chapter.

Table 6. UDP matches

Match

Example

Explanation

--sport, --sour ce-port

iptables-A INPUT -p udp --sport 53
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This match works exactly the same asits TCP counterpart. It is used to perform matches on packets
based on their source UDP ports. It has support for port ranges, single ports and port inversions with
the same syntax. To make a UDP port range you could do 22:80 which would match UDP ports 22
through 80. If the first value is omitted, port O is assumed. If the last port is omitted, port 65535 is
assumed. If the high port comes before the low port, the ports switch place with eachother
autometically. Single UDP port matches look as in the example above. To invert the port match, add a!
dgninthis --source-port ! 53 fashion. This would match al ports but port 80. Of course, the match
can understand service names aslong asthey are avallableinthe/ et ¢/ ser vi ces file Note that
this match does not handle multiple separated ports and port ranges. For more information about this,
look at the multiport match extenson.

--dport, --destination-port
iptables-A INPUT -p udp --dport 53

The same goes for this match as for the UDP verson of --sour ce-port, it is exactly the same asthe
equivdent TCP match, but will work with UDP packets instead. The match is used to match packets
based on their UDP degtination port. The match handles port ranges, single ports and inversions. To
match asingle port we do --destination-port 53, to invert this we could do --destination-port ! 53.
The first would match dl UDP packets going to port 53 while the second would match packets but
those going to the destination port 53. To specify aport range, we would do --destination-port 22:80
for example. This example would match al packets destined for UDP port 22 through 80. If the first
port is omitted, port O is assumed. If the second port is omitted, port 65535 is assumed. If the high port
is placed before the low port, they automatically switch place so the low port winds up before the high
port. Note that this match does not handle multiple ports and port ranges. For more information about
this, look at the multiport match extenson.

|CMP matches

These are the ICMP matches. These packets are even worse than UDP packets in the sense that they
are connectionless. The ICMP protocol is mainly used for error reporting and for connection controlling
and such features. ICMP is not a protocol subordinated to the IP protocol, but more of a protocol beside
the IP protocol that helps handling errors. The headers of al CMP packet are very smilar to those of the
IP headers, but contains differences. The main feature of this protocol is the type header which tells us
what the packet isto do. One exampleisif wetry to access an unaccessible | P adress, we would get an

| CMP host unreachabl e inreturn.For acompletelising of ICMP types, see the ICMP types
gppendix. Thereisonly one ICMP specific match available for ICM P packets, and hopefully this should
auffice. This match isimplicitly loaded when we use the --pr otocol | CM P match and we get accessto it
automatically. Note that al the generic matches can aso be used, so we can know source and degtination
adress too, among other things.

Table7. ICMP matches

M atch

Example

Explanation

--icmp-type
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iptables-A INPUT -p icmp --icmp-type 8

This match is used to specify the ICMP type to match. ICM P types can be specified ether by their
numeric vaues or by their names. Numerica values are specified in RFC 792. To find acomplete listing
of the ICMP name vaues, do aiptables--protocol icmp --help, or check the ICMP types appendix.
This match can dso beinverted with the ! Sgninthis --icmp-type! 8, fashion. Note that some ICMP
types are obsolete, and others again may be "dangerous’ for asmple host since they may, among other
things, redirect packets to the wrong places.

Explicit matches

Explicit matches are matches that must be specifically loaded with the -m or --match option. If we would
like to use the state matches for example, we would have to write -m state to the left of the actud match
using the state matches. Some of these matches may be specific to some protocols, or was created for
testing/experimentd use or plainly to show examples of what could be accomplished with iptables. This
in turn means that al these matches may not dways be useful, however, they should mostly be useful since
it al depends on your imagination and your needs. The difference between implicitly loaded matches and
explicitly loaded onesis that the implicitly loaded matches will automaticaly be loaded when you, for
example, match TCP packets, while explicitly loaded matches will not be loaded automaticaly in any case
and it isup to you to activate them before using them.

MAC match

Table 8. MAC match options

M atch

Example

Explanation

--mac-sour ce
iptables-A INPUT --mac-sour ce 00:00:00:00:00:01

This match is used to match packets based on their MAC source address. The MAC address specified
must bein the form XX: XX: XX: XX: XX: XX, else it will not be legd. The match may be reversed with
an! sgn and would look like --mac-sour ce ! 00:00:00:00:00:01. Thiswould in other words reverse
the meaning of the match so al packets except packets from this MAC address would be matched.
Note that snce MAC addresses are only used on ethernet type networks, this match will only be
possible to use on ethernet based networks. This match isaso only vaid in the PREROUTING,
FORWARD and INPUT chains and nowhere ese.

Limit match

The limit match extenson must be loaded explicitly with the -m limit option. This match is excellent to
use to do limited logging of specific rules etcetera. For example, you could use thisto meatch al packets

http://peopl e.unix-fu.org/andreasson/i ptabl es-tutoria/iptabl es-tutorial .html 21:25:51 10/06/2002



|ptables Tutorial 1.1.9 Pagina 151

that goes over the edge of a certain chain, and get limited logging of this. What this means, is that when
we add this match we limit how many times a certain rule may be matched in a certain timeframe. Thisis
its main usage, but there are more usages, of course. The limit match may aso be inversed by adding a!
flag in front of the limit match explicit loading, it would then look like -m ! limit. Thismeansthet all
packets will be matched after they have broken the limit.

Table9. Limit match options

M atch

Example

Explanation

--limit

iptables-A INPUT -m limit --limit 3/hour

This sets the maximum average matching rate of the limit match. This match is specified with a number
and an optiond time specifier. The following time specifiers are currently recognised: /second /minute /

hour /day. The default value here is 3 per hour, or 3/hour. This tells the limit match how many timesto
let this match run per timeunit (ie /minute).

--limit-bur st

iptables-A INPUT -m limit --limit-burst 5

Thisisthe stting for the burst limit of the limit match. It tells iptables the maximum initid number of
packets to match. This number gets recharged by one every time the limit specified is not reached, up to

this number. The default vaue is 5. (If anyone got a good/better and smpler explanation than this, send
me amail and I'll try to make this more understandable).

Multiport match
The multiport match extension can be used to specify more destination ports and port ranges than one,

which would sometimes mean you would have to make severd rules looking exactly the samejust to
match different ports.

Table 10. Multiport match options

M atch

Example

Explanation

--sour ce-port
iptables-A INPUT -p tcp -m multiport --sour ce-port 22,53,80,110

This match matches multiple source ports. A maximum of 15 separate ports may be specified. The
ports must be comma delimited, as you can see in the example. This match may only be used in
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conjunction with the -p tcp or -p udp matches. It ismainly an enhanced version of the norma --sour ce-
port match.

--destination-port
iptables-A INPUT -p tcp -m multiport --destination-port 22,53,80,110

This match is used to match multiple destination ports. It works exactly the same way as the source port
meatch mentioned just above, except that it matches detination ports. It has a maximum specification of
15 ports and may only be used in conjunction with -p tcp and -p udp.

--port
iptables-A INPUT -p tcp -m multiport --port 22,53,80,110

This match extension can be used to match packets based both on their destination port and their
source port. It works the same way as the --sour ce-port and --destination-port matches above. It
can take a maximum of 15 ports specified to it in one argument. It can only be used in conjunction with
-p tcp and -p udp. Note that this meansthat it will only match packets that comes from, for example,
port 80 to port 80 and if you have specified port 80 to the --port match.

Mark match

The mark match extension is used to match packets based on the marks they have set. A mark isa
gpecid fied only maintained within the kernd that is associated with the packets as they travel through the
computer. They may be used by different kerndl routines for such tasks as traffic shaping and filtering. As
of today, thereisonly oneway of satting amark in Linux, namely the M ARK target in iptables. This
was previoudy done with the FWM ARK target in ipchains, thisiswhy people till refer to FWM ARK
in advanced routing areas. The mark field is currently set to an unsgned integer, hence the limit of 65535
possible marks to use within your ruleset. In other words, you are probably not going to run into this limit
in quite Sometime.

Table 11. Mark match options

Match

Example

Explanation

-—-mark

iptables-t mangle-A INPUT -m mark --mark 1

Thismatch is used to match packets that have previoudy been marked. Marks can be set with the
MARK target which we will discuss abit more later on in the next section. All packets traveling
through netfilter gets a specid mark field associated with them. Note that this mark fidld does not in any
way travel outsde, with or without the packet, the actual computer itsdlf. If this mark fidd matches the
mark meatch it isamatch. The mark fidd is an unsigned integer, hence there can be a maximum of
65535 different marks. Y ou may aso use amask with the mark. The mark specification would then
look like, for example, --mark 1/1. If amask is pecified, it islogically ANDed with the mark specified
before the actual comparison.
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Owner match

The owner match extension is used to match packets based on who created them. This extension was
originaly written as an example on what iptables might be usad for. This match only works within the
OUTPUT chain asit looks today, for obvious reasons. It is pretty much impossible to find out any
information about who sent a packet on the other end, or if we where an intermediate hop to the red
dedtination. Even within the OUTPUT chain it is not very reliable since certain packets may not have an
owner. Notorious packets of that sort is different |CM P responses among other things. ICM P responses
will, hence, never match.

Table 12. Owner match options

M atch

Example

Explanation

--uid-owner

iptables-A OUTPUT -m owner --uid-owner 500

This packet match will match if the packet was created by the given User | D (UID). This could be
used to match outgoing packets based on who created them. One possible use would be to block any

other user than root to open new connections outside your firewall, or another possble use could be to
block everyone but the httpuser from creating packets from HTTP.

--gid-owner

iptables-A OUTPUT -m owner --gid-owner O

Thismatch is used to match al packets based on their G- oup | D (GID). This means that we match
al packets based on what group the user creating the packets are in. This could be used to block al but

the users part of the "network" group from getting out onto the internet, or as described above to only
alow "httpgroup” to be able to create packets going out on the HTTP port.

--pid-owner
iptables-A OUTPUT -m owner --pid-owner 78

This match is used to match packets based on their Pr ocess | D (PID) and which PID created the
packets. This match is abit harder to use, but one example would beto only alow PID 94 to send
packets on the HTTP port, or we could write a small script that grabs the PID from a ps output for a
specific daemon and then adds arule for it. (If anyone has actually used this match for a production
sarver, | would love to hear what they used it for and how they did it).

--sid-owner
iptables-A OUTPUT -m owner --sid-owner 100

This match is used to match packets based on their Sessi on | Dandthe Sessi on | D used by
the program in question. If anyone have an ideafor the usage of this match, please give me anote of it
and of other possible uses.
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State match

The state match extension is used in conjunction with the connection tracking code in the kernd and
alows access to the connection tracking state of the packets. This dlows usto know in what state the
connection is, and works for pretty much al protocols, including stateless protocols such as ICMP and
UDP. In dl cases, there will be a default timeout for the connection and it will then be dropped from the
connection tracking database. This match needs to be loaded explicitly by adding a-m state statement to
the rule. Y ou will then have access to one new match. This concept will be more deeply introduced in a
future chapter Snceit issuch alarge area.

Table 13. State matches

M atch

Example

Explanation

--state
iptables-A INPUT -m state --state RELATED,ESTABLISHED

This match option tells the state match what states the packets must bein to be matched. Thereis
currently 4 statesthat can be used. INVALID, ESTABLISHED, NEW and RELATED.
INVALID meansthat the packet is associated with no known stream or connection and that it may
contain faulty data or headers. ESTABLISHED means that the packet is part of an aready
established connection that has seen packets in both directions and is fully vaid. NEW meansthat the
packet has or will start anew connection, or that it is associated with a connection that has not seen
packetsin both directions. Finally, RELATED means that the packet is starting a new connection and
is associated with an dready established connection. This could for example mean an FTP data
trandfer, or an ICMP error associated with an TCP or UDP connection for example. Note that the
NEW date does not look for SYN bitsin TCP packets trying to start a new connection and should,
hence, not be considered very good in cases where we have only one firewall and no load balancing
between different firewals. However, there may be times where this could be useful. For more
information on how this could be used, read in the future chapter on the state machine.

Unclean match

The unclean match takes no options and requires no more than explicit loading when you want to useit.
Note that this option is regarded as experimenta and may not work at dl times, nor will it take care of dl
unclean packages or problems. This maich tries to match packets which seems maformed or unusud,
such as packets with bad headers or checksums and so on. This could be used to DROP connections
and to check for bad streams etcetera, however you should be aware that this may break legal
connections too.

TOS match
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The TOS match can be used to match packets based on their TOSfidd. TOS stands for Type Of
Service, consgts of 8 hits, and islocated in the IP header. This maich isloaded explicitly by adding -m
tos to the rule. TOS is normaly used to tell intermediate hosts the preceeding of the stream, and what
kind of content it hag(not redlly, but it tells usif there is any pecific requirements for this sream such as
that it needsto be sent asfast as possible, or it needs to be able to send as much payload as possible).
How different routers and people dedl with these values depends. Most do not care at all, while others try
their best to do something good with the packets in question and the data they provide.

Table 14. TOS matches

M atch

Example

Explanation

--tos
iptables-A INPUT -p tcp -m tos--tos 0x16

This match is used as described above, it can match packets based on their TOSfidd and their vaue.
This could be used for, among other things, to mark packets for later usage together with the iproute2
and advanced routing functions in linux. The match takes an hex or numeric vaue as an option, or
possibly one of the names given if you do an iptables -m tos -h. At the time of writing it contained the
following namedvdues M ni m ze- Del ay 16 (0x10),Maxi m ze- Throughput 8
(0x08),Maxi m ze-Reliability 4 (0x04),M nim ze-Cost 2 (0x02),and
Nor mal - Servi ce 0 (0x00).M ni m ze- Del ay meansto minimize the delay for the
packets, example of standard protocols that thisincludes are telnet, SSH and FTP-control.

Maxi m ze- Thr oughput meansto find a path that alows as big throughput as possible, a
standard protocol would be FTP-data. Maxi m ze- Rel i abi | i t y meansto maximizethe
reliability of the connection and to use linesthat are as reliable as possible, some good protocols that
would fit with this TOS vaues would be BOOTP and TFTP. M ni i ze- Del ay meansto
minimize the delay until the packets gets through al the way to the client/server, ie find the fastest route.
Some good protocols that would use thiswould be RTSP (Redl Time Stream Control Protocol) and
other streaming video/radio protocols. Nor mal - Ser vi ce would finaly mean any norma protocol
that has no specia needs for their transfers.

TTL match

The TTL match is used to match packets based on their TTL (Time To Live) fidd resding in the IP
header. The TTL fidd contains 2 bits and is decremented once every time it is processed by an
intermediate host between the client and hogt. If the TTL reaches 0, an ICMP type 11 code O (TTL
equas 0 during trangt) or code 1 (TTL equas 0 during reassembly) is transmitted to the party sending the
packet and telling about the problem. This match is only used to match packets based on their TTL, and
not to change anything. Thisistrue here, aswel asin dl kinds of matches. To load this match, you need
to add an -m ttl to therule.

Table15. TTL matches
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Command

Example

Explanation
--ttl
iptables-A OUTPUT -m ttl --ttl 60

This match option is used to specify which TTL vaue to match. It takes an numeric vaue and matches
based on this vaue. Thereis no inverson and there is no other specificsto this match. This target could
be used for debugging your loca network, for example hosts which seems to have problems connecting
to hosts on the internet, or to find possible infestations of trojans etcetera. The usage is pretty much
limited, however, it isonly your imagination which stops you. One example, as described above, would
be to find hosts with bad TTL vaues set as default (may be due to badly implemented TCP/IP stack, or
due to amalconfiguration).

Targets/Jumps

The target/jumps tells the rule what to do with a packet that is a perfect match with the match section of
therule. Thereis afew basic targets, the ACCEPT and DROP targets which we will ded with firgt of dl
targets. However, before we do that, let us have abrief look a how ajump is done.

The jJump specification is done exactly the same as the target definition except thet it requiresachain
within the same table to jump to. To jump to aspecific chain, it isrequired that the chain has aready been
created. Aswe have dready explained before, a chain is crested with the -N command. For example,
let's say we create achain in the filter table called tcp_packets likethis iptables-N tcp_packets. We
could then add ajump target to it like this: iptables-A INPUT -p tcp -j tcp_packets. We would then
jump from the INPUT chainto thetcp_packets chain and start traversing that chain. WherVIf we reach
the end of that chain, we get dropped back to the INPUT chain and the packet starts traversing from the
rule one step below where it jumped to the other chain (tcp_packetsin this case). If apacket is
ACCEPT'ed within one of the subchains, it will automaticaly be ACCEPT 'ed in the superset chain dso
and it will not traverse any of the superset chains any further. However, do note that the packet will
traverse dl other chainsin the other tablesin anormal fashion. For more information on table and chain
traversing, see the Traversing of tables and chains chapter.

Targets on the other hand specify an action to take on the packet in question. We could for example,
DROP or ACCEPT the packet depending on what we want to do. Thereis also anumber of other
actions we may want to take which we will describe further on in this section. Targets may adso end with
different results one could say, some targets will make the packet stop traversing the specific chain and
superset chains as described above. Good examples of such rules are DROP and ACCEPT. Rules that
are stopped, will not pass through any of the rules further on in the chain or superset chains. Other targets,
may take an action on the packet and then the packet will continue passing through the rest of the rules
anyway, a good example of thiswould be the LOG, DNAT and SNAT targets. These packets may be
logged, Network Address Trandationed and then be passed on to the other rulesin the same chains. This
may be good in cases where we want to take two actions on the same packet, such as both mangling the
TTL and the TOS vaue of a pecific packet/stream. Some targets will also take options that may be
necessary (What addressto do NAT to, what TOS value to use etcetera) while others have options not
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necessary, but available in any case (log prefixes, masquerade to ports and so on). We will try to answer
al these questions as we go in the descriptions. Let us have alook at what kinds of targets there are.

ACCEPT target

Thistarget takes no specid optionsfirst of al. When a packet is perfectly matched and thistarget is s, it
is accepted and will not continue traversing the chain where it was accepted in, nor any of the caling
chains. Do note, that packets that was accepted in one chain will ill travel through any subsequent chains
within the other tables and may be dropped there. There is nothing specia about this target whatsoever,
and it does not require, or have the possibility, to add options to the target. To use this target, we specify
it like-j ACCEPT.

DROP target

The DROP target does just what it says, it drops packets dead to the ground and refuses to process
them anymore. A packet that matches arule perfectly and then has this action taken on it will be blocked
and no further processing will be done. Note that this action may be a bit bad in certain cases ance it may
leave dead sockets around on the server and client. A better solution would be to use the REJECT
target in those cases, especialy when you want to block certain portscanners from getting to much
information, such as filtered ports and so on. Also note that if a packet hasthe DROP action taken on
them in a subchain, the packet will not be processed in any of the above chainsin the structure ether. The
target will not send any kind of information in ether direction, ether to tell the client or the server astold
previoudy.

QUEUE target

Table 16. QUEUE tar get

Option

Example

Explanation

Option
Example

Explanation

RETURN tar get

The RETURN target will make the current packet stop travelling through the chain where it hit therule. If
it isa subchain to ancther chain, the packet will continue to travel through the above chains in the structure
asif nothing had happened. If the chain isthe main chain, for example the INPUT chain, the packet will
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have the default policy taken on it. The default policy isnormaly set to ACCEPT or DROP or something
thelike.

For example, lets say a packet entersthe INPUT chain and then hits arule that it matches and that givesit
--jump EXAMPLE_CHAIN. The packet will then sart traverang the EXAMPLE_CHAIN, and dl of
asudden it matches a pecific rule which hasthe --jump RETURN target . It will then jump back to
the previous chain, which in this case would be the INPUT chain. Another example would be if the
packet hit a--jump RETURN ruleinthe INPUT chain. It would then be dropped to the default policy
as previoudy described, and no more actions would be taken in this chain.

L OG target

The LOG target is specialy made to make it possible to log snippets of information about packets that
may beillegd, or for pure bughunting and errorfinding. The LOG target will log specific information such
asmogt of the IP headers and other interesting information via the kerndl logging facility. Thisinformation
may then be read with dmesg or syslogd and likely programs and gpplications. Thisis an excdlent target
to use while you are debugging your rulesets to see what packets go where and what rules are applied on
what packets. Also note that it may be aredly great ideato usethe LOG target instead of the DROP
target while you are testing arule you are not 100% sure about on a production firewall snce this may
otherwise cause severe connectivity problems for your users. Also note that the UL OG target may be
interesting in case you are getting heavy logs, snce the UL OG target has support for logging directly to
MySQL databases and such.

Note that it isnot aiptables or neffilter problem in case you get your logs to the consoles or likely, but
ingtead a problem of your sydogd configuration which you may findin/ et ¢/ sysl og. conf . Read
morein man sysog.conf for information about these kind of problems.

The LOG target currently takes five options that may be interesting to use in case you have specific needs
for more information, or want to set different options to specific vaues. They are dl listed below.

Table 17. LOG target options

Option

Example

Explanation

--log-level
iptables-A FORWARD -p tcp -j LOG --log-level debug

Thisisthe option that we can useto tdl iptables and syslog which log leve to use. For acomplete list
of loglevelsread thesy sl og. conf manud. Normdly there are the following log levels, or priorities
asthey are normdly referred to: debug, info, notice, warning, warn, err, error, cit, dert, emerg and
panic. The keyword error isthe same as err, warnis the same as warning and panic isthe same as
emerg. Note that al three of these are deprecated, in other words do not use error, warn and panic.
The priority defines the severity of the message being logged. All messages are logged through the
kernd facility. In other words, setting kern.=info/ var /| og/ i pt abl es inyour sydog.conf file
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and then letting dl your LOG messagesin iptables use log leve info, would make al messages appear

inthe/ var /1 og/ i pt abl es file Note that there may be other messages here as well from other

parts of the kernd that uses the info priority. For more information on logging | recommend you to read
thesyslog andsysl og. conf manpagesaswell as other HOWTO's etcetera.

--log-pr efix
iptables-A INPUT -p tcp -] LOG --log-prefix " INPUT packets'

This option tellsiptables to prefix adl 1og messages with a specific prefix which may then be very good
to use together with, for example, gr ep and other tools to distinguish specific problems and outputs
from specific rules. The prefix may be up to 29 letters long, including whitespace and those kind of
symbals.

--log-tcp-sequence

iptables-A INPUT -p tcp -j LOG --log-tcp-sequence

This option will log the TCP Sequence numbers together with the log message. The TCP Sequence
number are specid numbers that identify each packet and where it fitsinto a TCP sequence and how
the stream should be reassembled. Note that this option is a security risk if the log is readable by any
users, or by the world for that matter. Any log that is, which may contain logging messages from
iptables.

--log-tcp-options
iptables-A FORWARD -p tcp -j LOG --log-tcp-options

The --log-tcp-options option will log the different options from the TCP packets header. These may be
vauable when trying to debug what may go wrong and what has gone wrong. This option takes no
vaiable fidds or anything like that, just as most of the LOG options.

--log-ip-options
iptables-A FORWARD -p tcp -j LOG --log-ip-options

The --log-ip-options option will log most of the IP packet header options. This works exactly thesame
asthe --log-tcp-options option, but instead works on the | P options. These logging messages may be
va uable when trying to debug or finding out specific culprits and what goes wrong, just the same asthe
previous option.

MARK target

The MARK target is used to set netfilter mark vaues that are associated with specific packets. This
target isonly vaid in the mangle table, and will not work outside there. The M ARK vaues may be used
in conjunction with the advanced routing capabilitiesin Linux to send different packets through different
routes and to tell them to use different queue disciplines (qdisc), etcetera. For more information on
advanced routing, check out the LARTC HOWTO. Note that the mark vaueis not set within the actua
package, but is an vaue that is associated within the kernd with the packet. In other words, you may not
set aM ARK for a package and then expect the M ARK to ill be there on another computer. If thisis
what you want, you will be better off with the TOS target which will manglethe TOS vadue in the IP
header.
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Table 18. MARK target options

Option

Example

Explanation

--set-mark
iptables -t mangle -A PREROUTING -p tcp --dport 22 - MARK --set-mark 2

The--set-mark option is required to set amark. The --set-mar k match takes an integer value. For
example, we may set mark 2 to a specific stream of packets, or on al packets from a specific host and
then do advanced routing on that hogt, limiting or unlimiting their network speed etcetera

REJECT target

The REJECT target works basicdly the same as the DROP target, but it aso sends back an error
message to the host sending the packet that was blocked. The REJECT target is as of today only vdid in
the INPUT, FORWARD and OUTPUT chain or subchains of those chains, which would dso be the only
chains where it would make any sense to put thistarget in. Note that the chains that usesthe REJECT
target may only be cdled upon by the INPUT, FORWARD, and OUTPUT chains, ese they won't work.
There currently is only one option which controls the nature of how this target works, which in turn may
take ahuge st of variables. Mogt of them are fairly easy to understand if you have a basic knowledge of
TCPI/IP.

Table 19. REJECT target

Option

Example

Explanation
--rgect-with
iptables-A FORWARD -p TCP --dport 22 -j REJECT --rgect-with tcp-reset

Thisoption tellsthe REJECT target what response to send to the host that sent the packet that we
found to be a match. Once we get a packet that matches a specific rule and we specify this target, the
target will firgt of al send the specified reply, and then the packet is dropped dead to the ground, just
the same as with the DROP target. There are currently the following reject types that can be used:

i cnmp- net -unr eachabl e, i cnp- host - unreachabl e,i cnp- port -

unr eachabl e,i cnp- prot o- unr eachabl e,i cnp- net - prohi bi ted andi cnp-
host - pr ohi bi t ed. The default error message isto send an port-unreachable to the host. All of
the above are ICMP error messages and may be set as you wish, and you may get some more
information by looking in the appendix | CMP types. There is also an option caled echo-reply, but this
option may only be used in conjunction with rules which would match ICMP ping packets. Findly,
there is one more option called tcp-r eset which may only be used together with the TCP protocol. the
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tep-reset option will tell REJECT to send an TCP RST packet in reply to the sending host. TCP RST
are used to close open connections gracefully. For more information about the TCP RST read REC
793 - Transmission Control Protocol. As stated in the iptables man page, thisis mainly ussful for
blocking ident probes which frequently occur when sending mail to broken mail hosts, which won't
accept your mail otherwise.

TOStarget

The TOS target is used to set the Type of Service fied within the IP header. The TOS fidd conssts of 8
bits which are used to route packets. Thisis one of the few fields that can be used within iproute2 and its
subsystem to route packets. Also note that if you handle severd separate firewals and routers, thisis the
only way to propagate routing information between these routers and firewadls within the actua packet.
As noted before, the M ARK target which setsaM ARK associated with a specific packet is only
available within the kerndl, and can not be propagated with the packet. If you feel a need to propagate
routing information on how to do routing for a specific packet or stream, you should hence set the TOS
fidd which was developed for this. There are currently alot of routers on the internet which does a pretty
bad job at this so it may be abit useless as of now to do any TOS mangling before sending the packets
on to the internet. At best the routers will do nothing with the TOS fidd, and they will not even look at
them. At worgt, they will look &t the TOS field and do the wrong thing based on the information. As
dated previoudy, however, there is most definitely agood use if you have alarge WAN or LAN with
severd routers and actualy have the possibility to give packets different routes and preference depending
on their TOS vaue, at least within your own network.

Note that thistarget is only vaid within the mangle table and can not be used outside it. Also note that
some old versons (1.2.2 or below) of iptables provided a broken implementation of this target which
would not fix the packet checksum upon mangling, and hence rendered the packets bad and in need of
retransmission, which in turn most probably would be mangled and the connection would never work.

The TOS target only takes one option as described below.

Table 20. TOS tar get

Option

Example

Explanation

--set-tos
iptables -t mangle-A PREROUTING -p TCP --dport 22 -j TOS --set-tos 0x10

The --set-tos option tels the TOS mangler what TOS vaue to set on packets that are matched. The
option takes a numeric vaue, ether in hex or in decima vaue. Asthe TOS vaue congsts of 8 hits, the
value may be 0-255, or in hex 0x00-OxFF. Note that most of these values will never be used by
anyone on the internet S0 you may be better of by using the named values available (which should be
more or less standardized). ThesevauesareM ni ni ze- Del ay (decimd vaue 16, hex vdue
0x10), Maxi m ze- Thr oughput (decimd vaue 8, hex vaue 0x08), Maxi m ze-

Rel i abi | i ty (decimd vaue4, hex value 0x04), M ni m ze- Cost (decimd vaue 2, hex
0x02) or Nor mal - Ser vi ce (decima vaue 0, hex vaue 0x00). The default value on most packets
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areNor mal - Ser vi ce, or 0. Note that you can, of course, use the actual names instead of the
actua hex valuesto set up the TOS vaue, and it should generdly be recommended since the values
behind the names may be changed if you are unlucky. For acomplete listing of the "descriptive vaues',
do an iptables-j TOS-h. Thisliging is complete as of iptables 1.2.5 and should hopefully be so for
another period of time.

MIRROR target

The MIRROR target is an experimenta demondtration target only, and you should be warned of using
thisance it may result in redly bad loops, hence resulting in abad kind of Denid of Service, among other
things TheMIRROR target is used to invert the source and destination fields in the IP header, and then
to retranamit the packet. Thisresultsin some redly funny things, and | would be quite sure that someone
has had a good laugh at some cracker or another that has cracked his own box viathis target by now.
The result of thistarget isredly smple. Lets say we set upaM I RROR target for port 80 at computer
A. If computer B would be coming from yahoo.com, and tried to accessthe HTTP server at computer A,
the MIRROR target would make so computer B got the webpage at yahoo.com back (since thisiswhere
he came from).

Note that the M RROR target isonly vaid within the INPUT, FORWARD and PREROUTING
chains, and any user-defined chains which are only caled from those chains. Also note that the outgoing
packets created by the MIRROR target is not seen by any of the norma chainsin thefilter, NAT or
mangle tables to avoid loops and other problems. However, this does not make the target free of any
likely problems. One thing would for example be to send a spoofed packet to a host that uses the
MIRRORcommand withaTTL of 255, and seeto it that the packet is spoofed so it looks asif it
comes from another host that usesthe M IRROR command. The packet will then bounce back and forth
a huge set of times, depending on how many hops there is between them. If thereis only 1 hop, the
packet will jJump back and forth 240-255 times. Not bad for a cracker in other words to send 1500
bytes of data, and eat up 380 kbyte of your connection. Note that thisis a best case scenario for the
cracker or scriptkiddie, whichever we want to cal them.

SNAT target

The SNAT target is used to do Source Network Address Trandation, which means that this target will
rewrite the Source |P address in the | P heeder of the packet. For example, this is good when we want
severd computers to share an internet connection. We could then turn on ip forwarding in the kerndl, and
then set an SNAT rule which would trandate dl packets from our loca network to the sour ce | P of our
own internet connection. Without doing this, the outside world would not know where to send reply
packets, snce our local networks should use the IANA specified | P addresses which are alocated for
LAN networks. If we forwarded these packets asis, noone on the internet would know that they where
actudly from us. The SNAT target does dl the trandation needed to do thiskind of work, letting al
packets leaving our LAN look asif they came from asingle hogt, which would be our firewall.

The SNAT target isonly valid within the nat table, within the POSTROUTING chain. Thisisin other
words the only place that you may do SNAT in. If the first packet in a connection is mangled in this
fashion, then dl future packetsin the same connection will aso be SNAT 'ed and, also, no further
processing of rulesinthe POSTROUTING chain will be commenced on the packets in the same stream.
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Table21. SNAT target

Option

Example

Explanation

--to-source

iptables-t nat -A POSTROUTING -0 ethO -j SNAT --to-sour ce 194.236.50.155-
194.236.50.160: 1024-32000

The --to-sour ce option is used to specify which source the packets should use. This option, at it
smplest, takes one | P address to which we should transform all the sour ce | P addressesin the | P
header. If we want to balance between several 1P addresses we could use an range of |P addresses
separated by a hyphen, it would then look like, for example, 194.236.50.155-194.236.50.160 as
described in the example above. The source |P would then be set randomly for each stream that we
open, and asingle stream would always use the same | P address for packets within that stream. There
may also be an range of ports specified that should only be used by SNAT. All the source ports would
then be mapped to the ports specified. Thiswould hence look as within the example above, :1024-
32000 or something dike. iptables will aways try to not make any port dterationsif it is possible, but if
two hosts tries to use the same ports, iptables will map one of them to another port. If no port rangeis
specified, then al source ports below 512 will be mapped to other ports below 512 if needed. Those
between source ports 512 and 1023 will be mapped to ports below 1024. All other ports will be
mapped to 1024 or above. As previoudy stated, iptables will dways try to maintain the source ports
used by the actua workstation making the connection. Note that this has nothing to do with destination
ports, 0 if aclient tries to make contact with an HT TP sarver outsde the firewdl, it will not be
mapped to the FTP control port.

DNAT target

The DNAT target is used to do Destination Network Address Trandation, which meansthat it is used to
rewritethe Dest i nat i on | P address of apacket. If apacket is matched, and thisis the target of
the rule, the packet, and al subsequent packetsin the same stream will be trandated, and then routed on
to the correct device, host or network. Thistarget can be extremely useful, for example, when you have
an hogt running your webserver indde aLAN, but no red 1P to give it that will work on the internet. You
could then tdll the firewall to forward al packets going to itsown HTTP port, on to the real webserver
within the LAN. We may aso specify awhole range of destination | P addresses, and the DNAT
mechanism will choose the destination | P address at random for each stream. Hence, we will be able to
dedl with akind of load balancing by doing this

Note that the DNAT target is only avallable within the PREROUTING and OUTPUT chainsin the nat
table, and any of the chains called upon from any of those listed chains. Note that chains containing
DNAT targets may not be used from any other chains, such as the POSTROUTING chain.

Table 22. DNAT target
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Clotidestination
iBtahigdet nat -A PREROUTING -p tcp -d 15.45.23.67 --dport 80 -j DNAT --to-destination

?:92.}06.1.1-192.168.1.1u
Xp anation

The--to-destination option tetsthe DNAT mechanigmmwhich Destination tPto setinthe 1P header,
and where to send packets that are matched. The above example would send on al packets destined
for |P address 15.45.23.67 to arange of LAN IP's, namely 192.168.1.1 through 10. Note, as
described previoudy, that a angle stream will aways use the same hogt, and that each stream will
randomly be given an |P address that it will ways be Destinated for, within that stream. We could also
have specified only one I P address, in which case we would always be connected to the same host.
Also note that we may add an port or port range to which the traffic would be redirected to. Thisis
done by adding, for example, an :80 statement to the | P addresses to which we want to DNAT the
packets. A rule could then look like --to-destination 192.168.1.1:80 for example, or like --to-
destination 192.168.1.1:80-100 if we wanted to specify a port range. As you can see, the syntax is
pretty much the same for the DNAT target, asfor the SNAT target even though they do two totaly
different things. Do note that port specifications are only vaid for rules that specify the TCP or UDP
protocols with the --protocol option.

MASQUERADE target

The MASQUERADE target is used basicaly the same asthe SNAT target, but it does not require any -
-to-sour ce option. The reason for thisisthat the M ASQUERADE target was made to work with, for
example, didup connections, or DHCP connections, which gets dynamic | P addresses when connecting
to the network in question. This means that you should only use the M ASQUERADE target with
dynamicaly assigned IP connections, which we don't know the actua address of at dl times. If you have
adtatic IP connection, you should instead use the SNAT target.

When you masguerade a connection, it means that we set the 1P address used on a specific network
interface instead of the --to-sour ce option, and the |P address is automatically grabbed from the
information about the pecific interface. The M ASQUERADE target aso has the effect that connections
are forgotten when an interface goes down, which is extremdy good if we, for example, kill a pecific
interface. If we would have used the SNAT target, we may have been left with alot of old connection
tracking data, which would be lying around for days, swallowing up worthful connection tracking
memory. Thisisin generd the correct behaviour when dedling with didup lines that are probable to be
assgned adifferent IP every timeit is up'ed. In case we are assigned a different 1P, the connection islost
anyways, and it ismore or lessidiotic to keep the entry around.

It is4till possible to usethe M ASQUERADE target instead of SNAT even though you do have an gatic
IP, however, it is not favorable snce it will add extra overhead, and there may be inconsigtenciesin the
future which will thwart your existing scripts and render them "unusable'.

Note that the M ASQUERADE target is only vaid within the POSTROUTING chain in the nat table,
just asthe SNAT target. The M ASQUERADE target takes on option specified below, which is

optiond.

Table 23. MASQUERADE tar get
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Shotjanr ts
ipxaptetet nat -A POSTROUTING -p TCP - MASQUERADE --to-ports 1024-31000

Emiaﬂubp@rts optlon IS used to set the source port or ports touseon outh| ng packas Elther you can

other words, the lower port range delimiter and the upper port range delimiter separated with a hyphen
This atersthe default SNAT port-selection as described in the SNAT target section. The --to-ports
option isonly valid if the rule match section specifies the TCP or UDP protocols with the --pr otocol
meatch.

REDIRECT target

The REDIRECT target is used to redirect packets and streams to the machine itself. This means that we
could for example REDIRECT al packets destined for the HTTP portsto an HTTP proxy like squid,
on our own host. Localy generated packets are mapped to the 127.0.0.1 address. In other words, this
rewrites the destination address to our own host for packets that are forwarded, or something dike. The
REDIRECT target is extremely good to use when we want, for example, trangparent proxying, where
the LAN hosts do not know about the proxy at al.

Note that the REDIRECT target isonly vaid within the PREROUTING and OUTPUT chains of the nat
table. It isdso vaid within user-defined chains that are only cdled from those chains, and nowhere ese.
The REDIRECT target takes only one option, as described below.

Table 24. REDIRECT target

Option

Example

Explanation

--to-ports
iptables-t nat -A PREROUTING -p tcp --dport 80 -] REDIRECT --to-ports 8080

The --to-ports option specifies the destination port, or port range, to use. Without the --to-ports
option, the destination port is never atered. Thisis specified, as above, --to-ports 8080 in case we
only want to specify one port. If we would want to specify an port range, we would do it like --to-
ports 8080-8090, which tdlsthe REDIRECT target to redirect the packets to the ports 8080 through
8090. Note that this option is only available in rules specifying the TCP or UDP protocol with the --
protocol matcher, sinceit wouldn't make any sense anywhere else.

TTL target

The TTL target is used to modify the Time To Live fidd in the IP header. One useful gpplication of thisis
to changed! Time To Live vaues to the same vaue on dl outgoing packets. One reason for doing thisis
if you have abully 1SP which don't dlow you to have more than one machine connected to the same
internet connection, and who actively pursue this. Setting al TTL vaues to the same vaue, will effectively
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makeit alittle bit harder for them to notify that you are doing this. We may then reset the TTL vaue for
al outgoing packets to a tandardized vaue, such as 64 as specified in Linux kerndl.

For more information on how to set the default vaue used in Linux, reed the ip-sysctl.txt, which you may
find within the Other resour ces and links gppendix.

The TTL target isonly vdid within the mangle table, and nowhere else. It takes 3 options as of writing
this, dl of them described below in the table.

Table25. TTL target

Option

Example

Explanation
--ttl-set
iptables -t mangle-A PREROUTING -0 ethO - TTL --ttl-set 64

The --ttl-set option tellsthe TTL target which TTL value to set on the packet in question. A good
vaue would be around 64 somewhere. It's not too long, and it is not too short. Do not set this value too
high, snce it may affect your network and it isabit immora to set this vaue to high, since the packet
may start bouncing back and forth between two misconfigured routers, and the higher the TTL, the
more bandwidth will be eaten unnecessary in such acase.

--ttl-dec
iptables -t mangle-A PREROUTING -0 ethO-j TTL --ttl-dec 1

The --ttl-dec option tellsthe TTL target to decrement the Time To Live vaue by the amount specified
after the --ttl-decoption. In other words, if the TTL for an incoming packet was 53 and we had st --
ttl-dec 3, the packet would leave our host with a TTL vaue of 49. The reason for thisis that the
networking code will automaticaly decrement the TTL vaue by 1, hence the packet will be
decremented by 4 steps, from 53 to 49 in other words. IF ANYONE HAS A GOOD USAGE FOR
THIS OPTION, NOTIFY ME

--ttl-inc
iptables-t mangle-A PREROUTING -oethO-j TTL --ttl-inc 1

The --ttl-inc option tellsthe TTL target to increment the Time To Live vaue with the vaue specified to
the --ttl-inc option. This means that we should raise the TTL vaue with the value specified in the --ttl-
inc option, and if we specified --ttl-inc 4, a packet entering with a TTL of 53 would |leave the host with
TTL 56. Note that the same thing goes here, as for the previous example of the --ttl-dec option, where
the network code will automeaticaly decrement the TTL vaue by 1, which it dways does. This may be
used to make our firewall abit more stedlthy to traceroutes among other things. By setting the TTL one
vaue higher for al incoming packets, we effectively make the firewal hidden from traceroutes.
Traceroutes are aloved and hated thing, since they provide excdlent information on problems with
connections and where it happens, but at the same time, it gives the hacker/cracker some good
information about your upstreams if they have targeted you. For a good example on how this could be
used, seethe til-inc.txt script.
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ULOG target

The ULOG target is used to provide userspace logging of matching packets. If apacket is matched and
the UL OG target is set, the packet information is multicasted together with the whole packet through a
netlink socket. One or more userspace processes may then subscribe to various multicast groups and
recelve the packet. Thisisin other words a more complete and more sophigticated logging facility that is
only used by iptables and netfilter so far, and it contains much better facilities for logging packets. This
target enables usto log information to MySQL databases, and other databases, making it much smpler to
search for specific packets, and to group log entries etcetera.

Table 26. ULOG target

Option

Example

Explanation

--ulog-nlgroup
iptables-A INPUT -p TCP --dport 22 -j ULOG --ulog-nigroup 2

The --ulog-nigroup option tels the UL OG target which netlink group to send the packet to. There are
32 netlink groups, which are amply specified as 1-32. If we would like to reach netlink group 5, we
would smply write --ulog-nlgroup 5. The default netlink groupd used is 1.

--ulog-pr efix
iptables-A INPUT -p TCP --dport 22 -j ULOG --ulog-prefix " SSH connection attempt: "

The --ulog-pr efix option works just the same as the prefix value for the standard L OG target. This
option prefixes dl log entries with a userspecified log prefix. It can be 32 characterslong, and is
definitely mogt useful to distinguish different logmessages and where they came from.

--ulog-cprange
iptables-A INPUT -p TCP --dport 22 -j ULOG --ulog-cprange 100

The --ulog-cprange option tells the UL OG target how many bytes of the packet to send to the
userspace daemon of UL OG. If we specify 100 as above, we would copy 100 bytes of the whole
packet to userspace, which would include the whole header hopefully, plus some leading data within the
actua packet. If we specify O, the whole packet will be copied to userspace, regardless of the packets
sze. The default valueis 0, so the whole packet will be copied to userspace.

--ulog-gthreshold
iptables-A INPUT -p TCP --dport 22 -j ULOG --ulog-gthreshold 10

The --ulog-qthreshold option tellsthe UL OG target how many packets to queue insde the kernel
before actualy sending the data to userspace. For example, if we set the threshold to 10 as above, the
kerndl would first accumulate 10 packets ingde the kernel, and then transmit it outside to the userspace
as one single netlink multipart message. The default vaue hereis 1 because of backwards compatibility,
the userspace daemon did not know how to handle multipart messages previoudy.
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Traversing of tables and chains

This chapter will talk about how packets traverse the the different chains and in which order. Also we will
gpesk aout in which order the tables are traversed. Thisis extremey vauable information later on when
you write your own specific rules. We will o look at which points certain other parts that dso are
kernd dependant gets in the picture. With this we mainly mean the different routing decisons and so on.
Thisis especidly needed if you want to write rules with iptables that chould change how different
packets get routed, good examples of thisisSDNAT and SNAT and of course the TOS bits.

General

When a packet first entersthe firewall, it hits the hardware and then get's passed on to the proper device
driver in the kernd. Then the packet sartsto go through a series of stepsin the kernd before it is either
sent to the correct application (locdly), or forwarded to another host or whatever happensto it. In this
example, were assuming that the packet is destined for another host on another network. The packet
goes through the different seps in the following fashion:

Table 1. Forwarded packets

Step Table Chain Comment

1 On the wire(ig, internet)

2 Comesin on the interface(ie, ethQ)

3 mangle PREROUTING Thischainis normdly used for mangling packets, ie,
changing TOS and so on.

4 nat PREROUTING Thischainisused for Destination Network Address

Trandation mainly. Source Network Address
Trandation is done further on. Avoid filtering in this
chain snceit will be passed through in certain cases.

5 Routing decision, ig, is the packet destined for our
localhost or to be forwarded and where.
6 filter FORWARD The packet got routed onto the FORWARD chain,

only forwarded packets go through here, we do all
thefiltering here. Note that dl traffic that's forwarded
goes through here (not only in one direction), so you
need to think about it when writing your rulesst.

7 nat POSTROUTING This chain should first and foremost be used for
Source Network Address Trandation, avoid doing
filtering here since certain packets might passthis
chain without ever hitting it. Thisis dso where
Masguerading is done.
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8 Goes out on the outgoing interface (ie, ethl).

9 Out onthewire again (ie, LAN).

Asyou can see, there's quite alot of steps to pass through. The packet can be stopped at any of the
iptables chains, or anywhere ese in case it is maformed, however, we are mainly interested in the
iptables aspect of thislot. Do note that there is no specific chains or tables for different interfaces or
anything like that. FORWARD is aways passed by al packetsthat are forwarded over this firewall/
router. Now, let us have alook at a packet that is destined for our own localhost. It would pass through
the following steps before actudly being ddlivered to our application to recaiveit:

Table 2. Destination localhost

Step Table Chain Comment

1 Onthe wire (ig, Internet)

2 Comesin on the interface(ie, ethQ)

3 mange | PREROUTING Thischainis normaly used for mangling packets ie,
changing TOS and so on.

4 nat PREROUTING Thischainisused for Destination Network Address

Trandation mainly. Avoid filtering in this chain snce it
will be passed through in certain cases.

5 Routing decision, ig, is the packet destined for our
localhost or to be forwarded and where.
6 filter INPUT Thisiswhere we do filtering for al incoming traffic

destined for our locahogt. Note that dl incoming
packets destined for this host passes through this
chain, no matter what interface and so on it came
from.

7 Loca process/application (ie, server/client program)

Note that this time the packet was passed through the INPUT chain ingtead of the FORWARD chain.
Quitelogicd. Mogt probably the only thing that's redly logica about the traversing of tables and chainsin
your eyesin the beginning, but if you continueto dig iniit, | think it gets dlearer with time. | think. Findly
we look at the outgoing packets from our own localhost and what steps they go through.

Table 3. Sour ce localhost

Step Table Chain Comment

1 Loca process/application (ie, server/client program)

2 Mangle |OUTPUT This is where we mangle packets, it is suggested that
you do not filter in this chain sinceit can have
Sdeeffects.
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3 Nat OUTPUT Thisis currently broken, could someone tel me when
thiswill be fixed? Please?

4 Filter OUTPUT Thisis where we filter packets going out from
locahost.

5 Routing decison. Thisis where we decide where the
packet should go.

6 Nat POSTROUTING Thisiswhere we do Source Network Address

Trandation as described earlier. It is suggested that
you don' do filtering here Snce it can have
Sdeffects, and certain packets might dip through
even though you set a default policy of DROP.

7 Goes out on some interface (ie, eth0)

8 On the wire (ie, Internet)

We have now seen how the different chains are traversed in three separate scenarios. If we would figure
out agood map of dl this, it would look something like this:
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Hopefully you got aclearer picture of how the packets traverses the built in chains now. All comments
welcome, this might till be wrong or it might change in the future. If you fed that you want more
information, you could use the rc.test-iptables.txt script. Thistest script should give you the necessary

rules to test how the tables and chains are traversed.
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Mangletable

This table should as we've aready noted mainly be used for mangling packets. In other words, you may
fredly use the mangle matches etc that could be used to change TOS (Type Of Service) fidds and so on.

It is strongly adviced that you don't use this table to do any filtering in, nor will any
DNAT, SNAT or Masquerading work in this table.

Target'sthat only valid in the mangle table:
* TOS
e TTL
* MARK

The TOS target is used to set and/or change the Type of Servicefidd in the packet. This could be used
for setting up policies on the network regarding how a packet should be routed and so on. Note thet this
has not been perfected and is not redly implemented on the internet and most of the routers don't care
about the value in this field, and sometimes, they act faulty on what they get. Don't st thisin other words
for packets going to the internet unless you want to do routing decisions on it with iproute2.

TheTTL target isused to changethe TTL (Time To Live) fidd of the packet. We could tdll packetsto
only have a specific TTL and so on. One good reason for this could be that we don't want to give oursalf
away to nosy Internet Service Providers. Some Internet Service Providers does not like users running
multiple computers on one single connection, and there are some Internet Service Providers known to
look for asngle host generating many different TTL values, and takes this as one of many signs of
multiple computers connected to a Single connection.

The MARK target is used to set special mark values to the packet. These marks could then be
recognised by the iproute2 programs to do different routing on the packet depending on what mark they
have, or if they don't have any. We could aso do bandwidth limiting and Class Based Queuing based on
these marks.

Nat table

Thistable should only be used for NAT (Network Address Trandation) on different packets. In other
words, it should only be used to trand ate packets source field or detination field. Note that, as we have
sad before, only the first packet in astream will hit this chain. After this, the rest of the packets will
automatically have the same action taken on them asthe first packet. The actud targets that does these
kind of things are:
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* DNAT
® SNAT
* MASQUERADE

The DNAT (Dedtination Network Address Trandation) target is mainly used in cases such as when you
have one IP and want to redirect accesses to the firewall to some other host on aDMZ for example. In
other words, we change the destination address of the packet and reroute it to some other hogt.

SNAT (Source Network Address Trandation) is mainly used for changing the source address of

packets. Thisis mainly doneto hide our local networks or DMZ, etcetera. A good example when thisis
very good iswhen we have afirewal that we know the outside IP address of, but need to change our
loca networks IP numbers to the same of the IP of our firewall. The firewal will with this target
automaticaly SNAT and De-SNAT the packets, hence making it possible to make connections from the
LAN to the Internet. If you're network uses 192.168.x.x netmask for example, the packets would never
get back from the Internet because these networks are regulated to be used in LAN's by IANA.

The MASQUERADE target is used in exactly the sameway as SNAT, but the MASQUERADE
target takes alittle bit more overhead to compute. The reason for thisisthat each time that the
MASQUERADE target gets hit by a packet, it automaticaly checks for the IP address to use, instead of
doing asthe SNAT target does and just use an | P address submitted while the rule was parsed. The
MASQUERADE target will on the other hand work properly with Dynamic | P addresses that you may
be provided when you connect to the Internet with, for example PPP, SLIP or DHCP.

Filter table

Thefilter table is, of course, mainly used for filtering packets. We can match packets and filter them
however we want, and there is nothing specid to this chain or specid packets that might dip through
because they are maformed, etc. Thisisthe place that we actudly take action against packets and look at
what they contain and DROP/ACCEPT depending on their payload. Of course we may do filtering
earlier too, however, thisis the place that was designed for it. Almost dl targets are usable in this chain,
however, the targets discussed previoudy in this chapter are only usable in their respective tables. We will
not go into deeper discussion about this table though, as you dready know, thisiswhere we (should) do
the main filtering.

rc.firewall file

This chapter will dedl with an example firewall setup and how the script file could look. We have used
one of the basic setups and dug deeper into how it works and what we do in it. This should be used to
get abasc idea on how to solve different problems and what you may need to think about before actudly
putting your scripts into work. It could be used as is with some changes to the variables, but is not
suggested since it may not work perfectly together with your network setup. Aslong as you have a very
basic setup however, it will very likdy run quite smooth with just afew fixesto it.
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note that there might be more efficient ways of making the ruleset, however, the script
has been written for readability so that everyone can understand it without having to
know too much BASH scripting before reading this

examplerc.firewall

Ok, s0 you have everything set up and are ready to check out an example configuration script. You
should a least be if you have come this far. This example rcfirewal.txt (o included in the Example
scripts codebaseappendix) isfairly large but not alot of commentsin it. Instead of looking for comments,
| suggest you read through the script file to get abasic hum about how it looks, and then you return here
to get the nitty gritty about the whole script.

explanation of rc.firewall

Configuration options

The firgt section you should note within the example rcfirewall.txt isthe configuration section. This should
aways be changed since it contains the information that is vitd to your actud configuration. For example,
your |P address will dways change, hence it is available here. The SINET _I P should dways be afully
vaid IP address, if you got one (if not, then you should probably look closer & the
rc.DHCP.firewall.txt, however, read on since this script will introduce alot of interesting Stuff anyways).
Also, the SINET_IFACE varigble should point to the actua device used for your internet connection.
This could be eh0, ethl, pppO, tr0, etceterajust to name afew possible device names.

This script does not contain any specia configuration options for DHCP or PPPoE, hence these sections
are empty. The same goes for dl sectionsthat are empty, they are however |eft there so you can spot the
differences between the scriptsin amore efficient way. If you need these parts, then you could dways
creste amix of the different scripts, or (hold yoursdlf) create your own from scratch.

The Local Area Network section contains most of the configuration options for your LAN, which are
necessary. For example, you need to specify the | P address of the physical interface connected to the
LAN aswdl asthe IP range which the LAN uses and the interface that the box is connected to the LAN

through.

Also, asyou may seethereisalLocadhost configuration section. We do provide it, however you will with
99% certainty not change any of the vaues within this section snce you will dmost aways use the
127.0.0.1 IP address and the interface will amost certainly be named lo. Also, just below the Locahost
configuration, you will find a brief section that pertainsto the iptables. Mainly, this section only conssts of
the $I PTABLES varigble, which will point the script to the exact location of the iptables gpplication.
This may vary ahit, and the default location when compiling the iptables package by handis/ usr /

| ocal / sbi n/i pt abl es. However, many digtributions put the actua application in another
location suchas/ usr/ sbi n/i pt abl es andsoon.
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Initial loading of extra modules

Firs, we seeto it that the module dependenciesfiles are up to date by issuing an /shin/depmod -a
command. After this we load the modules that we will require for this script. Always avoid loading
modules that you do not need, and if possible try to avoid having modules lying around & al unlessyou
will be using them. Thisis for security reasons, Snce it will take some extra effort to make additiond rules
thisway. Now, for example, if you want to have support for the LOG, REJECT and MASQUERADE
targets and don't have this compiled gaticaly into your kerndl, we load these modules as follows:

/sbinfinsmod ipt_LOG
/shinfinamod ipt REJECT
/sbinfinmod ipt MASQUERADE

Next istheoptiontoloadi pt _owner module, which could for example be used to only alow certain
users to make certain connections, etcetera. | will not use that module in this example but basicaly, you
could dlow only root to do FTP and HTTP connections to redhat and DROP dl the others. Y ou could
aso disdlow al users but your own user and root to connect from your box to the Internet, might be
boring for others, but you will be a bit more secure to bouncing hacker attacks and attacks where the
hacker will only use your host as an intermediate host. For more information about the ipt_owner match,
look at the Owner match section withinthe How a rule is built chapter.

We may aso load extramodules for the state matching code here. All modules that extend the state
matching code and connection tracking code are called ip_conntrack * and ip_nat_*. Connection
tracking helpers are specia modules that tells the kernel how to properly track the specific connections.
Without these so caled helpers, the kernel would not know what to look for when it tries to track specific
connections. The NAT helpers on the other hand, are extensions of the connection tracking helpers that
tells the kernd what to look for in specific packets and how to trandate these so the connections will
actualy work. For example, FTP isacomplex protocol by definition, and it sends connection information
within the actua payload of the packet. So, if one of your hosts NAT'ed boxes connect to a FTP server
on the internet, it will send its own loca network | P address within the payload of the packet, and tellsthe
FTP server to connect to that |P address. Since this local network addressis not valid outside your own
network, the FTP server will not know what to do with it and hence the connection will bresk down. The
FTP NAT hepersdo dl of the trandations within these connections so the FTP server will actualy know
where to connect. The same thing applies for DCC file transfers (sends) and chats. Cresating these kind of
connections requires the | P address and ports to be sent within the IRC protocol, which in turn requires
some trandation to be done. Without these helpers, some FTP and IRC stuff will work no doubt,
however, some other things will not work. For example, you may be able to receive files over DCC, but
not be able to send files. Thisis due to how the DCC garts a connection. First off, you tell the receiver
that you want to send afile and where he should connect to. Without the helpers, the DCC connection
will look asif it wants the recaiver to connect to some host on the receivers own local network. In other
words, the whole connection will be broken. However, the other way around, it will work flawlesdy since
the sender will (most probably) give you the correct address to connect to.

As of thiswriting, thereis only the option to load modules which add support for the FTP and IRC
protocols. For along explanation of these conntrack and nat modules, read the Common problems and
questionmar ksppendix. There are so H.323 conntrack hel pers within the patch-o-matic, aswell as
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some other conntrack helpers. To be able to use these helpers, you need to use the patch-o-matic and
compile your own kerndl. For a better explanation on how thisis done, read the Prepar ations chapter.

Note that you need to load theip nat_ircandip_nat_ftp if you want Network
Adress Trandation to work properly on any of the FTP and IRC protocols. Y ou will
aso need to load the ip_conntrack_irc and ip_conntrack_ftp modules before actudly
loading the NAT modules. They are used the same way as the conntrack modules,
but it will make it possble for the computer to do NAT on these two protocols.

proc set up

At this point we start the IP forwarding by echoingalto/ proc/ sys/ net /i pv4/
i p_f orwar d inthisfashion:

echo" 1" > /proc/sysnet/ipva/ip_forward

It may be worth athought where and when we turn on the [P forwarding. In this
soript and dl others within the tutorid, we turn it on before actudly creating any kind
of IPfilters (ie, iptables rulesats). Thiswill lead to a brief period of time where the
firewal will accept forwarding any kind of traffic for everything between a millisecond
to aminute depending on what script we are running and on what box. Thismay give
malicious people asmal timeframe to actudly get through our firewal. In other
words, this option should redly be turned on after creating dl firewal rules, however,
| have chosen to turn it on here to maintain consistency with the script breakdown
currently user.

In case you need dynamic | P support, for exampleif you use SLIP, PPP or DHCP you may enable the
next option, i p_dynaddr by doing thefollowing :

echo" 1" > /proc/sysnet/ipv4/ip_dynaddr

If thereis any other options you might need to turn on you should follow thet style, there's other
documentations on how to do these things and thisis out of the scope of this documentation. Thereisa
good but rather brief document about the proc system available within the kernd, which is dso available
within the Other resources and links appendix. Also, it may be worth looking at that gppendix in the
future, in case there are possible additiond links added to other and better resources of information.

Therc. firewal | . txt script, and al others contained within thistutorid, do
contain asmall section of non-required proc settings. These may be a good Sartersto
look at, however, do not turn these on before actualy knowing what they mean.

Displacement of rulesto different chains
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This section will briefly describe my choices within the tutorid regarding user specified chains and some
choices specifictother c. fi rewal | . t xt script. Some of the paths | have chosen to go here may
be wrong from one or another of aspect. | hope to point these aspects and possible problems out to you
when and where they occur. Also, this section contains a brief ook back to the Traversing of tables
and chainschapter. Hopefully, thiswill remind you alittle bit of how the specific tables and chains are
traversed in ared live example.

| have displaced dl the different user-chainsin the fashion | have to save as much CPU as possible but at
the same time put the main weight on security and readability. Instead of letting a TCP packet traverse
ICMP, UDP and TCP rules, | smply match al TCP packets and then let the TCP packets traverse an
user specified chain. Thisway we do not get too much overhead out of it dl. The following picture will try
to explain the basics of how an incoming packet traverses netfilter. With these pictures and explanations, |
wish to explain and clarify the gods of this script. We will not discuss any specific details yet, but insteed
further on in the chapter. Thisisaredly trivid picture in comparison to the one in the Traversing of
tables and chainshapter where we discussed the whole traversa of chains and tables in depth.

: Routin ;
Incoming —'- Decisin?l FORWARD Outgoing
Local
Process

Based upon this picture, let's make clear what our gods are. Thiswhole example script is based upon the
assumption that we are looking at a scenario containing one loca network, one firewall and an Internet
connection connected to the firewal. This exampleis aso based upon the assumption that we have a
gatic |P to the internet (as opposed to DHCP, PPP and SLIP and others). In this case, we aso want to
alow thefirewall to act as a server for certain services on the internet, and we trust our local network fully
and hence we will not block any of the traffic from the loca network. Also, this script hasasamain
priority to only alow traffic that we explicitly want to dlow. To do this, we want to set default policies
within the chains to DROP. Thiswill effectively kill al connections and dl packets that we do not
explicitly dlow insde our network or our firewdll.

In the case of this scenario, we would also like to let our local network do connections to the internet.
Since the loca network isfully trusted, we want to dlow al kind of traffic from the loca network to the
internet. However, the Internet is most definitely not atrusted network and hence we want to block them
from getting to our local network. Based upon these generd assumptions, let's look a what we need to
do and what we do not need to do.

FORWARD
POLICY: DROP

ACCEPT eaverything
ESTABLISHED or
RELATED

ACCEPT everything
from LAMN to Internet _’
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Firgt of dl, we want the local network to be able to connect to the internet, of course. To do this, we will
need to NAT dl packets since none of the local computers have redl |P addresses. All of thisis done
within the PREROUTING chain, which is created lagt in this script. This means that we will dso haveto
do some filtering within the FORWARD chain snce we will otherwise dlow outsiders full accessto our
loca network. We trust our local network to the fullest, and because of that we specificaly dlow al
traffic from our local network to the internet. Since noone on the Internet should be alowed to contact
our local network computers, we will want to block al traffic from the Internet to our local network
except dready established and related connections, which in turn will dlow al return traffic from the
Internet to our local network.

INPUT
POLICY: DROP

. : ! udpincoming_ Localhost ESTABLISHED,
o patiels _’i g packat packets _’l Localnet _’1FEELATED

Asfor our firewal, we may be abit low on funds perhaps, or we just want to offer afew servicesto
people on the internet. Therefore, we have decided to dlow HTTP, FTP, SSH and IDENTD accessto
the actud firewall. All of these protocols are available on the actud firewadl, and hence it should be
alowed through the INPUT chain, and we need to alow the return traffic through the OUTPUT chain.
However, we aso trust the loca network fully, and the loopback device and IP address are aso trusted.
Because of this, we want to add specid rulesto alow dl traffic from the loca network aswell asthe
loopback network interface. Also, we do not want to alow specific packets or packet headersin specific
conjunctions, nor do we want to alow some I P ranges to reach the firewall from the Internet. For
instance, the 10.0.0.0/8 address range is reserved for local networks and hence we would normally not
want to alow packets from such a address range since they would with 90% certainty be spoofed.
However, before we implement this, we must note that certain Internet Service Providers actudly use
these address ranges within their own networks. For acloser discussion of this, read the Common
problems and questionmar kshapter.

Since we have an FTP server running on the server, as wdl as the fact we want to traverse as few rules
as possible, we add arule which lets dl established and related traffic through at the top of the INPUT
chain. For the same reason, we want to split the rules down into subchains. By doing this, our packets will
hopefully only need to traverse as few rules as possible. By traveraing less rules, we make the ruleset less
timeconsuming for each packet, and reduce redundancy within the network.

In this script, we choose to split the different packets down by their protocol family, for example TCP,
UDP or ICMP. All TCP packets traverse a specific chain named tcp_packets, which will contain rules
for al TCP ports and protocols that we want to dlow. Also, we want to do some extra checking on the
TCP packets, so we would like to create one more subchain for al packets that are accepted for using
vaid port numbersto the firewal. This chain we chooseto cal the "dlowed" chain, and should contain a
few extra checks before finally accepting the packet. Asfor ICMP packets, these will traverse the
icmp_packets chain. When we decided on how to create this chain, we could not see any specific needs
for extra checks before alowing the ICMP packets through if we agree with the type and code of the
ICMP packet, and hence we accept the directly. Finaly, we have the UDP packets which needs to be
dedlt with. These packets, we send to the udp_packets chain which handles dl incoming UDP packets.
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All incoming UDP packets should be sent to this chain, and if they are of an dlowed type we should
accept them immediatdy without any further checking.

Since we are running on ardatively smal network, thisbox is aso used as a secondary workstation and

to give some extralevy for this, we want to alow certain specific protocols to make contact with the
firewdl itsdlf, such as spesk fredy and 1CQ.

OuUTPUT
POLICY: DROP

ACCEPT evenything 'ACCEF‘Tevemmng 'ACCEF‘Tevemning

from 127.0.0.1 from 192.168.1.2 from 194.236.50.155

Findly, we have the firewals OUTPUT chain. Since we actudly trust the firewal quite alot, we dlow
pretty much al traffic leaving the firewdl. We do not do any specific user blocking, nor do we do any
blocking of specific protocols. However, we do not want people to use this box to spoof packets leaving
the firewdl itsdf, and hence we only want to dlow traffic from the |P addresses assgned to the firewal
itself. We would mogt likely implement this by adding rulesthat ACCEPT al packets leaving the firewall
in case they come from one of the IP addresses assigned to the firewdl, and if not they will be dropped
by the default policy in the OUTPUT chain.

Setting up the different chains used

So, now you got asmdl picture on how the packet traverses the different chains and how they belong
together. Y ou should dso have a clear picture of the gods of this script. It is now about time that we take
care of setting up al the rules and chains that we wish to create and to use, aswell asdl of the rulesets
within the chains.

Firg of dl, we st dl the default policies on the different chains with a quite Smjple command.
iptables -P <chain name> <policy>

The default policy is used every time the packets don't match arule in the chain. After this, we create the
different specid chains that we want to use with the -N command. The new chains are created and set up
with no rulesinside of them. The chainswe will use areicmp_packets, tcp_packets,
udpincoming_packets and the allowed chain for tcp_packets. Incoming packets on eth0, of ICMP type,
will be redirected to the chain icmp_packets, of TCP type, will be redirected to tcp_packets and
incoming packets of UDP type from ethO go to udpincoming_packets chain.

INPUT chain
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The INPUT chain as I've written it uses mostly other chains to do the hard work. Thisway we don't get
too much load from the iptables, and it will work much better on dow machines which might otherwise
drop packets at high loads.

We do certain checks for bad packets here. If you want to fully understand this, you need to look &t the
Appendices regarding state NEW and non-SY N packets getting through other rules. These packets
could be dlowed under certain circumstances but in 99% of the cases we wouldn't want these packets to
get through. Hence, we log them to our logs and then we DROP them.

Fra of dl wematch dl ICMP packetsin the INPUT chain that come on the incoming interface
$INET_IFACE, whichin my caseis &th0, and send thoseto thei cnp_packet s, whichwas
previoudy described. After this, we do the same match for TCP packets on the SINET _|IFACE and
send those to the tcp_packets chain, and after thisal UDP packets get sent to udpincoming_packets
chan.

Findly, we check for everything that comes from our 3L OCALHOST _I P, which would normaly be
127.0.0.1 and ACCEPT 4l incoming traffic from there, do the same for everything to 3L AN_I P, which
in my case would be 192.168.0.0/24, and after this, something that some might consider a security
problem, | dlow everything that comes from my own Internet | P thet is either ESTABLISHED or
RELATED to some connection. Also, we alow broadcast traffic from our LAN. some applications
depend on it such as Samba etc. These applications will not work properly without it.

Before we hit the default policy of the INPUT chain, we log it so we might be able to find out about
possible problems and or bugs. Either it might be a packet that we just dont want to alow or it might be
someone who's doing something bad to us, or findly it might be a problem in our firewall not alowing
traffic that should be alowed. In ether case we want to know about it so it can be dedlt with. Though, we
don't log more than 3 packets per minute as to not getting flooded with crap dl over thelog files, dso we
st aprefix to dl log entries so we know where it came from.

Everything that haan't yet been caught will be DROP'ed by the default policy on the INPUT chain. The
default policy was set quite some time back, as you might remember.

The TCP allowed chain

If apacket comesin on ethO and is of TCP type, it travels through the tcp_packets chain, if the
connection is againg an dlowed port, we want to do somefind checks onit to see if we actudly do want
to dlow it or not.

Firg of dl, we create the chain the same way as al the others. After that, we check if the packet isa
SYN packet. If itisaSYN packet, it ismogt likely to be the first packet in a new connection o, of
course, we dlow this. Then we check if the packet comes froman ESTABLISHED or RELATED
connection, if it does, then we, again of course, dlow it. An ESTABLISHED connection is a connection
that has seen traffic in both directions, and since weve got aSYN packet, and areply to thisSYN
packet, the connection then must be in state ESTABLISHED. Thelad rulein thischain will DROP
everything dse. In this case this pretty much means everything that hasn't seen traffic in both directions, ie,
we didn't reply to the SYN packet, or they are trying to start the connection with anon SYN packet.
Thereisno practica use of not starting a connection with aSYN packet, except to portscan people
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pretty much. Thereisno currently available TCP/IP implementation that supports opening a TCP
connection with something ese than a SYN packet to my knowledge, hence, DROP the crap sinceit's
99% sure to be a portscan.

Thel CMP chain

Thisis where we decide what ICMP typesto alow. If apacket of ICMP type comesin on ethO on the
INPUT chain, wethen redirect it tothei cnp_packet s chain as explained before. Here we check

what kind of ICMP typesto dlow. Asit isnow, | only alow incoming |CM P Echo Replies, Destination
unreachable, Redirect and Time Exceeded.

The reason that | alow these ICMP packets are as follows, Echo Repliesis what you get for example
when you ping another hog, if we don't dlow this, we will be unable to ping other hosts.

Dedtination Unreachableis used if acertain host is unreachable, so for example if wesend aHTTP
request, and the host is unreachable, the last gateway that was unable to find the route to the host replies
with a Destination Unreachable tdling us that it was unable to find it. Thisway we won't have to wait until
the browser's timeouts kicks in after some 60 seconds or more.

Time Exceeded, is dlowed in the case where we might want to traceroute some host or if a packet gets
its Time To Live set to 0, we will get areply about this. For example, when you traceroute someone, you
gart out with TTL =1, and it gets down to O at the first hop on the way out, and a Time Exceeded is sent
back from the first gateway en route to the host we're trying to traceroute, then TTL = 2 and the second
gateway sends Time Exceeded, and so on until we get an actud reply from the host we finaly want to get
to.

For acompleteliging of al ICMP types, see the appendix ICMP types. For more information on ICMP
types and their usage, | suggest reading the following documents and reports :

® The Internet Control Message Protocol ICMP

® RFC 792 - Internet Control Message Protocol by J. Postel.

Asasde-note, | might be wrong in blocking some of these ICM P types for you, but in my case,
everything works perfectly while blocking dl the other ICMP typesthat | don't alow.

The TCP chain

So now we reach TCP connections. This specifies what ports that are allowed to use on the firewall from
the Internet. Though, there is still more checks to do, hence we send each and one of them on to allowed
chain, which we described previoudy.

-A tcp_packets tdlsiptablesin which chain to add the new rule, the rule will be added to the end of the
chain. -p TCP tdlsit to match TCP packets and -s 0/0 matches al source addresses from 0.0.0.0 with
netmask 0.0.0.0, in other words all sources addresses, thisis actudly the default behaviour but I'm using
it for brevity in here. --dport 21 means destination port 21, in other wordsiif the packet is destined for
port 21 they aso match. If dl the criteria are matched, then the packet will be targeted for the alowed
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chain. If it doesn't match any of the rules, they will be passed back to the origind chain that sent the
packet to the tcp_packets chan.

Asitisnow, | dlow TCP port 21, or FTP control port, which is used to control FTP connections and
later on | dso dlow dl RELATED connections, and that way we alow PASSIVE and PORT
connections since the ip_conntrack_ftp moduleis, hopefully, loaded. If we don't want to dlow FTP a all,
we can unload theip_conntrack_ftp module and delete the $| PTABLES -A tcp_packets-p TCP -s 0/
0--dport 21 -j allowedlinefromther c. fi rewal | . t xt file

Port 22 is SSH, much better than dlowing telnet on port 23, if you want to alow anyone from the outside
to use ashel on your box at al. Note that you are deding with afirewall. It isaways abad ideato give
others than yoursdlf any kind of access to these kind of boxes. Firewalls should always be kept to a bare
minimum and not more.

Port 80 isHTTP, in other words your web server, deeteit if you don't want to run aweb server on your
gte.

And findly we dlow port 113, which isIDENTD and might be necessary for some protocols like IRC,
etc to work properly.

If you fed like adding more open ports with this script, well, its quite saf explanatory how to do that by
now=).

The UDP chain

If we do get a UDP packet on the INPUT chain, we send them on to udpincoming_packets where we
once again do amatch for the UDP protocol with -p UDP and then maich everything with a source
address of 0.0.0.0 and netmask 0.0.0.0, in other words everything again. If they have a source port of 53
aso, we ACCEPT them directly.

Asitisnow, | ACCEPT incoming UDP packets from port 53, which iswhat we use to do DNS
lookups, without this we wouldn't be able to do domain name lookups and we would be reversed to only
use IP's. We don't want this behaviour, hence we alow DNS, of course.

| persondly aso dlow port 123, which isNTP or network time protocol. This protocol is used to set
your computer clock to the same time as certain other time servers which have very accurate clocks.
Though, most of you probably don't use this protocol, I'm alowing it per default snce | know there are
some who actudly do.

We currently aso dlow port 2074, which is used for certain rea-time "multimedia applications like spesk
freely which you can use to talk to other people in red-time by using speakers and a microphone, or even
better, a headset.

Port 4000 is the ICQ protocol. This should be an extremely well known protocol thet is used by the
Mirabilis gpplication named ICQ. Thereisat least 5 different ICQ clonesfor Linux and it's one of the
most widdly used chat programsin the world. | doubt there is any further need to explain what it is.
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OUTPUT chain

Sincei know that there's pretty much no one but me using this box which is partidly used as a Firewall
and aworkgtation currently, | alow pretty much everything that goes out from it that has a source address
$LOCALHOST_IP, SLAN_IPor $STATIC_IP. Everything dse might be spoofed in some fashion,
even though | doubt anyone that | know would do it on my box. Last of dl we log everything that gets
dropped. If it does get dropped, welll sure as hell want to know about it for some reason or another.
Either it'sanasty error, or it'saweird packet that's spoofed. Finaly we DROP the packet in the default

policy.

FORWARD chain

Even though | havent actudly set up acertain sectioninther c. fi rewal | . t xt examplefile, |
would like to comment on the few linesin there anyways. Asit isnow, wefirg of dl ACCEPT dl
packets coming from our LAN with the following line

lusr/local/sbin/iptables-A FORWARD -i $LAN_IFACE -] ACCEPT

So everything from our Locanet's interface gets ACCEPT 'ed whatever the circumstances. After thiswe
dlow everything in astate ESTABLISHED or RELATED from everywhere, in other words, if we
open a connection from our LAN to something on the Internet, we adlow the packets coming back from
that Ste that's either ESTABLISHED or RELATED but nothing else. And after thiswe log everything
and drop it. We log maximaly 3 log entries per minute as to not flood our own logs, and prefix them with
aghort linethat is possible to grep for in the logfiles. Also we log them with debug level. We findly hit the
default policy of the FORWARD chain that saysto DROP everything.

PREROUTING chain of the nat table

The PREROUTING chain is pretty much what it says, it does network adress trandation on packets
before they actudly hit the routing tables that sends them onwards to the INPUT or FORWARD chans
in the filter table. Note that this chain should not be used for any filtering or such, it should be used for
network adress trandation, among other things since this chain is only traversed by the first packet ina
sream.

Firgt of al we check for obvioudy spoofed | P addresses, such as in case we get packets from the
Internet interface that claim to have a source | P of 192.168.x.x, 10.x.x.X or 172.16.X.X, in such case, we
drop them quicker than hell Since these IP's are reserved especidly for locd intranets and definitely
shouldn't be used on the Internet. This might be used in the opposite direction, too, if we get an packet
from$LAN_| FACE that clamsto not come from an IP address in the range which we know that our
LAN ison, we might drop that too. Asit looks now, we don't do that though.

Starting the Networ k Address Trandation
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S0, our find misson would be to get the M ASQUERADEIiNg up, correct? At least to me. First of al we
add aruleto the nat table, in the POSTROUTING chain that will masquerade al packets going out on
our interface connected to the Internet. For me thiswould be eth0. However, there are specific variables
added to these example scripts that may be used to automaticaly configure these settings. These settings
are widely used within the example scripts, mainly to make them easier to configure, but dso to improve
the readability a bit. The -t option tells us which table to use, in this case nat while the -A command tells
us that we want to Add a new rule to an existing chain named POSTROUTING and -0 $INET_IFACE
tells usto match dl outgoing packetson INET _IFACE (or ethO, per default settingsin this script) and
findly we target the packet for MASQUERADE'ing. So al packets that match this rule will be
masqueraded to look as it came from your Internet interface. Smple, isn't it?

The next step we takeisto ACCEPT dl packets traversng the FORWARD chain in the default teble
filter that come from the input interface ethl which is my interface connecting to the interna network. All
packets that are being forwarded on our box traverse the FORWARD chain in the filter table.

The next thing we do isto ACCEPT al packets from anywhere that are ESTABLISHED and/or
RELATED to some connection. In other words, we first send a packet from our loca box behind ethl,
and since it comes from ethl we ACCEPT it, then when the Internet box replies, it gets caught by this
rule since the connection has seen packetsin both directions.

The last thing we do isto log dl traffic that gets dropped over the border, and hits the default policy. In
some cases these might be packets that should have gotten through but didn't, in other casesit might be
packets that definitely shouldn't get through and you want to be notified about this. We dlow thisrule to
be matched a maximum of 3 times per minute with aburst limit of 3. This means we get maximaly 3 log
entries per minute from this specific line, and the burst is aso set to 3 0 if we get 3 log entriesin 2
seconds, it'll have to wait for another 1 minute for the next log entry. Thisis good if someone dartsto
flood you with crap stuff that otherwise would generate many megabytes of logs. We aso set a prefix to
the log with the --log-pr efix and set the log leve with the --log-level. Log leve tdlsthe syslogd, or
logging facility what kind of importance this log entry has.

Example scripts

The objective of this chapter isto give afarly brief and short explanation of each script available with this
tutoria, and to provide an overlook of the scripts and what services they provide. These scriptsarenot in
any way perfect, and they may not fit your exact intentions perfectly. It isin other words up to you to
make these scripts suitable for your needs. The rest of this tutorid should most probably be hpful in
making this feet. The firgt section of this tutoria degls with the actua Structure that | have established in
each script so we may find our way within the script a bit eesier.

rc.firewall.txt script structure

All scriptswritten for this tutoria has been written after a specific structure. The reason for thisis that they
should be fairly conformative to each other and to make it easer to find the differences between the
scripts. This structure should be fairly well documented in this brief chapter. This chapter should hopefully
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give a short understanding to why al the scripts has been written as they have, and why | have chosen to
maintain this sructure.

Even though thisis the structure | have chosen, do note that this may not be the best
sructure for your scripts. It is only a structure that | have chosen to use since it fitsthe
need of being easy to read and follow the best according to my logic.

The structure

Thisisthe gructure that al scriptsin thistutorid should follow. If they differ in someway it is probably an
error on my part, unlessit is specifically explained why | have broken this structure.

1. Configuration - Firg of al we have the configuration options which the rest of the script should
use. Configuration options should pretty much dways be the firgt thing in any shell-script.

1. Internet - Thisisthe configuration section which pertains to the Internet connection. This
could be skipped if we do not have any Internet connection. Note that there may be more
subsections than those listed here, but only such that pertains to our Internet connection.

1. DHCP - If there are possibly any specid DHCP requirements with this specific
script, we will add the DHCP specific configuration options here,

2. PPPOE - If there are a possbility that the user that wants to use this specific script,
and if there are any specid circumstances that raises the chancesthat heisusing a
PPPoE connection, we will add specific options for those here.

2. LAN - If thereisany LAN available behind the firewal, we will add options pertaining to
that in this section. Thisis most likdly, hence this section will dmaogt dways be avalable.

3. DMZ - If thereis any reason to it, we will add aDMZ zone configuration at this point. Most
scripts lacks this section, mainly because any norma home network, or small corporate
network, will not have one.

4. Localhost - These options pertain to our localhogt. These variables are highly unlikely to
change, but we have put most of it into variables anyway. Hopefully, there should be no
reason to change these variables.

5. iptables - This section contains iptables specific configuration. In most scripts and Stuations
this should only require one variable which tells us where the iptables binary is located.

6. Other - If there are any other specific options and variables, they should first of dl befitted
into the correct subsection (If it pertains to the Internet connection, it should be subsectioned
there, etcetera). If it does not fit in anywhere, it should be subsectioned directly to the
configuration options somewhere.
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2. Module loading - This section of the scripts should maintain alist of modules. The firgt part should
contain the required modules, while the second part should contain the non-required modules.

Note that some modules that may raise security, or add certain
sarvices or possihilities, may have been added even though they are
not required. This should normaly be noted in such cases within the
example scripts.

1. Required modules - This section should contain the required modules, and possibly specid
modules that adds to the security or adds specid services to the adminigtrator or clients.

2. Non-required modules - This section contains modules that are not required for normal
operations. All of these modules should be commented out per default, and if you want to
add the serviceit provides, it is up to you.

3. proc configuration - This section should take care of any specid configuration needed in the proc
filesystem. If some of these options are required, they will be listed as such, if not, they should be
commented out per default, and listed under the non-required proc configurations. Most of the
useful proc configurations will be listed here, but far from dl of them.

1. Required proc configuration - This section should contain al of the required proc
configurations for the script in question to work. It could possibly also contain configurations
that raises security, and possibly which adds specid services or possibilities for the
adminigrator or clients.

2. Non-required proc configuration - This section should contain non-required proc
configurations that may prove useful. All of them should be commented out, Sncethey are
not actudly necessary to get the script to work. Thislist will contain far from dl of the proc
configurations or nodes.

4. rules set up - By now the scripts should most probably be ready to insert the ruleset. | have
chosen to split dl the rules down after table and then chain names. All user specified chainsare
crested before we do anything to the system builtin chains. | have aso chosen to set the chains and
their rulespecificationsin the same order asthey are output by the iptables -L command.

1. Filter table - Firg of al we go through the filter table and its content. First of al we should
st up dl the policiesin the table.

1. Set policies - Set up dl the default policies for the systemchains. Normally | will st
DRORP policies on the chainsin the filter table, and specificaly ACCEPT sarvices and
sreamsthat | want to dlow ingde. Thisway we will get rid of dl ports that we do not
want to let people use.

2. Create user specified chains - At this point we create al the user specified chains
that we want to use later on within this table. We will not be able to use these chains
in the systemchains anyways if they are not dready created so we could aswell get to
it as soon as possible.
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3. Create content in user specified chains - After creating the user specified chains
we may aswell enter dl the rules within these chains. The only reason | have to enter
this data at this point aready istha may aswell put it close to the creation of the user
specified chains. Y ou may aswdl put thislater on in your script, it istotaly up to you.

4. INPUT chain - When we have come thisfar, we do not have alot of things Ieft to do
within the filter table so we get onto the INPUT chain. At this point we should add dll
ruleswithin the INPUT chain.

At this point we gart following the output from the
iptables -L command as you may see. Thereisno
reason for you to stay with this structure, however, do
try to avoid mixing up data from different tables and
chains since it will become much harder to read such
rulesets and to fix possble problems.

5. FORWARD chain - At this point we go on to add the rules within the FORWARD
chain. Nothing specia about this decision.

6. OUTPUT chain - Last of dl in thefilter table, we add the rules deding with the
OUTPUT chain. There should hopefully not be too much to do at this point.

3. nat table - After the filter table we take care of the nat table. Thisis done after thefilter
table because of anumber of reasons within these scripts. Firgt of al we do not want to turn
the whole forwarding mechanism and NAT function on a atoo early stage, which could
possibly lead to packets getting through the firewall at just the wrong timepoint (ie, when the
NAT has been turned on, but none of thefilter rules has been run). Also, | look upon the nat
table asa sort of layer that lies just outside thefilter table and kind of surroundsit. Thefilter
table would hence be the core, while the nat table acts as alayer lying around the filter table,
and findly the mangle table lies around the nat table as a second layer. This may bewrong in
some perspectives, but not too far from redlity.

1. St policies - Firgt of dl we sat up dl the default policies within the net table.
Normally, I will be satisfied with the default policy set from the beginning, namely the
ACCEPT poalicy. Thistable should not be used for filtering anyways, and we should
not let packets be dropped here since there are some redly nasty things that may
happen in such cases due to our own presumptions. | let these chains be s&t to
ACCEPT since there is no reason not to do so.

2. Create user specified chains - At this point we create any user specified chains that
we want within the nat table. Normally | do not have any of these, but | have added
this section anyways, just in case. Note that the user specified chains must be crested
before they can actudly be used within the syssemchains.

3. Create content in user specified chains - By now it should betime to add dl the
rulesto the user specified chainsin the nat table. The same thing goes here as for the
user specified chainsin thefilter table. We add this materid here since | do not see
any reason not to.
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4. PREROUTING chain - The PREROUTING chain isused to do DNAT on packets
in case we have any need for it. In most scripts this festure is not used, or & the very
least commented out, reason being that we do not want to open up big holes to our
locd network without knowing about it. Within some scripts we have thisturned on
by default since the sole purpose of those scripts are to provide such services.

5. POSTROUTING chain - The POSTROUTING chain should be fairly well used by
the scripts | have written since most of them depend upon the fact that you have one
or more loca networks that we want to firewall againg the Internet. Mainly we will
try to use the SNAT target, but in certain cases we are forced to use the
MASQUERADE target instead.

6. OUTPUT chain - The OUTPUT chainisbarely used & al in any of the scripts. Asit
looks now, it is not broken, but | have been unable to find any good reasons to use
this chain so far. If anyone has areason to use this chain, send me alineand | will add
it to the tutorid.

5. mangle table - Thelast table to do anything about is the mangle table. Normdly | will not
usethistable a al, snceit should normally not be used for anyone, unless they have specific
needs, such as masking all boxes to use the exact same TTL or to change TOS fields
etcetera. | have in other words chosen to leave these parts of the scripts more or less blank,
with afew exceptions where | have added a few examples of what it may be used for.

1. Set policies - Set the default policies within the chain. The same thing goes here as
for the nat table pretty much. The table was not made for filtering, and hence you
should avoid it dl together. | have not set any policiesin any of the scriptsin the
mangle table one way or the other, and you are encouraged not to do so either.

2. Create user specified chains - Create dl the user specified chains. Since | have
bardy used the mangle table a dl in the scripts, | have nelther crested any chains
here snceit isfairly unusable without any data to use within it. However, this section
was added just in case someone, or |, would have the need for it in the future.

3. Create content in userspecified chains - If you have any user specified chains
within this table, you may att this point add the rules that you want within them here.

4. PREROUTING - At this point there is bardly any information in any of the scriptsin
thistutorid that contains any rules here.

5. INPUT chain - At this point there is barely any information in any of the scriptsin
thistutorid that contains any rules here.

6. FORWARD chain - At this point there is barely any information in any of the scripts
in thistutorid that contains any rules here.

7. OUTPUT chain - At this point there is barely any information in any of the scriptsin
thistutorid that contains any rules here.
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8. POSTROUTING chain - At this point thereis bardy any information in any of the
scriptsin thistutorid that contains any rules here.

Hopefully this should explain more in detail how each script is structured and why they are structured in
such away.

Do note that these descriptions are extremely brief, and should mainly just be seen as
abrief explanation to what and why the scripts has been split down as they have.
There is nothing that saysthat thisis the only and best way to go.

rc.firewall.txt

Trusted
Internal
Metwork
IP: 192.168.0.0/24

IFACE: ethl
IP: 192.168.0.2

Firewall

IFACE: eth0
IP: 194.236.50.155

The rcfirewal.txt script is the main core on which the rest of the scripts are based upon. Therc.firewall
filechapter should explain every detail in the script most thoroughly. Mainly it was written for a dua
homed network. For example, where you have one LAN and one Internet Connection. This script so
makes the assumption that you have a atic I P to the Internet, and hence don't use DHCP, PPP, SLIPor
some other protocol that assigns you an |P automaticaly. If you are looking for a script that will work
with those setups, please take a closer ook at the rc.DHCP.firewall.txt script.
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rc.DMZ . firewall.txt

DMZ
HTTP

Trusted

Intamal IP: 192.168.1.2
Metwerk
IP: 192.160.0.0/24 DNS

IP: 192.168.1.3

IFACE: ethi IFACE: ath2
IP: 192.168.0.1 IP: 192.168.1.1
Firewsall

IFACE: ethO

IP: 194.236.50.152, 194.236.50.153,
194.236.50.154,
194,236 50.155

Therc.DMZ firewall.txt script was written for those people out there that has one Trusted Interna
Network, one De-Militarized Zone and one Internet Connection. The De-Militarized Zone isin this case
1-to-1 NAT'ed and requires you to do some IP aliasing on your firewall, ie, you must make the box
recognise packets for more than one |P. There are several ways to get thisto work, oneisto set 1-to-1
NAT, another one if you have awhole subnet isto create a subnetwork, giving the firewal one IP both
interndly and externdly. Y ou could then set the IP's to the DM Z'ed boxes as you wish. Do note that this
will "sted" two IP'sfor you, one for the broadcast address and one for the network address. Thisis
pretty much up to you to decide and to implement, this tutorid will give you the toolsto actualy
accomplish the firewalling and NAT'ing part, but it will not tell you exactly what you need to do sinceit is
out of the scope of the tutorid.

Y ou need to have two interna networks with this script as you can see from the picture. One uses IP
range 192.168.0.0/24 and consists of a Trusted Internal Network. The other one uses IP range
192.168.1.0/24 and consists of the De-Militarized Zone which we will do 1-to-1 NAT to. For example,
if someone from the internet sends a packet to our DNS_| P, then we use DNAT, which stands for
Dedtination Network Adress Trandation, to send the packet on to our DNS on the DMZ network. When
the DNS sees our packet, the packet will be destined for the actual DNS interna network 1P, and not to
our external DNS IP. If the packet would not have been trandated, the DNS wouldn't have answered the
packet. We will show a short example of how the DNAT code looks:
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$IPTABLES-t nat -A PREROUTING -p TCP -i $INET_IFACE -d $DNS |IP --dport 53 -j
DNAT --to-destination $DMZ_DNS IP

Firg of dl, DNAT can only be performed in the PREROUTING chain of the nat table. Then we look for
TCP protocol on our $I NET_| FACE with degtination | P that matches our $DNS_ | P, and is directed
to port 53, which isthe TCP port for zone transfers between DNS's. If we actually get such a packet we
giveatarget of DNAT, in other words Destination NAT. After that we specify where we want the packet
to go with the --to-destination option and give it the vdue of $DMZ_DNS | P, in other words the IP of
the DNS on our DMZ network. Thisis how basc DNAT works. When the reply to the DNAT'ed
packet is sent through the firewall, it automatically gets un-DNAT'ed.

By now you should have enough understanding of how everything works to be able to understand this
script pretty well without any huge complications. If there is something you don't understand, that hasn't
been gone through in the rest of the tutorid, mail me since it is probably afault on my sde.

rc.DHCP.firewall .txt

Trusted
Internal
Metwork
IP: 192.168.0.024

IFACE: eth1
IP: 192.168.0.2

Firewall

IFACE: athD
IP: unknown

Internet

The rc. DHCP firewall .txt script is pretty much identica to the origind rc.firewall.txt. However, this
script no longer usesthe STATIC_|I P variable, which isthe main change to the origina rc.firewdl.txt
script. The reason is that this won't work together with a dynamic IP connection. The actud changes
needed to be done to the origina script is minimal, however, |'ve had some people mail me and ask about
the problem so this script will be a good solution for you. This script will alow people who uses DHCP,
PPP and SLIP connections to connect to the internet.
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The main changes done to the script conssts of erasingthe STATI C_| P variable as| dready said and
deleting all referensesto this variable. Instead of using this variable the script now doesit's main filtering
onthevariablel NET_| FACE. In other words-d $STATIC_IP has been changed to -i
$INET_IFACE. Thisis pretty much the only changes made and that's dl that's needed redly.

There is some more things to think about though. We can no longer filter in the INPUT chain depending
on, for example, --in-interface L AN_IFACE --dst $INET _|P. Thisin turn forces usto filter only
based on interfaces in such cases where the interna machines must access the internet adressable IP. One
great exampleisif we are running an HTTP on our firewal. If we go to the main page, which contains
datic links back to the same host, which could be some dyndns solution, we would get ared hard
trouble. The NAT'ed box would ask the DNS for the IP of the HTTP server, then try to accessthat IP.
In case wefilter based on interface and 1P, the NAT'ed box would be unable to get to the HT TP because
the INPUT chain would DROP the packets flat to the ground. Thisaso appliesin asenseto the case
where we got adtatic IP, but in such casesit could be gotten around by adding rules which checks the
LAN interface packetsfor our | NET _| P, and if so ACCEPT them.

Asyou may read from above, it may be agood ideato grab a script, or write one, that handles dynamic
IPin abetter sense. We could for example make a script that grabs the IP from ifconfig and addsit to a
variable, upon bootup of the internet connection. A good way to do this, would e to use for example the
i p- up scripts provided with pppd and some other programs. For agood site, check out the
linuxguruz.org iptables Ste which has a huge collection of scripts avallable to download. Y ou will find a
link to the linuxguruz.org Ste from the Other resources and links appendix.

This script might be abit lesssecurethanther c. fi rewal | . t xt script. | would
definitely advise you to use that script if a dl possible snce this script is more open to
attacks from the outside,

Also, there isthe possibility to add something like thisto your scripts:
INET_IP="ifconfig INET_IFACE |grep inet |cut-d : -f 2| cut -d\-f 1’

The above would automaticaly grab the | P address of the SINET _IFACE variable, grep the correct line
which contains the | P address and then cuts it down to a managesble IP address. However, there are
serious drawbacks with this gpproach, as described in the following list.

1. If the script is run from within a script which in turn is executed by, for example, the PPP daemon,
it will hang dl currently active connections due to the NEW not SY N rules (see the State NEW
packets but no SYN bit set section). It is possible to get by, if you get rid of the NEW not SYN
rules for example, but it is questionable.

2. If you got rules that are static and always want to be around, it is rather harsh to add and erase
rules dl the time, without hurting the dready existing ones. For example, if you want to block hosts
on your LAN to connect to the firewal, but a the same time operate a script from the PPP
daemon, how would you do it without erasing your aready active rules blocking the LAN?
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3. It may get unnecessarily complicated, as seen above which in turn could lead to security
compromises. If the script is kept Smple, it is easer to oot problems, and to keep order init.

rc.UTIN.firewall.txt

UnTrusted
Internal
Network

IP; 192.168.0.024

IFACE: ethi
IP: 192.168.0.2

Firewall

IFACE: ethD
IP: 194.236.50.155

Internet

Therc.UTIN.firewal.txt script will in contrast to the other scripts block the LAN thet is Sitting behind us.
In other words, we don't trust anyone on any networks we are connected to. We aso disalow people on
our LAN to do anything but specific tasks on the Internet. The only things we actudly alow is POPS,
HTTP and FTP accessto the internet. We aso don't trust the interna users to access the firewall more
than we trust users on the Internet.

This script follows the golden rule to not trust anyone, not even our own employees. Thisis a sad fact, but
alarge part of the hacks and cracks that a company gets hit by isamatter of people from their own staff
perpetrating the hit. This script will hopefully give you some clues as to what you can do with your firewall
to drengthen it up. It's not very different fromtheorigind r c. fi rewal | . t xt script, but it does give
afew hints a what we would normdly let through etc.

rc.test-iptables.txt
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The rc.test-iptablestxt script can be used to test dl the different chains, but it might need some tweaking
depending on your configuration, such asturning on ip_forwarding, and setting up masquerading
etcetera. It will work for mostly everyone though who has al the basic set up and dl the basic tables
loaded into kernel. All it redly doesis sat some L OG targets which will log ping reply's and ping
requests. Thisway, you will get information on which chain was traversed and in which order. For
example, run this script and then do:

ping -c 1 host.on.theinternet

Andtail -n O -f /var/log/messages while doing the first command. This should show you dl the different
chains used and in which order, unless the log entries are swapped around for some reason.

This script was written for testing purposes only. In other words, it's not a good idea
to have rules like this that logs everything of one sort Since your log partitions might
get filled up quickly and it would be an effective Denid of Service attack againgt you
and might lead to red attacks on you that would be unlogged after the initia Denid of
Service attack.

rc.flush-iptables.txt

The rcflush-iptablestxt script should not redly be caled ascript in itsalf. The reflush-iptablesitxt script
will reset and flush dl your tables and chains. The script darts by setting the default policiesto ACCEPT
onthe INPUT, OUTPUT and FORWARD chains of thefilter table. After this we reset the default
policies of the PREROUTING, POSTROUTING and OUTPUT chains of the nat table. We do thisfirst
S0 we won't have to bother about closed connections and packets not getting through. This script is
intended for actualy setting up and troubleshooting your firewal, and hence we only care about opening
the whole thing up and reset it to default values.

After thisweflush dl chainsfird in the filter table and then in the NAT table. Thisway we know there is
no redundant rules lying around anywhere. When dl of thisis done, we jump down to the next section
where we erase dl the user specified chainsin the NAT and filter tables. When this step is done, we
consder the script done. Y ou may consider adding rulesto flush your MANGLE table if you useit.

Onefind word on thisissue. Certain people has mailed me asking from meto put this
script into the origina rc.firewdl script using redhat Linux syntax where you type
something like rc.firewall start and the script sarts. However, | will not do that since
thisisatutorid and should be used as a place to fetch ideas mainly and it shouldn't be
filled up with shell scripts and strange syntax. Adding shell script syntax and other
things makes the script harder to read asfar as | am concerned and the tutoria was
written with readability in mind and will continue being so.

Detailed explanations of special commands
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Listing your activeruleset

To ligt your currently active ruleset you run aspecia option to the iptables command, which we have
discussed briefly previoudy in the How a ruleis built chapter. Thiswould look like the following:

iptables-L

This command should list your currently active rulesst, and trandate everything possible to amore
readable form. For example, it will trandate dl the different ports accordingtothe/ et ¢/ ser vi ces
fileaswel asDNS dl the IP addresses to get DNS recordsinstead. The later can be abit of a problem
though. For example, it will try to resolve LAN P addresses, ie192. 168. 1. 1, to something useful.
192. 168. 0. 0/ 16 isaprivate range though and should not resolve to anything and the command will
seem to hang while resolving the IP. To get around this problem we would do something like the
following:

iptables-L -n

Another thing that might be interesting is to see afew Satigtics about each policy, rule and chain. We
could get this by adding the verbose flag. It would then look something like this:

iptables-L -n -v

Thereisdso afew filesthat might be interesting to look a inthe/ pr oc filesysem. For example, it might
be interesting to know what connections are currently in the conntrack table. Thistable contains adl the
different connections currently tracked and serves as a basic table so we always know what sate a
connection currently isin. This table can not be edited and even if it was possible, it would be a bad idea.
To see the table you can run the following command:

cat /proc/net/conntrack | less

The above command will show al currently tracked connections even though it might be abit hard to
understand everything.

Updating and flushing your tables

If a some point you screw up your iptables, there are actualy commands to flush them, so you don't
have to reboot. I've actualy gotten this question a couple times by now so | thought I'd answer it right
here. If you added arule in error, you might just change the -A parameter to -D in the line you added in
error. iptables will find the erroneous line and erase it for you, in case you've got multiple lines looking
exactly the same in the chain, it erases the firg indance it finds matching your rule. If thisis not the wanted
behaviour you might try to use the -D option asiptables-D INPUT 10 which will erasethe 10th rulein
the INPUT chain.

Thereis d o instances where you want to flush awhole chain, in this case you might want to run the -F
option. For example, iptables -F INPUT will erase thewhole INPUT chain, though, thiswill not change
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the default policy, soif thisis set to DROP you'l block thewhole INPUT chain if used as above. To reset
the chain policy, do as how you st it to DROP, for example iptables-P INPUT ACCEPT.

| have made a gmal script (available as an gppendix as wdll) that will flush and reset your iptables that
you might congder usng whilesattingupyourr c. fi rewal | . t xt file properly. One thing though, if
you start mucking around in the mangle table, this script will not erase thosg, it is rather smpleto add the
few lines needed to erase those but | have not added those here since the mangle table is not used in my
rc.firewall.txt scriptsofa.

Common problems and questionmarks

Passive FTP but no DCC

Thisisone of the redly nice parts about the new iptables support in the 2.4.x kernels, you can for
exampledlow Passive FTP connections, but not alow DCC send functions with the new state matching
code. You may ask yoursdlf how, well, its quite Smple once you get to think of it. Just compile the
ip_conntrack irc,ip_nat_irc,ip_conntrack ftpandip_nat ftp codeas
modules and not gaticaly into the kernd. What these modules do is that they add support to the
connection tracking machine and the NAT machine so they can distinguish and modify a Passve FTP
connection or aDCC send connection. Without these modules they can't recognize these kinds of
connections.

If you for example want to dlow Passive FTP, but not DCC send, you would load the
ip_conntrack ftpandi p_nat ftp modules butnotthei p_conntrack irc axd
i p_nat _i rc nodul es andthendo:

lusr/local/sbin/iptables-A INPUT -p TCP -m state --state RELATED -j ACCEPT

Todlow Passve FTP but not DCC. If you would want to do the reverse, you'd just load the

i p_conntrack ircandip_nat _irc modules butnotthei p_conntrack ftp and

i p_nat _ft p modules. Do notethat thei p_nat _* modulesare only needed in case you need and
want to do Network Adress Trandation on the connections, ie, if you want to let people run IRC from
your locd network which isusng aNAT'ed or masqueraded connection to the internet.

For more information about Active and Passive FTP, read RFC 959 - File Transfer Protocol by J. Postel
and J. Reynolds. This RFC contains information regarding the FTP protocol and Active and Passive FTP
and how they work. As you can understand from this document, during Active FTP the client sendsthe
server an |P address and random port to use and then the server connects to this port on the client. In
case your client gts behind a Network Address Trandationing system (iptables), then the packets data
section needsto be NAT'ed too, that iswhat thei p_nat _f t p module does. In Passve FTP, the
proceeding isreversed. The client tells the server that it wants to send or recelve data and the server
replies, telling the client what address to connect to and what port to use.

State NEW packets but no SYN bit set
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Thereisacertan feature in iptablesthat is not so well documented and may therefore be overlooked by
alot of people(yes, including me). If you use state NEW, packets with the SYN hit unsat will get through
your firewdl. Thisfeature isthere because in certain cases we want to consder that a packet may be part
of andready ESTABLISHED connection on, for instance, another firewall. This feature makes it
possible to have two or more firewalls, and for one of the firewdls to go down without any loss of data.
The firewalling of the subnet could then be taken over by our secondary firewall.This does however lead
to the fact that state NEW will alow pretty much any kind of TCP connection, regardlessif thisisthe
initid 3-way handshake or not. To take care of this problem we add the following rules to our firewalls
INPUT, OUTPUT and FORWARD chan:

$IPTABLES-A INPUT -ptcp! --syn -m gtate --state NEW -j LOG --log-pr€fix " New not

syn:"
$IPTABLES-A INPUT -p tcp ! --syn -m state --state NEW -j DROP

The above rules will take care of this problem. Thisis abadly documented behaviour
of the netfilter/iptables project and should definitdy be more highlighted. In other
words, a huge warning isin it's place for this kind of behaviour on your firewall.

Note that there is some troubles with the above rules and bad Microsoft TCP/IP implementations. The
above ruleswill lead to certain conditions where packets generated by microsoft products gets labeled as
astate NEW and hence get logged and dropped. It will however not lead to broken connectionsto my
knowledge. The matter isthat when a connection gets closed and the final FIN/ACK  has been sent and
the state machine of netfilter has closed this connection and it is no longer in the conntrack table. At this
point the faulty Microsoft implementation sends another packet which is consdered as sate NEW but
lacksthe SYN bit and hence gets matched by the above rules. In other words, don't worry to much
about thisrule, or if you are worried anyways, set the --log-header s option to the rule and log the
headers too and you'll get a better ook at what the packet looks like.

There is one more known problem with these rules. If someoneis currently connected to the firewall, lets
say from the LAN, and you have the script set to be activated when running a PPP connection. In this
case, when you start the PPP connection, the person previoudly connected through the LAN will be more
or lesskilled. This only applies when you are running with the conntrack and nat codebases as modules,
and the modules are loaded and unloaded each time you run the script. Another way to get this problem
istoruntherc. firewal | .t xt script from atelnet connection from a host not on the actua
firewal. To put it Smple, you connect with telnet or some other stream connection. Start the connection
tracking modules, then load the NEW not SYN packet rules. Findly, the telnet client or daemon tries
to send something. the connection tracking code will not recognise this connection as alega connection
sinceit has not seen packets in any direction on this connection before, aso there will be no SYN bits set
gnceitisnot actualy the first packet in the connection. Hence, the packet will match to the rules and be
logged and afterwards dropped to the ground.

|nternet Service Providerswho use assigned

http://peopl e.unix-fu.org/andreasson/i ptabl es-tutoria/iptabl es-tutorial .html 21:25:51 10/06/2002



|ptables Tutorial 1.1.9 Pagina 198

| P addr esses

| have added this Since afriend of mine told me something | have totally forgotten. Certain stupid Internet
Service Providers use | P addresses assigned by | ANA for their local networks on which you connect to.
For example, the swedish Internet Service Provider and phone monopoly Telia uses this approach for
example on thar DNS servers, which uses the 10.x.x.x |P address range. The problem you will most
probably run into isthat we, in this script, do not allow connections from any | P addresses in the 10.x.X.X
range to us, because of spoofing posshilities. Wdll, here is unfortunatdy an example where you actudly
might have to lift abit on those rules. Y ou might just insert an ACCEPT rule above the spoof section to
dlow traffic from those DNS servers, or you could just comment out that part of the script. Thisishow it
might look:

lusr /local/sbin/iptables -t nat -| PREROUTING -i eth1 -s10.0.0.1/32 -j ACCEPT

| would like to take my moment to bitch at these Internet Service Providers. These | P address ranges are
not assigned for you to use for dumb stuff like this, a least not to my knowledge. For large corporate
gtesit is more than ok, or your own home network, but you are not supposed to force us to open up
oursdlf just because of some whince of yours.

|CMP types

Thisisacompletelisting of dl ICMP types.

Table1l. ICMP types

TYPE | CODE |Description Query | Error

0 0 Echo Reply X

3 0 Network Unreschable X
3 1 Host Unreachable X
3 2 Protocol Unreachable X
3 3 Port Unreachable X
3 4 Fragmentation needed but no frag. bit set X
3 5 Source routing failed X
3 6 Dedtination network unknown X
3 7 Dedtination host unknown X
3 8 Source host isolated (obsolete) X
3 9 Dedtination network administratively prohibited X
3 10 | Dedination host adminigratively prohibited X
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3 11 | Network unreachable for TOS X

3 12 | Host unreachable for TOS X

3 13 | Communication administratively prohibited by X
filtering

3 14 | Host precedence violation X

3 15 | Precedence cutoff in effect X

4 0 Source quench

5 0 Redirect for network

5 1 Redirect for host

5 2 Redirect for TOS and network

5 3 | Redirect for TOS and host

8 0 Echo request X

9 0 | Router advertissment

10 0 |Routesdllicitation

11 0 |TTL equasO during trangt X

11 1 | TTL equasO during reassembly X

12 0 |P header bad (catchall error) X

12 1 Required options missing X

13 0 | Timestamp request (obsolete) X

14 Timestamp reply (obsolete) X

15 0 Information request (obsolete) X

16 0 Information reply (obsolete) X

17 0 | Address mask request X

18 0 |Addressmask reply X

Other resources and links

Hereisalig of links to resources and where | have gotten information from, etc :

ip-sysctl.txt - from the 2.4.14 kerndl. A little bit short but a good reference for the IP networking
controls and what they do to the kerndl.
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® ip_dynaddr.txt - from the 2.4.14 kernel. A really short reference to the ip_dynaddr settings
avalable via sysctl and the proc filesystem.

® iptables.8 - Theiptables 1.2.4 man page. Thisisan HTML 'ized verson of the man pagewhichis
an excdlent reference when reading/writing iptables rulesets. Always have it at hand.

e http://netfilter filewatcher.org/ - The officid netfilter and iptables Ste. It isamust for everyone
wanting to set up iptables and netfilter in linux.

® http://netfilter filewatcher.org/netfilter-fag.html - The officd netfilter Frequently Asked
Questions. Also agood place to stat a when wondering what iptables and netfilter is abouit.

e http://netfilter.filewatcher.org/unreliable-guides/packet-filtering-HOWTO/index.html - Rusty
Russdls Unreliable Guide to packet filtering. Excellent documentation about basic packet filtering
with iptables written by one of the core developers of iptables and netfilter.

® http://netfilter.filewaicher.org/unreliable-guidesNAT-HOWTO/index.html - Rusty RusslIs
Unreliable Guide to Network Address Trandation. Excellent documentation about Network
Address Trandationin iptables and netfilter written by one of the core developers, Rusty
Rus=l.

e http://netfilter.filewatcher.org/unreliable-guides/netfilter-hacking- HOWTO/index.html - Rusty
Russls Unrdliable Netfilter Hacking HOWTO. One of the few documentations on how to write
code in the netfilter and iptables userspace and kernel space codebase. This was aso written by
Rusty Russl.

® http:/mww.linuxguruz.org/iptables - Excellent linkpage with links to most of the pages on the
internet about iptables and netfilter. Also maintainsalig of different iptables scripts for different
pUrposes.

® http://Mmww.id andsoft.net/veerapen.html - Excellent discussion on automatic hardening of iptables
and how to make small changes that will make your computer automatically add hogtile Stesto a
Specid banlig in iptables.

® http://mww.docum.org - Excdlent information about the CBQ), tc and the ip commandsin Linux.
One of the few dtesthat has any information at al about these programs. Maintained by Stef
Coene.

http:/ligssambaorg/malman/liginfo/netfilter - The offica netfilter mailing-list. Extremdy ussful in
case you have questions about something not covered in this document or any of the other links
here.

And of coursethe iptables source, documentation and individuas who helped me.
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GNU Free Documentation License

Verson 1.1, March 2000

Copyright (C) 2000 Free Software Foundation, Inc. 59 Temple Place, Suite 330, Boston, MA
02111-1307 USA Everyoneis permitted to copy and distribute verbatim copies of thislicense
document, but changing it is not alowed.

0. PREAMBLE

The purpose of this License isto make a manua, textbook, or other written document "free” in the sense
of freedom: to assure everyone the effective freedom to copy and redidtribute it, with or without modifying
it, either commercidly or noncommercidly. Secondarily, this License preserves for the author and
publisher away to get credit for their work, while not being consdered responsible for modifications
made by others.

ThisLicenseisakind of "copyleft”, which means that derivative works of the document must themselves
be free in the same sense. It complements the GNU Genera Public License, which is a copyleft license
designed for free software.

We have designed this License in order to use it for manuas for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manualss; it can be used for any textua work,
regardless of subject matter or whether it is published as a printed book. \We recommend this License
principaly for works whose purposeisingtruction or reference.

1. APPLICABILITY AND DEFINITIONS
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This License gpplies to any manua or other work that contains a notice placed by the copyright holder
saying it can be distributed under the terms of this License. The "Document”, below, refersto any such
manua or work. Any member of the public isalicensee, and is addressed as "you".

A "Modified Verson" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or trandated into another language.

A "Secondary Section” isanamed appendix or a front-matter section of the Document that deals
exclusvely with the reationship of the publishers or authors of the Document to the Document's overal
subject (or to reated matters) and contains nothing that could fal directly within that overal subject. (For
example, if the Document isin part atextbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical connection with the subject or with related
matters, or of lega, commercid, philosophical, ethica or palitical pogtion regarding them.

The "Invariant Sections' are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License.

The "Cover Texts' are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License.

A "Transparent” copy of the Document means a machine-readable copy, represented in aformat whose
specification is available to the genera public, whose contents can be viewed and edited directly and
graightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or for
autométic trandation to a variety of formats suitable for input to text formatters. A copy madein an
otherwise Transparent file format whose markup has been designed to thwart or discourage subsequent
modification by readersis not Trangparent. A copy that is not "Transparent” is caled "Opague”.

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using apublicly avallaole DTD, and standard-conforming
smple HTML designed for human modification. Opague formats include PostScript, PDF, proprietary
formats that can be read and edited only by proprietary word processors, SGML or XML for which the
DTD and/or processing tools are not generally available, and the machine-generated HTML produced by
some word processors for output purposes only.

The "Title Page' means, for a printed book, the title page itsdlf, plus such following pages as are needed
to hold, legibly, the materid this License requires to gppear in the title page. For worksin formats which
do not have any title page as such, "Title Page' means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

2. VERBATIM COPYING

Y ou may copy and distribute the Document in any medium, either commercidly or noncommercialy,
provided that this License, the copyright notices, and the license notice saying this License appliesto the
Document are reproduced in dl copies, and that you add no other conditions whatsoever to those of this
License. Y ou may not use technical measures to obstruct or control the reading or further copying of the

http://peopl e.unix-fu.org/andreasson/i ptabl es-tutoria/iptabl es-tutorial .html 21:25:51 10/06/2002



|ptables Tutorial 1.1.9 Pagina 205

copies you make or distribute. However, you may accept compensation in exchange for copies. If you
digribute alarge enough number of copies you must dso follow the conditions in section 3.

You may aso lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies of the Document numbering more than 100, and the Document's license
notice requires Cover Texts, you must enclose the copiesin coversthet carry, clearly and legibly, dl these
Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover. Both
covers mugt aso clearly and legibly identify you as the publisher of these copies. The front cover must
present the full title with al words of the title equaly prominent and visble. Y ou may add other materid
on the coversin addition. Copying with changes limited to the covers, as long as they preserve thetitle of
the Document and satisfy these conditions, can be trested as verbatim copying in other respects.

If the required texts for elther cover are too voluminous to fit legibly, you should put the first oneslisted
(as many asfit reasonably) on the actua cover, and continue the rest onto adjacent pages.

If you publish or distribute Opague copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy aong with each Opague copy, or state in or with each
Opague copy a publicly-access ble computer-network location containing a complete Transparent copy
of the Document, free of added materid, which the generd network-using public has access to download
anonymoudy at no charge using public-standard network protocols. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opague copies in quantity, to ensure that
this Trangparent copy will remain thus ble at the Sated location until a least one year after the last
time you distribute an Opague copy (directly or through your agents or retailers) of that edition to the
public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

Y ou may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Verson under precisdly this License, with the Modified
Vergon filling the role of the Document, thus licenaing digtribution and modification of the Modified
Verson to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Ussinthe Title Page (and on the covers, if any) atitle distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). Y ou may use the sametitle as a previous verson if the origind publisher of thet versgon
gives permission.
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B. Ligt on the Title Page, as authors, one or more persons or entities reponsible for authorship of the
modifications in the Modified Verson, together with at least five of the principa authors of the
Document (dl of its principa authors, if it haslessthan five).

C. State on the Title page the name of the publisher of the Modified Verson, asthe publisher.
D. Preserve dl the copyright notices of the Document.
E. Add an gppropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permisson to use
the Modified Verson under the terms of this License, in the form shown in the Addendum be ow.

G. Presarvein that license notice the full lists of Invariant Sections and required Cover Textsgivenin
the Document's license notice.

H. Include an undtered copy of this License.

|. Preserve the section entitled "Higtory”, and itstitle, and add to it an item stating at least theftitle,
year, new authors, and publisher of the Modified Verson as given on the Title Page. If thereisno
section entitled "Higtory™ in the Document, create one stating the title, year, authors, and publisher
of the Document as given on its Title Page, then add an item describing the Modified Verson as
gtated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent
copy of the Document, and likewise the network locations given in the Document for previous
versgonsit was based on. These may be placed in the "History™ section. Y ou may omit a network
location for awork that was published at least four years before the Document itsdlf, or if the
origind publisher of the verson it refersto gives permission.

K. Inany section entitled " Acknowledgements' or "Dedications’, preserve the section'stitle, and
preserve in the section al the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Presarve dl the Invariant Sections of the Document, unatered in ther text and in thair titles. Section
numbers or the equivaent are not considered part of the section titles.

M. Déete any section entitled "Endorsements’. Such a section may not be included in the Modified
Verson.

N. Do not retitle any exigting section as "Endorsements’ or to conflict in title with any Invariant
Section.

If the Modified Version includes new front-matter sections or appendices that quaify as Secondary
Sections and contain no materia copied from the Document, you may at your option designate some or
al of these sections asinvariant. To do this, add their titlesto the list of Invariant Sectionsin the Modified
Verson'slicense notice. These titles must be ditinct from any other section titles.
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Y ou may add a section entitled "Endorsements’, provided it contains nothing but endorsements of your
Modified Verson by various parties-for example, statements of peer review or that the text has been
gpproved by an organization as the authoritative definition of a standard.

Y ou may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as
aBack-Cover Text, to the end of the list of Cover Textsin the Modified Verson. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by)
any one entity. If the Document aready includes a cover text for the same cover, previoudy added by
you or by arrangement made by the same entity you are acting on behaf of, you may not add another; but
you may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names
for publicity for or to assert or imply endorsement of any Modified Verson.

5. COMBINING DOCUMENTS

Y ou may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versons, provided that you include in the combination al of the
Invariant Sections of al of the origind documents, unmodified, and list them dl as Invariant Sections of
your combined work in its license notice.

The combined work need only contain one copy of this License, and multiple identica Invariant Sections
may be replaced with asingle copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses, the
name of the origind author or publisher of that section if known, or ese a unique number. Make the same
adjusment to the section titlesin the list of Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections entitled "Higtory™ in the various origind documents,
forming one section entitled "Higtory"; likewise combine any sections entitled " Acknowledgements’, and
any sections entitled "Dedications'. Y ou must delete al sections entitled "Endorsements.”

6. COLLECTIONS OF DOCUMENTS

Y ou may make a collection congsting of the Document and other documents released under this License,
and replace the individua copies of this License in the various documents with a single copy thet is
included in the collection, provided that you follow the rules of this License for verbatim copying of eech
of the documentsin al other respects.

Y ou may extract asSngle document from such a collection, and distribute it individually under this License,
provided you insert a copy of this License into the extracted document, and follow this License in dl other
respects regarding verbatim copying of that document.
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/. AGGREGATION WITH INDEPENDENT
WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on avolume of a storage or distribution medium, does not as awhole count as aModified
Verson of the Document, provided no compilation copyright is clamed for the compilation. Such a
compilation is called an "aggregate”, and this License does not apply to the other salf-contained works
thus compiled with the Document, on account of their being thus compiled, if they are not themsdves
derivative works of the Document.

If the Cover Text requirement of section 3 is gpplicable to these copies of the Document, then if the
Document is less than one quarter of the entire aggregate, the Document's Cover Texts may be placed on
covers that surround only the Document within the aggregate. Otherwise they must appear on covers
around the whole aggregate.

8. TRANSLATION

Trandation is consdered akind of modification, so you may distribute trandations of the Document under
the terms of section 4. Replacing Invariant Sections with trandations requires specia permission from their
copyright holders, but you may include trandations of some or dl Invariant Sections in addition to the
origind versgons of these Invariant Sections. Y ou may include atrandation of this License provided that
you aso indude the origind English version of this License. In case of a disagreement between the
trandaion and the origind English verson of this License, the origind English verson will prevall.

9. TERMINATION

Y ou may not copy, modify, sublicense, or distribute the Document except as expresdy provided for
under this License. Any other attempt to copy, modify, sublicense or digtribute the Document isvoid, and
will automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated S0 long as such partiesremain in
full compliance.

10. FUTURE REVISIONS OF THIS
LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versons will be smilar in soirit to the present verson, but may differ
in detail to address new problems or concerns. See http:/Mww.gnu.org/copyleft/.
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Each verson of the Licenseis given adigtinguishing verson number. If the Document specifiesthet a
particular numbered version of this License"or any later verson” gppliesto it, you have the option of
following the terms and conditions either of that specified versgon or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify averson
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

How to usethisLicensefor your documents

To usethis License in adocument you have written, include a copy of the License in the document and
put the following copyright and license notices just after the title page:

Copyright (c) YEAR YOUR NAME. Permission is granted to copy, distribute and/or modify this
document under the terms of the GNU Free Documentation License, Verson 1.1 or any later
verson published by the Free Software Foundetion; with the Invariant Sections being LIST
THEIR TITLES, with the Front-Cover Texts being LIST, and with the Back-Cover Texts being
LIST. A copy of thelicenseisincluded in the section entitled "GNU Free Documentation
Licensg'.

If you have no Invariant Sections, write "with no Invariant Sections' instead of saying which ones are
invariant. If you have no Front-Cover Texts, write "no Front-Cover Texts' instead of "Front-Cover Texts
being LIST"; likewise for Back-Cover Texts.

If your document contains nontrivia examples of program code, we recommend releasing these examples
in pardld under your choice of free software license, such asthe GNU Generd Public License, to permit
their usein free software.

GNU General Public License

Verson 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple Place, Suite 330, Boston,
MA 02111-1307 USA Everyoneis permitted to copy and distribute verbatim copies of this
license document, but changing it is not alowed.

0. Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU Generd Public Licenseisintended to guarantee your freedom to share and change
free software--to make sure the software is free for dl its users. This Genera Public License appliesto
most of the Free Software Foundation's software and to any other program whose authors commit to
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using it. (Some other Free Software Foundation software is covered by the GNU Library Generd Public
Licenseinstead.) Y ou can gpply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this
sarvice if you wish), that you receive source code or can get it if you want it, that you can change the
software or use pieces of it in new free programs, and that you know you can do these things.

To protect your rights, we need to make redtrictions that forbid anyone to deny you these rights or to ask
you to surrender the rights. These redtrictions trandate to certain responsbilities for you if you digtribute
copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for afee, you must give the
recipients dl the rights that you have. Y ou must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which
gives you lega permisson to copy, digtribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there
is no warranty for this free software. If the software is modified by someone else and passed on, we want
its recipients to know that what they have is not the origina, so that any problems introduced by others
will not reflect on the origina authors reputations.

Findly, any free program is threatened congtantly by software patents. We wish to avoid the danger that
redigtributors of afree program will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone's free
use or not licensed at al.

The precise terms and conditions for copying, distribution and modification follow.

1. TERMSAND CONDITIONSFOR
COPYING, DISTRIBUTION AND
MODIFICATION

1. ThisLicense appliesto any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this Genera Public License. The "Program”,
below, refersto any such program or work, and a "work based on the Program”" means either the
Program or any derivative work under copyright law: that isto say, awork containing the Program
or aportion of it, either verbatim or with modifications and/or trandated into another language.
(Hereingfter, trandaion isincluded without limitation in the term "modification”.) Each licenseeis
addressed as"you'.

Activities other than copying, distribution and modification are not covered by this License; they
are outsde its scope. The act of running the Program is not restricted, and the output from the
Program is covered only if its contents congtitute awork based on the Program (independent of
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having been made by running the Program). Whether that is true depends on what the Program
does.

3. You may copy and distribute verbatim copies of the Program’s source code as you receiveit, in
any medium, provided that you conspicuoudy and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact dl the notices thet refer to this
License and to the absence of any warranty; and give any other recipients of the Program a copy
of this License dong with the Program.

Y ou may charge afee for the physicd act of transferring a copy, and you may at your option offer
warranty protection in exchange for afee.

4. Y ou may modify your copy or copies of the Program or any portion of it, thus forming awork
basad on the Program, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you aso meet al of these conditions:

1. You mugt cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

2. You must cause any work that you distribute or publish, that in whole or in part contains or
is derived from the Program or any part thereof, to be licensed as awhole a no charge to dl
third parties under the terms of this License.

3. If the modified program normally reads commands interactively when run, you must cause it,
when gtarted running for such interactive use in the most ordinary way, to print or disolay an
announcement including an gppropriate copyright notice and a notice that thereis no
warranty (or else, saying that you provide awarranty) and that users may redistribute the
program under these conditions, and telling the user how to view a copy of this License.
(Exception: if the Program itsdf is interactive but does not normdly print such an
announcement, your work based on the Program is not required to print an announcement.)

These requirements gpply to the modified work as awhole. If identifiable sections of that work are
not derived from the Program, and can be reasonably considered independent and separate works
in themsaves, then this License, and its terms, do not gpply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of awhole whichisa
work based on the Program, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every part
regardless of who wroteit.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely
by you; rather, the intent isto exercise the right to control the digtribution of derivative or collective
works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with
awork based on the Program) on avolume of astorage or distribution medium does not bring the
other work under the scope of this License.

5. You may copy and distribute the Program (or awork based on it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you aso do one of the
fallowing:
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A. Accompany it with the complete corresponding machine-readable source code, which must
be distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange; or,

B. Accompany it with awritten offer, vaid for a least three years, to give any third party, for a
charge no more than your cost of physcaly performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms
of Sections 1 and 2 above on amedium customarily used for software interchange; or,

C. Accompany it with the information you received asto the offer to distribute corresponding
source code. (Thisdternative is alowed only for noncommercid distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

6. The source code for awork means the preferred form of the work for making modificationsto it.
For an executable work, complete source code means dl the source code for all modulesit
contains, plus any associated interface definition files, plus the scripts used to control compilation
and ingtalation of the executable. However, as a specid exception, the source code distributed
need not include anything that is normally distributed (in @ther source or binary form) with the
magor components (compiler, kernel, and S0 on) of the operating system on which the executable
runs, unless that component itsalf accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivaent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source
aong with the object code.

7. You may not copy, modify, sublicense, or distribute the Program except as expressy provided
under this License. Any attempt otherwise to copy, modify, sublicense or digtribute the Program is
void, and will automatically terminate your rights under this License. However, part